Creating a Wireshark Log of BACNet Activity

1. Open Wireshark and click on the network adapter you want to capture.
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You are running Wireshark 2.6.2 (v2.6.2-0-g1b3cedbc). You receive automatic updates,
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2. Click EE=%Y 10 start capturing packets.
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3. Enter bacnet as the display filter.
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No. Time Source Destination Protocol
13388 453.214834 192.168.1.26 192.168.1.20 BACnet..
13390 453.272656 192.168.1.20 192.168.1.26 BACnet..
13391 453.274522 192.168.1.26 192.168.1.20 BACnet..
13392 453.413345 192.168.1.20 192.168.1.26 BACnet..
13393 453.415017 192.168.1.26 192.168.1.20 BACnet..
13394 453.477383 192.168.1.20 192.168.1.26 BACnet..
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If you are debugging an issue, reproduce the problematic issue on the BACnet network.

Once you are confident you have all the messages you want captured, click to stop capturing the

communication.
Click File->Export Specified Packets..., change the log file format to *.pcap, ensure Displayed is selected,

and save.
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