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Software User’s Guide, Universal Industrial Gateway

Important Notes

Please read all the information in this manual before installing the product. The information in the
manual applies through Gateway Version 2.02.nnn, where nnn is the build number. This manual
assumes that you have a full working knowledge of the relevant equipment.

Notice

The product described in this manual is useful in a wide variety of applications. Therefore, you
and others responsible for applying the product described herein are responsible for determining
its acceptability for each application. While efforts have been made to provide accurate
information within this manual, Spectrum Controls, Inc. assumes no responsibility for the
accuracy, completeness, or usefulness of the information herein.

Under no circumstances will Spectrum Controls, Inc. be responsible or liable for any damages or
losses, including indirect or consequential damages or losses, arising out of either the use of any
information within this manual or the use of any product referenced herein.

No patent liability is assumed by Spectrum Controls, Inc. with respect to the use of any of the
information, or product referenced herein. The information in this manual is subject to change
without notice.

Limited Warranty
We warrant to you that, for a period of 60 days after delivery of this copy of the Software to you:

1. The physical media on which this copy of the Software is distributed will be free from defects
in materials and workmanship under normal use,

2. The Software will perform in accordance with the printed documentation distributed with it
by us, and

3. To the best of our knowledge your use of the Software in accordance with its printed
documentation will not, in and of itself, infringe any third party’s copyright, patent, or other
intellectual property right.

To the extent permitted by applicable law, THE FOREGOING LIMITED WARRANTY IS IN

LIEU OF ALL OTHER WARRANTIES OR CONDITIONS, EXPRESS OR IMPLIED, AND

WE DISCLAIM ANY AND ALL IMPLIED WARRANTIES OR CONDITIONS, INCLUDING

ANY IMPLIED WARRANTY OF TITLE, OF NONINFRINGEMENT, OF MERCHANT

ABILITY, OR OF FITNESS FOR A PARTICULAR PURPOSE, regardless whether we know or

have reason to know of your particular needs.

No employee, agent, dealer, or distributor of ours is authorized to modify this limited warranty,

nor to make any additional warranties.

No action for any breach of the above limited warranty may be commenced more than one (1)

year following the expiration date of the warranty.

If implied warranties may not be disclaimed under applicable law, then ANY IMPLIED

WARRANTIES ARE LIMITED IN DURATION TO 60 DAYS AFTER DELIVERY OF THIS

COPY OF THE SOFTWARE TO YOU.

Some states do not allow limitations on how long an implied warranty lasts, so the above
limitation may not apply to you.

This warranty gives you specific legal rights, and you may also have other rights which vary from
state to state.

Limited Remedy

Your exclusive remedy in the event of a breach of the foregoing limited warranty, TO THE
EXCLUSION OF ALL OTHER REMEDIES, is set forth in this paragraph.

In such event, you shall return all copies of the Software to us and pay for shipping; you must
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include a dated proof of the date on which this copy of the Software was delivered to you, such as
a copy of your dated receipt or invoice for this copy.

We will, at our option, either (i) ship you a replacement copy of the Software on non-defective
physical media at our expense or (ii) refund your license fee in full.

Trademarks
Microsoft and Microsoft Windows are registered trademarks of Microsoft Corporation.
The Technology Partner logo is a trademark of Rockwell Automation.

Other brands and their products are trademarks or registered trademarks of their respective
holders and should be noted as such.
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Preface

Who Should Use
This Manual

How to Use
This Manual

Technical
Support

Conventions
Used in This
Manual

Read this introduction to become familiar with the rest of the manual. This
preface covers the following topics:

e Who should use this manual

e How to use this manual

e Technical support

e Conventions used in this manual

Use this manual if you are responsible for installing and running a Universal
Industrial Gateway.

This manual provides step-by-step instructions for installing and running a
Universal Industrial Gateway using the embedded Gateway software.

For technical support, please contact your local distributor or contact Spectrum
Controls, Inc. at: (425) 746-9481 from 8:00 amto 4:00 pm Pacific Time or
send an email to support@spectrumcontrols.com

The following conventions are used throughout this manual:
e Bulleted lists (like this one) provide information not procedural steps.
e Numbered lists provide sequential steps or hierarchical information.
e [talic type is used for emphasis.
e Bold type identifies headings and sub-headings.

WARNING

0\

Identifies information about practices or circumstances that can lead to
personal injury or death, property damage, or economic loss. These
messages help you to identify a hazard, avoid a hazard, and recognize the
consequences.

ATTENTION

Actions ou situations risquant d’entrainer des blessures pouvant étre
mortelles, des dégats matériels ou des pertes financicres. Les messages «
Attention » vous aident a identifier un danger, a éviter ce danger et en
discerner les conséquences.

NOTE

Identifies information that is critical for successful application and
understanding of the product.
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Section 1.1
Start Here

Chapter 1
Gateway Overview

The Gateway allows you to read tag values from different kinds of programmable
logic controllers/devices, and to write those values to the same controller or to
different controllers.

A Gateway may access programmable logic controllers (PLCs) and related
automation equipment serially, using any of the two or four serial ports, or using
two different network subnets via two Ethernet ports, PORT1 and PORT2, on
the front of the Gateway.

You use the Gateway to configure devices and tags. This configuration specifies
the connections, protocols, communication parameters, and tags on a connected
PLC/device so that the Gateway can communicate without errors.

From version 2.02nnn, you may also specify Ethernet Client/Server operation.
You must specify whether the Gateway is to act as a client or server device if a
ModbusASCII, ModbusRTU, ModbusTCP or Ethernet protocol is selected or
client or server.

NOTE

The information you provide when configuring a device and its tags must
exactly match the actual configuration of the connected PLC or other
device and the tags defined. All of this information may be retrieved using
the automation software used to configure and program the PLC.

You may add as many device profiles as you wish to the Gateway. The number
of serial devices you may physically connect to a Gateway is limited by the
number of serial ports. The number of device profiles you may add is limited
only by disk space. The number of tags you can configure also depends on
available Gateway memory (disk space on the Gateway).

The protocols of the source and destination devices do not need to be the same.

The data types of the source and destination tags can also be different. However,
copies between STRING and non-STRING data types are not permitted. For
more information on copy limitations, see Adding Tag Maps.

The Gateway front panel contains a 128 x 32-bit OLED display that displays the
network interface status of one or more network port groups when the network
interface becomes available after booting up the Gateway. The display shows IP
addresses and indicates error conditions for each network group. See Viewing
OLED Interface Information.

If power fails, the Gateway reboots once power is present again. All processes
restart and the database integrity is checked. If the database is missing or corrupt,
a new default database is created. This allows you to login and restore a backup.
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1-2 Chapter 1: Gateway Overview

NOTE To physically install the Gateway hardware, refer to the installation
s instructions provided with your Gateway when it shipped.

To review features and other important information, review the release notes.

When running the Gateway software, to access context-sensitive, embedded,
online help from each of the main Gateway dialogs, select the View Help option
from Gateway Help menu:

Section 1.2
Gateway Overview

Refer to the listed chapter for the following information:

Chapter 2, Installing the Gateway
Chapter 3, Using the Gateway Interface
Chapter 4, Technical Reference

Index
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Chapter 2
Installing the Gateway

NOTE To physically install the Gateway hardware, refer to the installation
instructions provided with your Gateway when it shipped.
@ To find out what is in this release of the product, refer to the release notes.
Section 2.1
About Information
Links
Devices, tags, and tag maps have links to non-editable forms that provide
information about the device, tag, and tag map configuration.
If a tag references both a device name and a tag, both device and tag forms open
when the information button is clicked.
You access the forms by clicking on the following button:
@
Section 2.2
Viewing Help
Information

To view help information:
1. From the Gateway user interface, click View Help on the menu bar:

About Universal Industrial Gateway
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2. A context-sensitive help page for the open tab appears. To access the
main help page (shown below), click Home:

B SPECTRUM

Universal Industrial Gateway Online Help

The Gateway allows you to read tag values from different kinds of programmable logic controllars/devicas, and o write these values to the same
controller or to different contrallers

A Gateway may access programmable logic controllers (PLCs) and related automation equipment serially, using any of the two or four serial ports, or
using two different network subnets via two Ethemet ports, PORT1 and PORT2, on the front of the Gateway

This online help provides comprehensive information about installing, configuring, and using your Gateway
Start Here

Your Gateway ships with installation instructions. Use these to install the Gateway.

Te access an overview of new software functionality, see the release notes

Release Notes

To access onling help, from the HELP manu, select View Help:

To see all menus and access all online help options from a single help page, see:
Gatting Started Configuring the Gateway,

Help Main Menu

+ Ingtaliing the Gateway

* Using the Gateway User Interface

+ Tachnical e i

* Glossary

Copyright © 2011-2023 All Rights Reserved

3. Either navigate to the topic of interest using the provided links, or search
for a term using the search capability:

e For context-sensitive help, select View Help from the page that is
currently displayed.

e For a software table of contents, see Using the Gateway User
Interface.

Section 2.3
Providing

Diagnostics
Information

For troubleshooting purposes, you can compile and send Gateway diagnostics
information to Technical Support.

1. To create a diagnostic file, log onto the Gateway:
See Logging onto the Gateway User Interface.
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2. To compile the diagnostics file, from the Help menu, select Technical
Support:

About Universal Industrial Gateway

3. The Create Diagnostics File dialog appears. Use this file to compile a
diagnostics file to send to Technical Support:

T CroaboDignostisFle

For technical support, créate a diagnostics file and email it 1o supporti@spectrumaeoninols., com

Commients:

“

e Comments. Enter any information that helps technical services to
diagnose and troubleshoot your problem.

e Submit. Saves comments and creates the diagnostics file.
e Cancel. Exits without saving the diagnostics information.
The software informs you that it is gathering the diagnostics information:

0 Gathering Diagnostics

The software informs you when the download is complete:

o Download completed
100°%

4. Click Ok.

5. Navigate to the directory to retrieve the saved file for sending to
Technical Support. The file is normally downloaded to your Downloads
directory if you have not configured your browser to request a download
location. Use the live support@spectrumcontrols.com link on the dialog
to email the file to Spectrum Controls.
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Section 2.4
Getting Hardware and
Software Information

The Gateway provides an option that allows you to view the current firmware
version, Gateway serial and model numbers, and network information. To access
this information:

1.

Log onto the Gateway:
See Logging onto the Gateway User Interface.

To get Gateway information, from the Help menu, select About
Universal Industrial Gateway:

© HELP

About Universal Industrial Gateway

View the information:

About Universal Industrial Gateway. Displays the software release of
the current Gateway firmware version, unique Serial Number, product-
specific model number, unique MAC address(es), and Gateway IP
address(es):

["About Universal Industrial Gateway |

Releasa: 2.02.303
Serial Number: WeD00009
Model Number: WP-G-242.P2

MAC Address | IP Address
| ©02:02:02:EA:BB:C4 | 192.168.164.187
92:82:02:EA:BB:C5 Mot (Oﬁfiﬂul‘ed For Use ]
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Section 2.5
Hardware
Specifications

General and communications hardware specification information.

General

Communications

Processor i.MX6ULL (792 MHz).
512 Mbyte 16-bit RAM (400 MHz).
4 Gigabytes flash memory.

Real-time clock, approx. 40 to 50 days
backup. Does not require a battery.

DIN Rail mounting with latch/keyhole
mountings on rear of enclosure for screw
mounting.

Model numbers WP-G-222-P1/WP-G-
242-P1 support:

- Modbus ASCII (both Client and
Server versions)

- Modbus RTU (both Client and Server
versions)

- Modbus TCP (both Client and Server
versions)

- EtherNet/IP [CIP over IP] (both
Client and Server versions)

- EtherNet/IP-PCCC
- DirectNET

- CCM

- HostLink

Model numbers WP-G-222-P2/ WP-G-
242-P2 support the above protocols and:

- DF1-PCCC (Full Duplex only)
- DF1-CIP (Full Duplex only)
- PPI

- S7comm (S7-200, S7-300, S7-1200,
S7-1500 only)

Two or four, configurable, isolated, RS-
232//RS-485 serial ports. (Channels 1 and
2 share power and ground. Channels 3 and
4 share power and ground.)

Two isolated, managed Ethernet ports,
10/100 Mbyte Base-TX [PORT]I,
PORT2].
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Temperature and dimension hardware specification information.

Temperature

Dimensions

e Operating Temperature
- 0°Cto55°C(32°Fto 130 °F) °

e Storage/Non-Operating Temperature
- -25°Cto 70° C (-13 °F to 158 °F)

e Humidity °

- 5% to 95% noncondensing at 60°
C

Height x Width x Length

- 5.501in. x 1.90 in. x 4.08 in.

- (139.70 mm. x 48.26 mm. x 101.98 mm.)
Weight

- 12.80 0z. (0.36 kg.)

FElectrical information.

Electrical

e External Power Requirements
- 10 W peak maximum

- 12/24 VDC - 3 W maximum steady
state

e Reboot on Power Failure. If power fails,
the Gateway reboots once power is
present, restarts all processes, and checks
database integrity. If the database is
missing or corrupt, a new default database
is created. This allows you to log-in and
restore a back-up.

e Input Power Connectors

- 2-position (dual row) 4-pin header

- Associated four-pin, female plug

e Isolation

- Ethernet ports: 1500 VAC, 50 to 60
Hz for sixty seconds and 250 VAC
working voltage.

- DC power and serial ports: 707 VDC
for 60 seconds and 120 VAC
working voltage.

- Must use isolated power supply (50
VDC isolation between FGND and
GND on power connector), and 50
VDC working voltage. Tested at 707
VDC for one minute.
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LED Information.

LEDs/Controls

e PORTI1, PORT2 LEDs:

Green LED: ON when receiving data
at 100 Mbytes/second. Each byte of
traffic turns on the LED for 200 ms
(£50 ms)

Yellow LED: ON: ON when linked;
blinking when traffic is transmitting on
the line. Each byte of traffic turns on
the LED for 200 ms (£50 ms)

EtherNet/IP Etherlink Status
(indicates Etherlink status, Transmit
and Receive):

ON: Link

OFF: No link
EtherNet/IP Etherlink Activity Status:

Flashing: Port Activity
OFF: No activity

e SERIAL Ports Communication
parameters are software-configurable. See
Troubleshooting Serial Ports:

Green LED:
# ON: Linked

Blinking when receiving

traffic online. Each byte of

data turns on the LED for

200 ms (£50 ms)

Yellow LED:

ON: Linked

Blinking when
transmitting traffic online.
Each byte of data turns on
the LED for 200 ms (£50
ms)

Status LED:
Power:

ON: Green; Power OK
Blink: Green; booting
ON: Red; Error

Blink: Red; Reset

Reset (pinhole on front of Gateway).
You may choose to:

- Retain its current configuration. To
do so, insert a paper clip into the
RESET switch on the Gateway and
press gently and briefly (less than 15
seconds). As soon as you release the
button, the Gateway reboots. Status
LED blinks red (0.5 seconds on/0.5
seconds off).

- Reset to factory defaults. Insert the
paper clip and press gently for more
than 15 seconds. Status LED blinks
red (0.5 seconds on, 0.5 seconds off).

- If the software does not respond to a
reset or reset-to-defaults request via
reset switch, the display will blink
the horizontal segments until the unit
is power cycled. This period may be
brief enough that the segments only
blink once.

Display button.

- Press to wake up the display. If you
press the display button again while
the display is on, the button press is
ignored and the 90-second
countdown continues.

LED (128x32-pixel OLED display):

- Detailed module and function status
reporting. See Viewing OLED
Interface Information.

- Status button. At initial power-on,
Status LED is solid green under
hardware control. During initial
boot-up, the Status LED blinks green
when under software control. Once
the network interface is fully
available, the LED changes to solid
green.
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Certifications Information.

Certifications
UL 61010-2-201 Safety Requirements for Electrical Equipment for
Measurement, Control, and Laboratory Use - Part 2-201: Particular
UL Safety Requirements for Control Equipment (first edition issued February

2013) (NRAQ, NRAQ7)
UL 62368-01 Information Technology Equipment Safety Standard

UL Hazardous Locations

ULH ANSI/ISA-12.12.01-Nonincendive Electrical Equipment for
Use in Class I, Division 2 Hazardous (Classified) Locations T4 or
better

cULH CSA C22.2 No. 213-M1987-Non-incendive Electrical
Equipment for use in Class I Division 2 Hazardous Locations—March
1987

IEC 60079-0: Explosive atmospheres - Part 0: Equipment - General

Serial Port Pinouts

ATEX requirements [EC 60079-7— Explosive atmospheres - Part 7:
Equipment protection by increased safety "e"
CCC Ex GB/T3836.1-2021, GB/T3836.3-2021
UKCA BS 61131-2, BS 61000-6-4, BS 61000-6-2, BS 60079-0, BS 60079-7
CE EMC directive EN61131-2, EN61000-6-4, EN61000-6-2
FCC 47 CFR Part 15 Class A
UL 61010-2-201 Safety Requirements for Electrical Equipment for
Measurement, Control, and Laboratory Use - Part 2-201: Particular
UL Safety Requirements for Control Equipment (first edition issued February
2013) (NRAQ, NRAQ7)
UL 62368-01 Information Technology Equipment Safety Standard
Section 2.6

This table contains the serial port pinouts:

RJ-45 Pin RS-232 RS-485
1 1 Not used RI (DCE)+ 1
2 2 Not used CD (DCE) 2
3 3 Not used DTR (DTE) 3
4 4 COM/GND 4 GND
5 5 RXD (DCE) 5
6 6 TXD (DTE) 6 T-/R-
7 7 CTS (DCE) 7
8 8 RTS/RTR (DTE) 8 T+/R+
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Section 2.7
External Terminal
Block Connector Pinouts

This table contains the external terminal block connector pinouts:

Description Universal Gateway
Frame/Shield Ground Pin 1
Module Ground Pin 2
Input Power (10 to 32 VDC) Pin 3
Module Ground Pin 4

Section 2.8
Viewing
Serial LED Operation
Gateway serial LEDs work as follows.

e Green LED (top): Blinks: Receiving traffic on the line. Each byte of
traffic turns on the LED for 200 ms (£50 ms).

e Yellow LED (bottom): Blinks: Transmitting traffic on the line. Each byte
of traffic turns on the LED for 200 ms (50 ms).

Section 2.9
Viewing OLED
Interface Information

The Gateway front panel contains a 128%32-bit OLED display that displays the
network interface status of one or more network port groups when the network
interface becomes available after booting up the Gateway. The display shows IP
addresses and indicates error conditions for each network group.

When more than one network group is defined, each network port group status is
displayed on a separate display page. Each page persists on the page for 2
seconds before the next page is displayed. The display cycles through all display
pages continuously on a loop until the display is powered off. The display
initially stays on for 5 minutes.

You cannot extend this time by pressing the Display button. Once the display is
powered off, however, you may wake-up the display for a further 90 seconds by
pressing the Display Button.

Power-On and Initial Boot Stage

During startup, the OLED shows the company logo until the network interface
becomes available. To help ensure longevity, the OLED displays turns off 5
minutes after the network interface becomes available after power is turned on or
after a reboot or restart.

Network Available State
The display shows 2 lines of 16 characters each. Information displayed includes:

e Link down message. Indicates that no IP address is assigned to a
network port group.
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Section 2.10
General Public

o K ** *message. Indicates that an IP address is assigned but is not
displayed according to the security options configured for the network
port group.

e IP Address message. indicates that the displayed IP address is assigned
to the network port group. Example:

Ports: P1, P2:
192.168.164.178

Network status messages use the following additional conventions. The first
network interface status page lists the ports for the network port group and the
current status. Ports are prefaced with the letter P, and the port number. Network
status Line 1 lists the ports. Network status Line 2 shows the status of the
network port group.

Example 1:
e Display page 1:
- P1: If more than one port is present, P1 is followed by a comma
(,) and a blank space.
- Link down.
e Display page 2:
- P2
- 192.168.164.187
Example 2:
e Display page 1:
- P1,P2:
- *.*.*.*
Reset Switch Pressed to Reboot Stage

This stage occurs when the Reset switch is pressed for less than 15 seconds, then
released. The OLED displays the following message:

e Line 1: “Reboot, hold to”
e Line 2: “Factory reset 15-second countdown time”;
Reset Switch Pressed to Restore Defaults Stage
This stage occurs when the Reset switch is pressed for more than 15 seconds,
then released. The OLED displays the following message:
e The OLED display displays the message “Factory reset”, while the
system is restoring defaults and going down for reboot.
e Following shutdown and during restart, the display transitions to the
Power-On and Initial Boot Stage.

License Information

As part of the Universal Industrial Gateway product, the company uses software
licensed under GNU General Public License, version 2.
As part of the Universal Industrial Gateway product, the company uses software
licensed under GNU General Public License, version 3.
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Section 2.11
NGINX

Section 2.12
Limited Warranty

Please refer to www.gnu.org for further information about these licenses, and
how they are to be used.

This product contains software provided by NGINX and its contributors:
Copyright (C) 2002-2021 Igor Sysoev

Copyright (C) 2011-2023 Nginx, Inc.

All rights reserved.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND
CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE
OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

The company warrants that its products are free from defects in material and
workmanship under normal use and service, as described in company literature
covering this product, for a period of 1 year. The obligations of under this
warranty are limited to replacing or repairing, at its option, at its factory or
facility, any product which shall, in the applicable period after shipment, be
returned to the facility, transportation charges prepaid, and which after
examination is determined, to the satisfaction of Spectrum Controls, Inc., to be
thus defective.

This warranty shall not apply to any such equipment which shall have been
repaired or altered except by Spectrum Controls, Inc. or which shall have been
subject to misuse, neglect, or accident. In no case shall the liability of the
company exceed the purchase price. The aforementioned provisions do not
extend the original warranty period of any product which has either been repaired
or replaced by the company.
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Chapter 3
Using the Gateway Interface

Section 3.1

Logging onto the

Gateway User Interface
You log onto the Gateway User Interface to set up and manage Gateway
functions. The Gateway has a single user account (admin), and a single password
associated with that account. Each time you close and restart the browser, the
software prompts you to log in again. The software will also log you out after
thirty minutes of inactivity.
If you start the software, log in, and then clear your cache, refreshing the page
returns you to the login page, and prompts you to re-enter your password.
Refreshing without clearing the cache refreshes the current page.

NOTE All fields that show a red asterisk (*) are required.

NOTE The user interface has been tested most extensively with the Chrome
bowser, but has also been tested on Edge, Firefox and Safari. In the

@ unlikely case that you experience difficulties with one of the latter
browsers or any other browser, it is recommended that you use Chrome

instead. If needed, download and install on your personal computer from
https://www.google.com/chrome/.

NOTE When connecting to the Gateway for the first time, the default Ethernet
address will be configured as static IP address 192.168.1.100. The

@ gateway address is 192.168.1.1 and the DNS1 address is 8.8.8.8 (Google's
DNS server address). Once you have logged in, you should change the IP

address. See Configuring Network Settings for the Gateway.
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To log onto the Gateway:
1. Start your Chrome web browser software. The browser window appears.
2. In the address bar, type 192.168.1.100

198.168.1.100

The Gateway User Interface appears with the logon fields:

Username: admir

Password: | | *

For a complete description of the user interface, see About the Gateway
User Interface.

3. The first time you access the Gateway's User Interface (GUI), type in
(enter) password Spectrum.

NOTE e Username. Permanent Username is admin. This field is dimmed
and disabled.
@ e Password. Default password is Spectrum and is case-sensitive.
Username: admis
Password: swnnnnns] | %
Submit

4. Once you enter a password, the Submit button becomes enabled. Click
Submit.

5. On the first login (and on the first login after a factory reset), the
software provides a dialog for you to change your password. Enter a new
password and confirm the password. Do NOT lose the password as you
will not be able to access your system and will need to do a factory reset
to regain access using the original password. You may change the
password you selected at any time with the Change Password dialog.

See Changing Password.

Section 3.2

About the

Gateway User

Interface
When you first log onto the Gateway, the following page appears. This page and
associated menu options provide access to all of the tasks needed to configure
devices and their tag(s). The Gateway communicates with programmable logic
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controllers/devices and copies tag values between tags on the same or different
controllers. The Navigation bar is available from any page except the log-in

page:

W TAGS L8 sETUP Q1 DIA

Devices

Devices

Name

#~ MAINTENANCE

+ & @

E§ SPECTRUM [ 7
€ o N T RO LS rif.

a5 Atliad MOtion Crepity

(# @ Universal Industrial Gateway

Connection

Slave 1D [ Siot Num

$System

SUiser

focal

local

Senal 4, RS485
Senal 1, R§232
Senal 2, RE232
Serial 4, RS485
Ethemet, 7.7.7.7.44818

eem
dfl-cip
df1-pece
directiet

display test EtherNeulP

Tags + & @ + I
Description
Current Date/Time:

Constant Value of 1
jad random number

Address. Used In Tag Map

STRING

The interface contains:

e Gateway User Interface Navigation Bar. Provides a two-row
navigation bar. The upper row is a menu bar and shows the company
name and logo. The lower navigation bar provides page tabs for the
section specified by the menu selection. The row also displays buttons to
access Trace alert, logout, and change password. When you select an
option from the configuration menus, it also displays tabs that allow you
to move to a specific page within the section specified by the menu
selection.

e Gateway User Interface Configuration pages. Depending on menu
selection, displays different pages that allow you to configure Gateway
operation.

3.2.1 Gateway User Interface Navigation Bar

The Gateway User Interface provides a two-row navigation bar. The upper row is
a menu bar and shows the company name and logo. The lower navigation bar
provides page tabs for the section specified by the menu selection.

SPECTRUM

@ TaGs L3 seTUP /A MAINTENANCE © HELP

ruiiea Motion conpary

Devices  Tag Maps (= (@ Universal Industrial Gateway

NOTE

Individual navigation menus in the upper row and the associated tabs that
appear in the lower row are documented under the relevant topic. The tabs
displayed on the lower row are documented in this topic.
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NOTE

@

When a running trace completes, the following button appears in the menu
bar status bar:

This button provides a shortcut to the Diagnostics page. For further
information, see Tracing Tag Map Data.

The Gateway User Interface lower navigation bar provides page tabs for the
section specified by the menu selection. This bar also provides access to the
logout button and the change password dialog:

Trace alert. If you are not viewing the Diagnostics page when a running
trace completes, the following button appears in the menu bar. To
remove the alert from the menu bar and switch to the Diagnostics page,
click the Trace Completed button:

If you are already on the Diagnostics page when a trace completes, this
button does not appear in the menu bar. If you simply navigate to the
Diagnostics page without using the Trace Completed button, the button
also disappears from the menu bar.

Logging Off. To log off the Gateway, select the Log Off button:

The firmware logs you off the Gateway.

Changing the Password. To access the Change Password dialog, select
the Change Password button:

See Changing Password.
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Section 3.3
Configuring
Devices

3.2.2 Gateway User Interface
To access the user interface:
1. Log into the software.
The Gateway user interface appears:

SPECTRUM
W TAGS 43 SETUP Q7 DIAGNOSTICS & MAINTENANCE @ HELP B cEECTRELM ﬂ.f.'a-e-pa.

2o Atk M AIon Crmpiy

[® @ Universal Industrial Gateway |Mi

Devices + # @O Al
Name Protocol

SSystem local
Suser local

Slave ID / Siot Num

Tags + #| @ + b
Name
SDATETIME

Address Used In Tag Map

The user interface is the starting point after logging in for setting up all
Gateway configuration options. You may access help about all options
from The View Help Option on the Help menu.

You use the Gateway to configure devices and tags. This configuration specifies
the connections, protocols, communication parameters, and tags on a connected
PLC/device so that the Gateway can communicate without errors.

From version 2.02nnn, you may also specify Ethernet Client/Server operation.
You must specify whether the Gateway is to act as a client or server device if a
ModbusASCII, ModbusRTU, ModbusTCP or Ethernet protocol is selected or
client or server.

NOTE

The information you provide when configuring a device and its tags must
exactly match the actual configuration of the connected PLC or other
device and the tags defined on that device. All of this information may be
retrieved using the automation software used to configure and program
the PLC.

You may add as many device profiles as you wish to the Gateway. The number
of device profiles you may add is limited only by disk space. The number of
serial devices you may physically connect to a Gateway is limited by the number
of serial ports. The number of tags you can configure also depends on available
Gateway memory (disk space on the Gateway).
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When you add a device, you must also configure its associated tags so that the
Gateway correctly copies tags. Each device name must be unique. Tag names on
each device must be unique although tag names may be duplicated on a different
device.

The Gateway also provides a series of pre-defined $System tags. For a list of
these tags, see the System Tags List.

The #HEARTBEAT is one of these tags and can be used with your PLC(s) to
verify that the Gateway is indeed communicating with devices.

To use this tag, configure a corresponding tag in the PLC(s) to monitor the
Heartbeat tag of the Gateway. Because the #HEARTBEAT tag is a constant
value of 1, a couple of rungs of ladder logic are required to set the tag value to 0,
and to monitor that the value is set back to 1 by the Gateway within a specified
period of time.

The Gateway also provides user-defined ($User), single-element read and write
tags of type BOOL, INT, SINT, DINT, REAL, and STRING. These are non-
array tags. Tags for the $User and $System devices do not have an address, but
the address must be configured for all other tags.

To add, modify, or delete devices and/or tags:

1. From the TAGS menu, select Devices:

The Devices page appears:

Devices |+||# || @ LAl

Name Frotocol Connaction Siave ID / Slot Num

directhet DirectNET Serial 4, RS485

dispiay test EtherNsuIP Ethemet, 7.7.7.7:44318 o

DisplayTest EtherNelP Ethemet. 192.168.164.80 44818 o

eip EtherNetiP Ethernet. 192.168.164 4744818 0

eip-prcc EtherNetiP-PCCC Ethernet. 192.168.164.55 44818

ElhemaUIP-FCCC EtherNel1P-FCCC Etherngt, 192.168.164.32 44818

hosiLink HostLink Serial 4, RS483 1

Tags |+||#|l@ b

Narne Description Data Type Address Used In Tag Map.
DisplayTest
boolisd1 8O0LI16] 1B00L231610) 8 T::;
bool 162 BOOL[16] IBOOL3S16{0] (@) DisplayTest
hool1Gs, BOOL[16] BOOLZS16(0] O] Pty Tect
(D Testing
boot1d1 BOOL 1BOOL2532{18} (@) DisplayTest
bool1d2 BOOL 1BOOL2532(17) (D) DisplayTest
boolts BOOL BOOL2S (D DisplayTest
bool32s BOOL[32] BOOL2S32{0]
bocldd1 BOOL4] 1BOOL2532(0} (D) DisplayTest
booldd2 BOOL[4] IBOOL2S32{4] () DisplayTest
booldd: BOOL[4] 1BOOL2532(8] (2) DisplayTest
bookdd BOOLI4] IBOOL2532]12)
boslds BOOL[4] B0OL1SE(0]
bosigs BOOLIE] BOOL252[0]
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When you select a device from the Devices page, an information button
appears in the Used in Tag Map column for any Tag that is used in a

Tag Map:

Devices |+||#| @ LAl
Name Protocol

directhet

display test

DisplayTest

Tags [+|[#][@] [+1][1»

Name Description

bool1Ed1

bool16d2

Slave 1D/ Siol Num

192.168.164.80.44818 0
B4 47:44318 0

Address Used In Tag Map
(D) DisplayTast
() Testing

1BOOLIS16(0) (D) DisplayTest

1BOOL2S16[0]

2. To see how a Tag Map is configured in the tag map setup for a specific

tag map, click the associated information button.

@

3. If atag map listed in this column is followed by an asterisk, the tag map
is currently active. The Tag Map Editor dialog appears showing
Source/Destination/ and On Change/Periodic settings. The dialog is not

editable. To exit the dialog, click Close.
4. View or specify the following options:

button Location/Function Access
| + | Devices/Add a device: Adding Devices
| ' | Devices/Modify a device: Modifying Devices

Devices/Delete a device from the Gateway:

Deleting Devices

|E| Devices/Test connection: Testing Connections

|E| Devices/Export device and tag data: ED);{’;mng Device and Tag

|E| Tags/Add a tag: Adding Tags

|Z| Tags/Modify a tag: Modifying Tags
Tags/Delete a tag from the Gateway: Deleting Tags

Tags/Import a list of tags into the Gateway:

Importing Tags

Tags/Export a list of tags from the Gateway:

Exporting Tags

3.3.1 Adding Devices

All supported protocols are listed below. The protocols that are available to you
are dependent on which Gateway models you purchased. If you purchased
models WP-G-222-P1 or WP-G-242-P1, the unavailable protocols are grayed
out. You may purchase an upgrade to access all available protocols.
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Devices
Name

directNet
display test
DisplayTest
ep
eip-pric
EthemetIP-PCCC
hostLink

There are specific requirements for interactions between protocol fields when
you modify a device. Additional information about these interactions is provided
in How Device Modifications Affect Protocol Field Values.
Gateway supports the following protocol families. Supported protocols are
dependent on the Gateway model you purchased:

e EtherNet/IP, DF1-CIP (Full Duplex)

e EIP-PCCC, DF1-PCCC (Full Duplex)

e ModbusTCP (Client and Server), ModbusRTU (Client and Server),
ModbusASCII (Client and Server)

e S7Comm, (S7-200, S7-300, S7-1200, S7-1500 only), PPI

e DirectNET/CCM/HostLink
Tag data types and address formats are not compatible between protocol families.
If you change the protocol of a previously configured device to a protocol from a

different family, all tags configured for the device will be deleted automatically
and any active tag maps using those tags will be deactivated.

Examples: You may switch a device from EtherNet/IP to DF1-CIP without
deleting tags. You may not switch from EtherNet/IP to PPI without deleting all
the tags. During a protocol switch, the software informs you that this is the case
before deleting the tags from the Gateway.

To review the supported data types in a table, see Viewing Data Types Supported
by Protocols.

To add a device:

1. From the TAGS menu, select Devices:

The Devices page appears:

+||#|| @ Wl

Frotocol Connection Slave 1D / Siot Num
DirectNET Serial 4, RS435 1 =
EtherNetiP Ethernet. 7.7.7.7:44818 0
EtherNetiP Ethemet, 192168 164.80.44818 0
EtherNetiP Ethernet, 192.168. 164 4744818 o

EtherNetIP-PCCC
EtherNetiP-FCCC
HostLink

Tags |+|| ¢ @ 4

Name

bool16d1

bool16d2

bool16s

bocl1a1
bool1d2
bool1s

bool32s
booldd1
bocldd2
bocldd3
boclddd
boolds

bocigs

Ethernat, 192.158.164.56:44313
Ethernet, 192.168.164.32.44818
Serial 4, RS485

Description Data Type Address Used In Tag Map
DisplayTest
8OOL 6] 1BOOL2S1610] g T;":;
BOOL{16] 1BOCL3S16{0] (T) DisplayTest
BOOL[16] BOOL2S160] © DisslayTest
(@ Testing
BOOL IBOOL2S32{16] (D OispiayTest
BOOL IBOOL2E32(1T] (T) DisplayTest
BOOL BOOL2S (2 DisplayTest
BOOL[32) BOOL2S32(0]
BOOL(4 1BOOL2S32(0] (T) DisplayTest
BOOLLY| IBOOL2532i4] (T) DisplayTest
BOOLI4 1BOOL2532(8] (T) DisplayTest
BOOL4 1BOOL2S32{12)
BOOLY BOOL1S8(0]
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In the Devices section, click the following button

hd

The Device Properties dialog appears. (Available fields change
according to protocol selection):

Device Properties |

Device Name: [l w

Protocol: | EtherNel1P 52

Gateway Role: | Clent  w

TCP Port: | 44818 &
Address: *
Slot Humber: | 0 &*

Test Connection: |8

View or specify the following device options:
e Device Name. Enter the device name. This is a human-readable
name. Rules for names:

- All names are saved without leading or trailing spaces.
Examples. " Name", “Name ", and “Name” are all saved
as “Name” without leading or trailing spaces and are
considered duplicates.

- However, internal spaces are preserved. Examples. "A
tag" is not a duplicate of "Atag" or "A tag".

- Names are case-insensitive. Example. “TwoWords” and
“twoWords” are duplicates.

e Protocol. Select the communication protocol used by the device
you are configuring. The Device Properties dialog changes
according to the protocol selected. For more information and
ranges see Protocol Attribute List.

e Protocol options available are dependent on which model you
purchased:

- DFI-CIP. See Configuring a DF1-CIP Device on a
Gateway.

- DFI-PCCC. See Configuring a DF1-PCCC Device on a
Gateway.

- ModbusRTU. See Configuring a ModbusRTU Device on
a Gateway.

- ModbusASCII. See Configuring a ModbusASCII Device
on a Gateway.

- PPI. See Configuring a PPI Device on a Gateway.
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DirectNET. See Configuring a DirectNET Device on a
Gateway.

CCM. See Configuring a CCM Device on a Gateway.
HostLink. See Configuring a HostLink Device on a
Gateway.

EtherNet/IP. See Configuring an EtherNet/IP Device on a
Gateway.

Ethernet/IP-PCCC. See Configuring an Ethernet/IP-
PCCC Device on a Gateway.

ModbusTCP. See Configuring a ModbusTCP Device on a
Gateway.

S7comm. See Configuring a S7comm Device on a
Gateway.

e Test Connection. This option is disabled if the device is
configured as a server. See Testing Connections.

4. Submit. Saves changes on Gateway and exits.
5. Cancel. Exits without saving changes on Gateway.

Configuring a DF1-CIP Device on a Gateway

NOTE This protocol is full-duplex only.

NOTE Array Length limits have changed in 2.02. Please refer to Array Length
Limits for the updated limits for affected protocols. For example, if you
@ switch a protocol from EtherNet/IP to DF1-CIP, there may be array tags
that are too long because they contain too many elements to use in DF1-

CIP. You will have to correct this issue.

The DF1-CIP protocol is only available on WP-G-222-P2/ WP-G-242-P2
Gateway models. If you purchased WP-G-222-P1/WP-G-242-P1 Gateway
models, you may purchase an upgrade to make this protocol available.

There are specific requirements for interactions between protocol fields when
you modify a device. Additional information about these interactions is provided
in How Device Modifications Affect Protocol Field Values.
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To add a DF1-CIP device, see Adding Devices.
1. From the Protocol dropdown list, select DF1-CIP:

Device Properties |

Device Name: | d

Slot Humber: | 0 &*

Checksum:  CRC »

ACK Timeout: 50 120ms %
HAK Retries: 3 W
EMQ Retries: 3 &*

Test Connection: | ByZ

df1-cip |
Protocol: | DF1-CIP w

Serial Port: | Seral 1 "

Cancel

2. The Device Properties dialog changes to the default settings for this
protocol. For more information about this protocol and its ranges, see
Protocol Attribute List.

View or specify the following options:

Serial Port. Serial port you are using to communicate with a PLC.
To configure this port, see Configuring Serial Communications
Setup.

Slot Number. Station number of your PLC on the network. Value
to enter here is dependent on your PLC controller setup. Range 0-
32.

Checksum. Select either CRC or BCC checksum methods. Please
check your PLC setting to find out the checksum method your
PLC uses.

ACK Timeout n milliseconds. After the Gateway sends out a
request to the target device, it waits for ACK Timeout value in
milliseconds to pass before the Gateway considers that there is no
response from the target device. Range 1-255.

NAK Retries. Send command for number of retries if there is a
response from the PLC but response is a negative
acknowledgement. Range 0-10.

ENQ Retries. Send command for number of retries if there is a
response from PLC but the response is that the PLC is busy.
Range 0-50.

3. Test Connection. Tests the device connectivity to verify a connection
exists between the Gateway and a PLC, (not between a computer and the
Gateway). See Testing Connections.
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4. Submit. Saves changes on Gateway and exits.
5. Cancel. Exits without saving changes on Gateway.

Configuring a DF1-PCCC Device on a Gateway

NOTE This protocol is full-duplex only.

The DF1-PCCC protocol is only available on WP-G-222-P2/ WP-G-242-P2
Gateway models. If you purchased WP-G-222-P1/WP-G-242-P1 Gateway
models, you may purchase an upgrade to make this protocol available.

There are specific requirements for interactions between protocol fields when
you modify a device. Additional information about these interactions is provided
in How Device Modifications Affect Protocol Field Values.

To add a DF1-PCCC device, see Adding Devices:
1. From the Protocol dropdown list, select DF1-PCCC:

' Device Properties i

Device Hame: | df1-peee | *
Pratocol: | DF1-PCCC .
Senial Porl: | Sarial 2 # | Configure

Chistksum:  CRC w

ACK Timeout: | 50 LF0MS &
MAK Retries: | 3 )
ENQ Retrigs: | 3 ®
Test Connection:

The Device Properties dialog changes to the default settings for this
protocol. For more information about this protocol and its ranges see
Protocol Attribute List.
2. View or specify the following options:
e Serial Port. Serial port you are using to communicate with a PLC.
To configure this port, see Configuring Serial Communications
Setup.
e Checksum. Select either CRC or BCC checksum methods. Please
check your PLC setting to find out the checksum method your
PLC uses.
e ACK Timeout » milliseconds. After the Gateway sends out a
request to the target device, it waits for ACK Timeout value in
milliseconds to pass before the Gateway considers that there is no
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4.
5.

response from target device. Range 1-255.

e NAK Retries. Send command for number of retries if there is a
response from the PLC but response is a negative
acknowledgement. Range 0-10.

e ENOQ Retries. Send command for number of retries if there is a
response from PLC but the response is that the PLC is busy.
Range 0-50.

Test Connection. Tests the device connectivity to verify a connection
exists between the Gateway and a PLC, (not between a computer and the
Gateway). See Testing Connections.

Submit. Saves changes on Gateway and exits.
Cancel. Exits without saving changes on Gateway.

Configuring a ModbusRTU Device on a Gateway

There are specific requirements for interactions between protocol fields when
you modify a device. Additional information about these interactions is provided
in How Device Modifications Affect Protocol Field Values

A graphic example showing Modbus Server and Device Tag Map connections is
provided here: Modbus Server and Device Tag Map Connections.

NOTE

Array Length limits have changed in 2.02. Please refer to Array Length
Limits for the updated limits for affected protocols. For example, if you
switch a protocol from EtherNet/IP to DF1-CIP, there may be array tags
that are too long because they contain too many elements to use in DF1-
CIP. You will have to correct this issue.

Additional information about support for Modbus commands is provided
in Supported Modbus Commands.

Troubleshooting information is provided in Troubleshooting Illegal Errors
for Modbus String.

NOTE

A Modbus Server device is not accessible by external tools or Client
devices until it has been fully configured and is active. To be fully
configured it must have at least one tag and to be active it must have at
least one of its tags used in an active tag map. Once it has been fully
configured and is active, tools such as Modbus Poll or other client devices
will be able to establish a connection.
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To add a ModbusRTU device, see Adding Devices:
1. From the Protocol dropdown list, select ModbusRTU:

Client Options

Server Options

Device Name: [ mogbusRTU]

Device Properties |

Device Properties .

|

Protocol: | ModbusRTU L

Gateway Role: | Chemt w

Serial Port: | Serial 4 * Cunf;:'e|

One-Based Addressing: |

Test Connection: | Bl

Slave ID: 1 *
Response Timeout: 1 Seconds &
Retry Count: 1 W
End of Message Delay: 4 Ccharaclers &
Min Command Delay: | 100 millisaconds &

Device Mame: | modbusRTU *

Protocol: | ModousRTU b4

Gateway Role:  Server w

Serial Fort: | Sanal 4 # | Configure

Slave ID: 1 *

Min Responsa Delay: 0 milliseconds &

One.Based Addressing: v

Test Connection: | ¥+

2. The Device Properties dialog for the Client or Server selection, changes
to the default settings for this protocol. For more information about this
protocol and its ranges, see Protocol Attribute List.

e View or specify the following options. You may configure this
option for client or server operation. Client and/or Server
configurations options are identified below:
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Gateway Role. Client/Server. Specifies whether the
Gateway functions as a server or client.

Serial Port. Client/Server. Serial port you are using to
communicate with a PLC or other ModbusRTU device.
To configure this port, see Configuring Serial
Communications Setup.

Slave ID. Client/Server. Modbus Node number of server
device. When the Gateway is the Client, the Server ID is
that of the external server device, which the Gateway will
be communicating with. When the Gateway is the Server,
the Server ID, through which the external Client can
communicate with the server device, should generally be
set to 1. Range 1-247.

Response Timeout # seconds. Client only. Defines how
long the device waits for a reply to be received after a
Modbus command is sent. Range 1-5.

Retry Count. Client only. Tells the device how many
times to retry sending a Modbus command when no reply
is received to the send command. Range 0-3.
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4.
5.

End of Message Delay n characters. Client only. The
Gateway starts a timer after the first byte of a response is
received. When the timer detects the delay interval
specified by this option, and there is also no signal on the
serial communication channel, the message is considered
ended. Range 1-32.

Min Command Delay » milliseconds. Client only.
Defines the delay time between the time the client
receives the end of message acknowledgement from the
server to when it transmits the next command. Range
100-1000.

Min Response Delay n milliseconds. Server only.
Specifies the number of milliseconds the Gateway waits
before responding to a command received from a Client.
This delay may be required to accommodate slower
Client devices. Range 0-65535.

One-Based Addressing. Client/Server. Check this box to
enable base 1 addressing. Uncheck it to operate with base

0 addressing. For more information, see About One-
Based Addressing.

Test Connection. This option is disabled if the device is configured with
the Gateway role set to server. See Testing Connections.

Submit. Saves changes on Gateway and exits.
Cancel. Exits without saving changes on Gateway.

Configuring a ModbusASCII Device on a Gateway

There are specific requirements for interactions between protocol fields when
you modify a device. Additional information about these interactions is provided
in How Device Modifications Affect Protocol Field Values.

A graphic example showing Modbus Server and Device Tag Map connections is
provided here: Modbus Server and Device Tag Map Connections

NOTE

Array Length limits have changed in 2.02. Please refer to Array Length
Limits for the updated limits for affected protocols. For example, if you
switch a protocol from EtherNet/IP to DF1-CIP, there may be array tags
that are too long because they contain too many elements to use in DF1-
CIP. You will have to correct this issue.

Additional information about support for Modbus commands is provided
in Supported Modbus Commands.

Troubleshooting information is provided in Troubleshooting Illegal
Errors for Modbus Strings.

User’'s Manual Pub. 0300297-05 Rev. A



3-16

Chapter 3: Using the Gateway Interface

NOTE

@

A Modbus Server device is not accessible on the Gateway until it has been
fully configured and is active. To be fully configured it must have at least
one tag and to be active it must have at least one of its tags used in an
active tag map. Once it has been fully configured and is active, tools such
as Modbus Poll or other Client devices, will be able to establish a
connection.

To add a ModbusASCII device, see Adding Devices.
1. From the Protocol dropdown list, select ModbusASCII:

Client Options

Server Options

Davice Mame:
Protocol:

Gateway Role:

Serial Port:

Slave 1D:

Response Timeouwl:
Retry Count:

End of Message Delay:
Min Command Delay:
One-Based Addressing:

Test Connection:

Device Properties 1

(imectusasc

MedbusASCl »
_Client  »

Seral 3 * [W]
C 1L

4 Seconds &

_2 | *

8 characters &
.'.5:] ! milliseconds &
(¥

1* Device Properties \

Device Name: modbusASC *

Protocol: | ModbusASCI w
Gateway Role:  Server ~

Serial Port:  Senal 3

# [Configure
Slave ID; .‘ *

Min Response Delay: 0 milliseconds &

One-Based Addressing:

Test Connection: 1

“

2. The Device Properties dialog for the Client or Server selection changes
to the default settings for this protocol. For more information about this
protocol and its ranges, see Protocol Attribute List.

e View or specify the following options. . You may configure this
option for client or server operation. Client and/or server
configurations options are identified below:
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Gateway Role. Client/Server. Specifies whether the
Gateway functions as a server or client.

Serial Port. Client/Server. Serial port you are using to
communicate with a PLC or other ModbusRTU device.
To configure this port, see Configuring Serial
Communications Setup.

Slave ID. Client/Server. Modbus Node number of server
device. When the Gateway is the Client, the Server ID is
that of the external server device, which the Gateway will
be communicating with. When the Gateway is the Server,
the Server ID, through which the external Client can
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communicate with the server device, should generally be
set to 1. Range 1-247.

- Response Timeout # seconds. Client only. Defines how
long the device waits for a reply to be received after a
Modbus command is sent. Range 1-5.

- Retry Count. Client only. Tells the device how many
times to retry sending a Modbus command when no reply
is received to the send command. Range 0-3.

- End of Message Delay n characters. Client only. The
Gateway starts a timer after the first byte of a response is
received. When the timer detects the delay interval
specified by this option, and there is also no signal on the
serial communication channel, the message is considered
ended. Range 1-32.

- Min Command Delay » milliseconds. Client only.
Defines the delay time between the time the client
receives the end of message acknowledgement from the
server to when it transmits the next command. Range
100-1000.

- Min Response Delay # milliseconds. Server only.
Specifies the number of milliseconds the Gateway waits
before responding to a command received from a Client.
This delay may be required to accommodate slower
Client devices. Range 0-65535.

- One-Based Addressing. Client/Server. Check this box to
enable base 1 addressing. Uncheck it to operate with base
0 addressing. For more information, see About One-
Based Addressing.
3. Test Connection. This option is disabled if the device is configured as a
server. See Testing Connections.

4. Submit. Saves changes on Gateway and exits.
5. Cancel. Exits without saving changes on Gateway.

Configuring a PPI Device on a Gateway

The PPI protocol is only available on WP-G-222-P2/ WP-G-242-P2 Gateway
models. If you purchased WP-G-222-P1/WP-G-242-P1 Gateway models, you
may purchase an upgrade to make this protocol available.

PPI communicates via RS-485 serial communications.

There are specific requirements for interactions between protocol fields when
you modify a device. Additional information about these interactions is provided
in How Device Modifications Affect Protocol Field Values.
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To add a PPI device, see Adding Devices.
1. From the Protocol dropdown list, select PPI:

Device Properties i

Device Name

Protocol:

Serial Port:

Node Address:

:|.;;- _'t
F#E w
2 *
2

Test Connection:

2. The Device Properties dialog changes to the default settings for this
protocol. For more information about this protocol and its ranges, see
Protocol Attribute List.

e View or specify the following options:

Serial Port. Serial port you are using to communicate with
a PPI device. To configure this port, see Configuring
Serial Communications Setup.

Node Address. Address for the protocol is set to 2 by
default. Range 0-16.

3. Test Connection. Tests the device connectivity to verify a connection
exists between the Gateway and a PLC, (not between a computer and the

Gateway). See

Testing Connections.

4. Submit. Saves changes on Gateway and exits.
5. Cancel. Exits without saving changes on Gateway.

Configuring a DirectNET Device on a Gateway

There are specific requirements for interactions between protocol fields when
you modify a device. Additional information about these interactions is provided
in How Device Modifications Affect Protocol Field Values.
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To add a DirectNET device, see Adding Devices.
1. From the Protocol dropdown list, select DirectNET:

Device Properties

Device Name: |_: rectiet |
Protocol:  DireciNET b
Serial Port: | Serial 4 n-
Station Address: | 1 *

Timeout: | Long W

Retries: | Normal

Response Delay: O milliseconds »

Test Connection: | B

2. The Device Properties dialog changes to the default settings for this
protocol. For more information about this protocol and its ranges, see
Protocol Attribute List.

e View or specify the following options:

- Serial Port. Serial port you are using to communicate with
a PLC. To configure this port, see Configuring Serial
Communications Setup.

- Station Address. Enter an integer. Range 1-90.
- Timeout. Select Short, Medium, or Long.
- Retries. Select Normal or Short.

- Response Delay n milliseconds. Specify response delay.
Range 0-500.
3. Test Connection. Tests the device connectivity to verify a connection
exists between the Gateway and a PLC, (not between a computer and the
Gateway). See Testing Connections.

4. Submit. Saves changes on Gateway and exits.

5. Cancel. Exits without saving changes on Gateway.

Configuring a CCM Device on a Gateway

There are specific requirements for interactions between protocol fields when
you modify a device. Additional information about these interactions is provided
in How Device Modifications Affect Protocol Field Values.
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To add a CCM device, see Adding Devices.
1. From the Protocol dropdown list, select CCM:

' Device Properties

Device Name: [ com |
Protocol: | CCM w
Senial Port: | Senial 4 W | Configure |

Station Address: | 1 «

Timeout: | Long W

Retries: | Normal w

Response Delay: | 0 milliseconds &

Test Connection: | B

2. The Device Properties dialog changes to the default settings for this
protocol. For more information about this protocol and its ranges, see
Protocol Attribute List.

e View or specify the following options:

- Serial Port. Serial port you are using to communicate with
a PLC. To configure this port, see Configuring Serial
Communications Setup.

- Station Address. Enter an integer. Range 1-90.
- Timeout. Select Short, Medium, or Long.
- Retries. Select Normal or Short.

- Response Delay »n milliseconds. Specify response delay.
Range 0-500.
3. Test Connection. Tests the device connectivity to verify a connection
exists between the Gateway and a PLC, (not between a computer and the
Gateway). See Testing Connections.

4. Submit. Saves changes on Gateway and exits.
5. Cancel. Exits without saving changes on Gateway.

Configuring a HostLink Device on a Gateway

There are specific requirements for interactions between protocol fields when
you modify a device. Additional information about these interactions is provided
in How Device Modifications Affect Protocol Field Values.
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To add a HostLink device, see Adding Devices:
1. From the Protocol dropdown list, select HostLink:

Device Properties '

Device Name: | hostLind |
Protocol: | Hosilink v
$erial Port: | Serial 4 * | Configure

Station Address: | 1 &
Rinsid o)
Retries: = MNormal w
Response Dalay: 0 milliseconds

Test Connection: an

Cancel

2. The Device Properties dialog changes to the default settings for this
protocol. For more information about this protocol and its ranges, see
Protocol Attribute List.

e View or specify the following options:

- Serial Port. Serial port you are using to communicate with
a PLC. To configure this port, see Configuring Serial
Communications Setup.

- Station Address. Enter an integer. Range 1-90.
- Timeout. Select Short, Medium, or Long.
- Retries. Select Normal or Short.

- Response Delay n milliseconds. Specify response delay.
Range 0-500.
3. Test Connection. Tests the device connectivity to verify a connection
exists between the Gateway and a PLC, (not between a computer and the
Gateway). See Testing Connections.

4. Submit. Saves changes on Gateway and exits.

5. Cancel. Exits without saving changes on Gateway.
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Configuring an EtherNet/IP Device on a Gateway

EtherNet/IP CIP does not support a Bool data type. For information on
how to pass Bools (Bits), see About Bools and EtherNet/IP CIP.

NOTE

@

There are specific requirements for interactions between protocol fields when
you modify a device. Additional information about these interactions is provided
in How Device Modifications Affect Protocol Field Values

To add an EtherNet/IP device, see Adding Devices:

1. From the Protocol dropdown list, select EtherNet/IP: The Device
Properties dialog changes to the default settings for this protocol:

For more information about this protocol and its ranges, see Protocol

Attribute List.
Client Options Server Options
T Devoerroperies | Device Propertes )
|
Device Name: | |* Device Name: [ | *
: Protocol: EtherNet/IP v Protocol:  EtherNet/IF b
: Gateway Role: [ Client ~ Gateway Role: Server w
TCP Port: 44818 [ * TCP Port: 44818 L
Address: * Address: Unconfigured w
Slot Number: 0 L Slot Number: 0 w
Test Connection: ”/u Test Connection: y'v;
| == ==

2. EtherNet/IP options are:

e Gateway Role. Client/Server. Specifies whether the Gateway
functions as a client or server.

- If the device functions as a Server, the IP address and
TCP Port information is followed by Network
identification information.

- Ifthe device is bound to a Network configured with a
DHCP address, or the Address field was set to
Unconfigured, then the Network identification is
identified as Unconfigured.

e TCP Port. Client/Server. For EtherNet/IP, the default port setting
is 44818. If needed by your system, you can change this port
number.

e Address. Client/Server. Specifies PLC IP address. When Server is
selected, options are Unconfigured, followed by a list of static IP
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addresses currently specified for configured networks in numeric
order:

- Each address (other than Unconfigured) in the drop list is
followed by on Network x where x is the network
number for which the address is configured.

- Ifthe Device Properties form is open for modification and
the device was previously configured to use a static IP
address on a configured network whose ports have
subsequently been removed, the selection is
Unconfigured.

- If the static IP address to which a device was bound is
changed to a DHCP address (either explicitly or after a
restore), then the selection is Unconfigured.

- Ifthe device is bound to a Network with no ports after a
restore, then the selection is Unconfigured.

e Slot Number. When the port selected is Ethernet, and the protocol
selected is EtherNet/IP, you must specify an associated slot
number. Range 0-16.

3. Test Connection. This option is disabled if the device is configured with
the Gateway role set to server. See Testing Connections.

4. Submit. Saves changes on Gateway and exits.
5. Cancel. Exits without saving changes on Gateway.

Configuring an EtherNet/IP-PCCC Device on a Gateway

There are specific requirements for interactions between protocol fields when
you modify a device. Additional information about these interactions is provided
in How Device Modifications Affect Protocol Field Values.

To add an EtherNet/IP-PCCC device, see Adding Devices:
1. From the Protocol dropdown list, select EtherNet/IP-PCCC:

Device Name: | EthernetIP-PCCC *

Protocol: | EtherNeliP-PCCC w

TCP Port: | 44818 *

Address: | 152 165 164.32 *

Test Connection: |

2. The Device Properties dialog changes to the default settings for this
protocol. For more information about this protocol and its ranges, see
Protocol Attribute List.

e View or specify the following options:
- TCP Port. For EtherNet/IP-PCCC, the default port setting
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4.
5.

is 44818. If needed by your system, you can change this
port number.
- Address. Specifies PLC IP address.

Test Connection. Tests the device connectivity to verify a connection
exists between the Gateway and a PLC, (not between a computer and the
Gateway). See Testing Connections.

Submit. Saves changes on Gateway and exits.
Cancel. Exits without saving changes on Gateway.

Configuring a ModbusTCP Device on a Gateway

There are specific requirements for interactions between protocol fields when
you modify a device. Additional information about these interactions is provided
in How Device Modifications Affect Protocol Field Values.

A graphic example showing Modbus Server and Device Tag Map connections is
provided here: Modbus Server and Device Tag Map Connections.

NOTE Array Length limits have changed in 2.02. Please refer to Array Length
Limits for the updated limits for affected protocols. For example, if you

switch a protocol from EtherNet/IP to DF1-CIP, there may be array tags
that are too long because they contain too many elements to use in DF1-
CIP. You will have to correct this issue.

Additional information about support for Modbus commands is provided
in Supported Modbus Commands.

Troubleshooting information is provided in Troubleshooting Illegal
Errors for Modbus Strings.

NOTE

A Modbus Server device is not accessible by external tools or Client
devices until it has been fully configured and is active. To be fully
configured it must have at least one tag and to be active it must have at
least one of its tags used in an active tag map. Once it has been fully
configured and is active, tools such as Modbus Poll or other client devices
will be able to establish a connection.
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To add a ModbusTCP device, see Adding Devices:
1. From the Protocol dropdown list, select ModbusTCP:

Client

Server

' Device Properties

Device Name:

Pretocel:

Gateway Role:

TCP Port:

Address:

Slave ID:

One-Based Addressing:

Test Connection:

madbusTCP

ModbusTCP

Client

502 *

' Device Properties

& Device Name: modbusTCP *

~ Protocol: ModbusTCP w

Gateway Role: Client

TCP Port: 502 *

* Address: *

Slave ID: 1 *
One-Based Addressing:

Test Connection: | v

2. The Device Properties dialog changes to the default settings for this
protocol. For more information about this protocol and its ranges, see
Protocol Attribute List. You may configure this option for client or
server operation. Client and/or Server configurations options are
identified below.

View or specify the following options:

Gateway Role. Client/Server. Specifies whether the Gateway
functions as a client or server. When functioning as a Modbus
server, only a single instance exists within a Gateway sub-
network. There is only one instance per configured VLAN. The
server instance provides the Gateway Modbus access point for the
Gateway on the TCP/IP configured VLAN network.

TCP Port. For ModbusTCP, the default port setting is 502. If
needed by your system, you can change this port number.

Address. Client/Server. Specifies IP address of the ModbusTCP
device. Server Address settings differ from Client Address
settings as follows:

- If the Gateway Role ficld is set to Server, the Address
field is set to Unconfigured, which is the default setting.
The Address dropdown additionally contains one or more
static IP addresses currently specified for configured
networks in numeric order. Static IP addresses are
displayed in the drop down menu only if they are defined
on the Networks page. Each static address in the list is
followed by on Network x, where x is the network
number for which the address is configured. A device
Address which was previously specified may appear
Unconfigured for the following reasons:

« If the device was configured on a network whose
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ports have subsequently been removed.

If the static IP address to which the device was
bound is changed to a DHCP address (either
explicitly or after a restore).

If the device is bound to a Network with no ports
after a restore.

If you change the address to unconfigured while that
device is currently used in an active tag map, then that tag
map will be deactivated.

e Slave ID. Client/Server. Modbus server ID of the device. Range

1-247.

e One-Based Addressing. Client/Server. When selected, the first

address will end in a one (1). Example: 40001. If unselected, the
first address will end in a zero (0). Example: 40000. For more
information, see About One-Based Addressing. When Server is
selected, options are Unconfigured, followed by a list of static IP
addresses currently specified for configured networks in numeric

order:

Each address (other than Unconfigured) in the drop list is
followed by on Network x where x is the network
number for which the address is configured.

If the device properties form is open for modification and
the device was previously configured to use a static IP
address on a configured network whose ports have
subsequently been removed, the selection is
Unconfigured.

If the static IP address to which a device was bound is
changed to a DHCP address (either explicitly or after a
restore), then the selection is Unconfigured.

If the device is bound to a Network with no ports after a
restore, then the selection is Unconfigured.

3. Test Connection. This option is disabled if the device is configured as a
server. See Testing Connections.

4. Submit. Saves changes on Gateway and exits.
5. Cancel. Exits without saving changes on Gateway.

Configuring an S7comm Device on a Gateway

The S7comm protocol is only available on WP-G-222-P2/ WP-G-242-P2
Gateway models. If you purchased WP-G-222-P1/WP-G-242-P1 Gateway
models, you may purchase an upgrade to make this protocol available.

There are specific requirements for interactions between protocol fields when
you modify a device. Additional information about these interactions is provided
in How Device Modifications Affect Protocol Field Values.
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To add an S7comm device, see Adding Devices:

1. From the Protocol dropdown list, select S7comm:

i Device Properties

Device Mame: | 57

Heep Alive: 30 seconds &

Test Connection: | B

| o

Profocol: | STcomm w
TCP Port: | 102 *
Address: | 192 168 16458 *

PLC Type: | ST200

TSAP: | 40057 e

2. The Device Properties dialog changes to the default settings for this
protocol. For more information about this protocol and its ranges, see
Protocol Attribute List.

View or specify the following options:

TCP Port. For S7Comm, the default port setting is 102. If needed
by your system, you can change this port number.

Address. Specifies PLC IP address.

PLC Type. Lists PLCs supported by this protocol. PLC options
are S7200, S7300, S71200, and S71500.

Keep Alive n seconds. Specifies how long the Gateway keeps the
connection alive during intervals when there is no activity
between the PLC and the Gateway. Default value is 30 seconds.
Keep in mind that you should use the same interval here as you
use on the PLC's Ethernet communication setting. Range 1-99.

TSAP. (Transport Services Access Point). It uniquely identifies
specific instantiation of the transport service. It is possible to
configure a S7-200 PLC to have multiple TSAPs to facilitate
simultaneous communication between the PLC and multiple
applications. Values must be hexadecimal. Options are 4D.57,
10.00, and 11.00.

3. Test Connection. Tests the device connectivity to verify a connection
exists between the Gateway and a PLC, (not between a computer and the
Gateway). See Testing Connections.

4. Submit. Saves changes on Gateway and exits.
5. Cancel. Exits without saving changes on Gateway.
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3.3.2 Modifying Devices

To modify device information:

1. Access the Devices page:

See Configuring Devices.

The Devices page appears:

Devices |+||« ||t L4

Name

directhet

aisplay test
DisplayTest

eip

eip-pece
EthemetIP-PCCC
hogtLink

Tags |+||# @ +
Name
bool 1641
bool16a2
bool16s

bool1d1

bool1d2

bocldd2
booldd3
bociddd
boolds

boolds

Protocol
DirectNET
EthernetiP
EtherNetiP
EtherNatiP
EtherNatiP-PCCC
EtherNetIP-PCCC
HostLink

Description

Connection

Serial 4, RS485

Ethemet. 7.7.7.7:44818
Ethemet. 192.168.164.80:44818
Ethemet, 192.168.164.47:44818
Etharnet, 192.168.164.56:44818
Ethernet, 192.168.164.32:.44818
Serial 4, RS485

Data Type Address
BOOL{16] 1BOOL2516{0)
BOOL[16) 1BOOL3S15{0)
BOOL[16] BOOL2S16{0]
BOOL 1BOOL2532{16]
BOOL 1BOOL2832{17)
BOOL BOOL2S
BOOLI32) BOOL2532(0]
BOOL[4] 1BOOL2832(0)
BOOL[4] IBOOL2S32}4]
BOOL[4] 1BOOL2532(8]
BOOLI4] 1BOOL2532(12)
BOOL[4] BOOL1S2[0]
BOOL[E] BOOL2S8[0]

Slave 1D / Stot Num

Used In Tag Map
(D) DispiayTest
(@ Testing

(2 DispiayTast
(Z) DispiayTest
(D Testing

(D) DisptayTest
(D) DispiayTest
(D) DispiayTest

(D) DispiayTest
() DisplayTest
() DisplayTest

(D) DispiayTes
(D) DispiayTes

2. Select a listing and double-click the row or click the following button on

the Devices toolbar:

7]

3. The Device Properties dialog appears. Change information in the listed

fields:
See Adding Devices.

4. When finished making changes, click either of the following to exit:

e Submit. Saves changes on the Gateway and exits.

e Cancel. Exits without saving changes on Gateway.

3.3.3 Deleting Devices

You may delete devices that have been added to the Gateway. If you attempt to
delete a device that has tags that are part of a tag map, the software informs you
that this is the case before deleting the device. The message differs according to

the tag map status.
To delete a device:

1. Access the Devices page:

See Configuring Devices.
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The Devices page appears:

Devices [+| ¢ (@] (%1

Name Protocol Connaction Slave 10/ Siot Num
directNal DitectNET Serial 4, RS485 1 =
display test EtherNetiP Ethemet 7.7.7.7:44818 0
DisplayTest EtherhetiP Ethemet, 192 168.164.80:44818 0
eip EtherNetiP Ethemet, 192.168.164.47:44818 0
eip-peec EtherNetIP-FCCC Ethernet, 192 168.164.56:44818
EthemetIP-PCCC EtherNetIP-PCCC Ethemat, 192.168.164.32.44818
hostLink HostLink Serial 4, RS485 1 -

Tags [+](#](a] [+

Name Description Data Type Address Used In Tag Map

Test

bool 16d1 BOOL[16] IBOOL251670] % m
bool 1642 BOOL[16] IBOOLIST6[0] (D) DisplayTest
boel16s BOOL[16] BOOL2E1E{0] 81:;::;1231
bool1d1 BOOL 1B00L2S32{16] (@ DispiayTest
bool1d2 BOOL 1BOOL2532{17] (D) DisplayTest
boolts BOOL BOOLZS (@ DisplayTest
bool32s BOOL[32] BOOL2532{0]
booldg1 BOOL{| 1BOOL2S32(0] (D DispiayTest
booldd2 BOOL[4] 1BOOL283214] (Z) DisplayTest
booldd3 BOOL[4] 1BOOL2S32(8] (D) DisplayTest
boolddd BOOL[4| 1B0OL2832{12)
boolds BOOL[Y BOOL1S8(0] () DisplayTest
boclEs BOOLE] BOOL2SE[0] (D) DisplayTest

R Sl R

2. Select a device from the list.
3. Click the Delete button on the Devices tool bar:

o

A confirmation dialog appears (example message):

Deleting this device will leave a missing trigger tag and/or incomplete tag pairs
in the tag map listed below.

You will not be able to activate this tag map until you replace the deleted tags
and/or remove incomplete tag pairs.

9 (%) TestDeleteMessageMap
Continuing will deactivate the following tag map:

(3) TestDeleteMessageMap

Are you sure you want to delete this device?

N

4. Confirm the deletion:

NOTE

Deleting a device also removes any associated tags that are associated
with the device. Any tag maps that use those tags will be disabled. If a
map with a (now) deleted tag was active, it will be deactivated.

e Yes. Deletes the selected device from the Gateway and exits.
e No. Exits without deleting the selected device from the Gateway.
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3.3.4 Testing Connections

You may test the device connectivity to verify a connection exists between the
Gateway and a PLC or other device, (not between a computer and the Gateway).
You cannot test a $System or $User device. This option is not available if the
device is configured with the Gateway Role set to Server. The test also validates,
when possible, that the protocol is selected correctly. For Ethernet protocols, the
test uses a ping. For other protocols, see the following notes.

NOTE
Testing a device connection is NOT available for a device configured

with the Gateway Role set to Server.

©

If a serial device has tags in an active tag map, testing the connection
option is disabled.

=z
©:
—
m

When testing an S7Comm PLC, the testing utility cannot distinguish
between different S7Comm PLC types. Example: If you connect an S7-
1500 device and configure it as an S7-200 device. the connection test will
be successful even though the configuration may be incorrect.

z
©:
=
m

The Modbus RTU option now tests 9600, 19200, and 38400 when testing
the device connection.

z
©:
=
m

Due to the large variety of devices, the Test Device Connection is not
definitive. If a Test Connection fails and it is believed that the Device
Properties are correct, proceed with adding a tag, creating a Tag Map, and
verifying that a tag can be read from or written to. Rebooting the Gateway
may also help.

=z
©:
—
m
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To test connections:
1. Access the Devices page:
See Configuring Devices.
The Devices page appears:
Devices [+ ¢#|(@| [/(1]

Name Protocol Connection Siave 1D / Slot Num
directNel DifectNET Serial 4, RS485 1 i
display test EtherNsUIP Ethernet, 7.7.7.7:44818 o
DisplayTest EtherNet1P Ethemet, 192.165.164.80.44818 o
#ip EtherNetiP Ethernet, 192.168.164 47.44818 0
eip-peec EtherNetIP-PCCC Ethernat, 192.168.164.56.44818
EthemetIF-FCCC EtherNetiF-FCCC Ethernet, 192.168.164.32:44818
nipstLinkc HostLink Serial 4, RS485 1 -

Tags [+]|#](m] [][b]

Name Description Data Type Address Used In Tag Map
bool16d1 BOOL[16] IBOOL2S16{0) %mm
bool1602 BOOL[15] 1BOCLIS16{0) (@ DispisyTest
i 200L%] BoOL2816(0] 8 oty
bool1di BOOL 1BOOL2832{16) (@) DisplayTest
bool1d2 BOOL 1BOOL2332{17) (D) DispiayTest
boolls BOOL EOOL2S (D DispiayTest
[ E BOOL[32] BOOL2832(0]
booldd1 BOOL[4] 1BOOL2S32{0) (© DispizyTest
boolda2 BOOL[4] IBOOL2S32}4] (D DispiayTest
booldd3 BOOL[4] 1BOOL2S32{8] (@ DisplayTest
booldas BOOL[4] 1BOOL2S32{12)
boolds BOOL[4] BOOL1SE[0] (D) DispiayTest
boolgs BOOL[E] BOOL2S8[0] (@ DispiayTest

-2 T e

2. In the Devices section, click the following button:

24

The Gateway software attempts to communicate with the device. The
dialog that appears shows the protocol of the device tested, and whether
or not you can access the device from the Gateway.

If successful, the following Test Results dialog appears:
[ |

o Device Connection Test: Success! PLC Scan Available

If unsuccessful, the following dialog appears. The dialog contains an
error message that lets you know the type of problem encountered (see

below). However, test results are not definitive:
[

|

0 Device Connection Test: Unsuccessiull HostLink: (null) (rc = -5699)
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Messages you see after the test completes are self-explanatory. If your
connection was unsuccessful, the dialog describes the detected issue,
and, if possible, suggests a fix for the detected issue. The message also
returns a numeric code. For a list of all associated messages, refer to
Gateway Messages

3.3.5 Exporting Device and Tag Data

You may export a device and tag data set as a compressed, downloadable .csv

file. The rows and fields in the file record the parameters configured for a single

device, including all tags that are associated with the device. Each row holds

information for a single tag. Fields that are not applicable contain a pair of empty

quotation marks. If the Gateway loses its connection during a data export and
download, the Gateway sends an error message to the user interface.

NOTE

['Name

'Protocol'

‘modbusRTU"  'ModbusRTU 'Se

' 'Description

'Tag Name' 'Tag Address

'bool' ‘a-bool'

‘ushort' ‘a-ushort

'short ‘a-short'

‘udint’ ‘a-udint'

‘dint* ‘a-dint'

‘real' ‘a-real'

‘str' ‘a-str
‘a-udintArr
‘a-boolArr

‘dintArr ‘a-dintArr’

'realfrr ‘a-re

‘'shortArr’' ‘a-shortArr’ "

‘ushortArr' ‘a-ushortarr' "

'Connection’ 'TCP Port'

'Data Type'
'‘BOOL'
‘USHORT'
'16-bit signed int' 'SHORT'
‘unsigned double' "UDIN

DIN

REAIL
'STRING'
'"UDINT[32]" 'C

‘boolean flags'  'BOOL[16]' '

'DINT[2]

‘array of 10 floats' 'REAL[1

'SHORT

The column One-Based Addressing is empty (") for all protocols except
for ModbusRTU, ModbusASCII, and ModbusTCP.

The column shows 'true' or 'false’', depending on whether or not this
option is selected during configuration

Row one of the exported .csv file contains:

'Name','Protocol,' Connection','TCP Port',Address’', 'Network','Slot
Number','One-Based Addressing’

'DisplayTest','EthernetIP','Ethernet','44818','192.168.164.80','0",'0","
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Example Excel File Output:

1 'Protocol' 'Connection' 'TCP Port’ 'Address’ 'Network' 'Slot Number' 'One-Based Addressing'
2 playTest' ‘Ethernet!P ‘Ethernet’ 44818 '192.168.164.80° 0 vy
3
4 ['Tag Name' 'Tag Address’ ‘Description’ ‘Data Type' 'Byte Swap' "Word Swap'
5 |'boolds’ ‘BOOL1SB[O]" " BOOL[4]" o o
6 |'bool8s' ‘BOOL2S8[0]' " BOOL[8]' 0 ‘0
7 |'bool16s' '‘BOOL2S16[0]' " 'BOOL[16] o ‘0
8 |['boolls’ 'BOOL2S' " BOOL' 0 0
! 'BOOL2S32[0]' BOOL[32] o' 0
'ISINT25' i SINT' Rig '0
'ISINT254[0]' i 'SINT[2]' ‘0 0
s 'SINT254[0]" i SINT[4]' o' 0
13 |'sintds' 'INT2SA[8]' " 'SINT[8]' 0 0
14 |'int1d' 'lINT25' A INT' ‘0 o'
15 |'int2s" 'INT2SA[0]' i INT[2]' o' 0"
16 |'intad' 'NINT25A[2]" " INT[4]" 0 0
17 |"int10d' 'IINT25A[0]' ;o INT[10] o' o'
18 |'dint1d1’ 'IDINT28' . ‘DINT o ‘o'
19 |'dint2d1" 'IDINT25A[0]" " 'DINT[2]' o' 0

Subsequent rows contain tag information written as follows:
'"TagName','Tag
Address','Description',“TagAddress“,'DataType','ByteSwap',
'WordSwap'

'boolds',' BOOL158[0]',",'BOOL[4]','0",'0"

NOTE If the device protocol is EtherNet/IP or one of the Modbus protocols, the
Client/Server designation is appended to the protocol name in the Protocol
@ column, separated by a space. Example. 'ModbusTCP Server'

To export a device and tag data set:
1. Access the Devices page: See Configuring Devices.
The Devices page appears:
Devices |+| & |(d@ [%||I+

Name Frotocol Connaction Slave 1D / Siot Num
directhet DirectNET Serial 4, RS485 =
display test EtherNsuIP Ethemet, 7.7.7.7:44818 o
DisplayTest EtherNelP Ethemet. 192.168.164.80 44818 o
eip EtherNetiP Ethernet, 192.168.164 47 44818 0
fppect EtherNetIP-FCCC Ethernat. 192.168.164.56:44813
EthemsUIP-FCCC EtherNel1P-FCCC Ethernet, 192.168.164.32 44818
hestLink HostLink Serial 4, RS485 1 -

Tags |+« @ b

Narne Description Data Type Address Used In Tag Map
DisplayTest
bool1Ba1 BOOL[16] IBOOL2S1610] % Ta::’!l;
bool 162 BOOL[15] IBOOL3S16{0] () DisplayTest
boolGs BOOL[16] BOOL2S16{0] 8 E:S::g;‘(m
bosl1dt BOOL 1BOOL2S32{16) () DisplayTest
bool1d2 BOOL 1BOOL2S32{17) (D DisplayTest
bootts BOOL BOOL2S (D DisplayTest
booi32s BOOL[32] BOOL2S32{0]
boclddl BOOL[4] 1BOOL2532{0] (D) DisplayTest
bool4d2 BOOL[4] IBOOL2532}4] (E) DisplayTest
bocldd3 BOOL[4] 1BOOL2832(2] (2) DisplayTest
bocldad BOOL[4] 1BOOL2532(12)
boslds BOOL[4] BOOL1SE[0] @ DisplayTest
boelgs BOOL[E] BOOL2SE[0] (©) DisplayTest
e e e
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2. In the Devices section, click the following button:
(i
The User Interface informs you that it is building and downloading the
export file:

9 Downioad completed

0
| [ o |
| |

3. Click Ok.

4. Depending on the browser, browser settings, and computer operating
system, you may be prompted to choose your download location, or the
exported file is downloaded to the Downloads directory.

3.3.6 Adding Tags

Tags are data elements on a Data I/O device, such as a programmable logic
controller. Legacy controllers and Modbus-based controllers have numeric
addressing requirements. Other controllers may have logical name tags. Most
interaction with these devices uses tags. A complete tag specification consists of
a device name and a tag name.

Tag names have a maximum length of 63 Unicode characters. Leading and
trailing spaces are not counted. Restricted characters that may not be used in tag
names are: Ampersand, Angle brackets, Back-quote, Backslash, Caret, Curly
braces, Double-quote, Percent sign, Semi-colon, and Single-quote. Neither
device names nor tag names starting with a dollar sign may be configured.
Syntax is enforced by the software. Problems are generally due to an incorrectly
configured device or an incorrect tag address. Example of tag:
PumpController2.Level3

If a tag is going to be used in a tag map, you must configure the tag in the user
interface as a tag on a specific, previously configured device. The address must
match the variable (tag) address defined on the physical device. Tag attributes
define the parameters that the Gateway needs to be able to provide the tag
transfer service. The number of tag profiles you can configure is limited only by
the amount of disk space.

If the Gateway is set up to function as a Client device, the associated tags defined
for that device belong to the unique server to which it is connected.

If you try to change the configuration of a tag that is used in a tag map, the
software warns you when you try to submit the change.

Tags that are used in a tag map are identified in the tag list. Hovering over an X
in the Used in Tag Map column will open a tool tip with the name(s) of the tag
map(s) that use the tag. If a tag map is active, its name will be preceded by an
asterisk. Tags have Information button links to non-editable forms that provide
information about the tag configuration.

You may also add $User tags. These tags have no address. There are no
preconfigured tags in the factory default configuration. You may define single
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element (non-array), read/write tags of type BOOL, INT, SINT, DINT, REAL, or
STRING.

$System device tags also have no address.
Tag names must be unique. "ABC" and "abc" are considered duplicate names.

NOTE

@

EtherNet/IP CIP does not support a Bool data type. For information on
how to pass Bools (Bits), see About Bools and EtherNet/IP CIP.

NOTE

@

If you experience difficulty communicating with your PLC after adding
tags, as a first step, ensure you added the tag correctly. Otherwise, the
Gateway will not be able to read the tag on the PLC. See Configuring Tag
Data Types.

To add a tag:
1. From the TAGS menu, select Devices:

The Devices page appears:
Devices |+ & @& L4

Name Protocol Connaction Slave 1D / Siot Num
diractNat DitettNET Serial 4, RS435 =
display test EtherNetiP Ethemet, 7.7.7.7:44818 0
DisplayTest EtherNetiP Ethemet. 192 168.164.80.44818 o
eip EtherNetiP Ethemet, 192.168.164.47.:44818 0
sip-peee EtherNel1P-PCCC Etharnat, 192.168.164.56:4481
EthermatIP-PCCC EtherNel1P-PCCC Ethemet. 192.168.164.32:44818
hostLink HostLink Serial 4, RS485 1 -

Tags |+||#| @ |+]|[I+

Name Description Data Type Address Used InTag Map
DisplayTest
bool1Bd1 BOOLI16] 1BOOL2S 16{0] % ‘r::;
bool1602 BOOL{16] 1BOOL3S16(0 (D DispiayTest
boal ke B0OL[16) BOOL2815(0] 8 Ee;‘:u’ st
bool1d1 BOOL 1BOOL2532{16] (@ Oispiay Test
bool1d2 B00L 1800L2832(17) (D) DisplayTest
boolts BOOL BCOL2S (D) DisplayTest
bool32s B00L(32) BOOL2832(0]
Bovlg1 BOOL[4] 1BOOL2S32(0) (5) DisplayTest
bool4a2 BOOLYY| 1B00L253214] (® OispiayTest
boolda3 BOOL(| 1B00L283212] (D DisplayTest
bool4as BOOLYY| 1800L2832(12)
boolds BOOL[4] BOOL1SE[0] @ DisplayTest
booits BOOLE BOOL2S6(0] (© DispiayTest
e v TP

2. Click the following Tags button:
[+
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The Tag Properties dialog appears. (Default dialog shows no tag

information):
Tag Properties
Tag Name: || *
Description:
Dwata Type: | INT w
Address: *
Byte Swap: Word Swap:
Is Array:

4. From the Tag Properties dialog, view or specify the following options
(some options may not be present for a specific protocol):

e Tag Name. Enter name of tag. You cannot use duplicate tag
names on the same device, but you may use the same tag name on
two or more different devices. The descriptive name may differ
from the tag address. Example: TAGO001. If you change the name
of an existing tag that is used in a tag map, the new name will be
reflected in the tag map.

e Description. Enter tag description. Example: Input_PLC01
e Data Type. Select data type for tag.

e Address. Enter address of tag you are adding. The tag address is a
unique string representing the tag identifier as found on the PLC
or other device. The Address must exactly match the address of
the tag defined on the device, and each tag must have an address.
(Tags for $User device do not have an address.)

NOTE Memory Types I, Q, and M are supported for S7Tcomm. Memory Type DB

@ (Global DB memory) is not supported at this time.

NOTE If you specify an offset that results in an operation that exceeds the
controller-defined length of the array, either the element transfer is

@ truncated, or other undefined behavior occurs, depending on the type of
device and protocol in use.
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When a tag address is configured to represent an array, the
address format includes an array offset. The format varies
depending on the protocol. For instance, the address for a tag on a
PCCC device might be N7:15 where 15 is the offset. The copy
then starts from N7, element 15. For an EtherNet/IP protocol, the
address might be specified as MyTag[12], meaning the copy starts
from MyTag element 12.

e Byte Swap. Interchanges the two bytes of every word when they
are read from the source PLC and before they are written to a
destination PLC. Only enabled when the Data Type selected is at
least 16 bits. Example: Source word = 0x12345678. Destination
word = 0%34127856.

e Word Swap. Interchanges the two words of every double word
when they are read from the source PLC and before they are
written to a destination PLC. Only enabled when the Data Type
selected is at least 32 bits. Example: Source double word =
0x12345678. Destination double word = 0x56781234.

NOTE You may use byte swap and word swap options at the same time.
Example: Source = 0x12345678. Destination = 0x78563412.

NOTE The upper limit for the maximum number of array elements varies based
on protocol and data type. Each protocol has a limit on how large the

@ request packet can be. Therefore, for a given protocol, 100 INTs might be
the most that can be read in a single operation. For more information, see
Array Length Limits.

NOTE A STRING (array of characters) is also byte/word swappable.

e Is Array. Identifies the tag description as an array. Using tag
arrays provides you with maximum performance for the copy
operation. Minimum array size is 1, the maximum depends on
data type and protocol. Each element must be the same, and the
software assumes that the elements are contiguous in controller
memory. The address format for a tag array includes an array
offset. The format is protocol-dependent. For instance, the address
for a tag on a PCCC device might be N7:15 where 15 is the offset.
The copy would start from N7, file item 15. For an Ethernet/IP
protocol, the address might be specified as MyTag [12], meaning
the copy starts from MyTag array item 12.

- Length. When Is Array is selected, length specifies the
number of elements to be read or written.
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Example: A tag configured on the Gateway may refer to a
device tag of INT[1000], of which four elements are of
interest, starting at offset 68. In this example, the tag
address field would be entered on the Gateway as
INT[67]. Array elements use zero-based addressing, and
the length field would be specified as 4.

e Submit. Saves changes on Gateway and exits.
e Cancel. Exits without saving changes on Gateway.

3.3.7 Modifying Tags
To modify tag information:
1. Access the Devices page:
See Configuring Devices.
The Devices page appears:

Devices |+||#|| @ Wik

Name Frotocol Connaction Stave 10 / Stot Num
directNel DirectNET s
display test EtherNatiP Ethemet, 7.7.7.7.44818 0
DisplayTest EtherNet1P Ethemnet, 192.168 164.80 44818 0
eip EtherNetiP Ethernet, 192.168.164.47.44818 0
eip-peet EtherNetiP-PCCC El 92.168.164.56:44818
EthemstiP-PCCC EtherNetIP-PCCC Et 92.168.164.32 44818
hostLink HostLink Serial 4, RS485 1 -

Tags |+||#| @ b M

Name Description Data Type Address Used In Tag Map
(@) DisplayTest
bool 16d1 BOOLI16] IBOOL2516{0] @ Teaing
bosl1642 BOOL[16] 1BOOL3S16{0] () DisplayTest
" (D) DisplayTest
bool16s BOOL[16] BOOLZE16{0] i

(@) Testing

bool1d1 BOOL 1BOOL Disp

booi 142 BOOL IBOOL2832{17] (D DisplayTest
BOOL BO0L2S (D) DispiayTest
BOOL[32) BOOL2S32(0]

ol BOOL[4] 1800 ) (@) DisplayTest
booldd2 BOOLI4] IBOOL253214] (D) DisplayTest
booidd3 BOOL[4] IBOOL2532f8] (@) DisplayTest
booldds BOOLI4] 1BOOL2532112)
bool4s BOOL[4] BOOL1SE] (Z) DisplayTest

booigs BOOLE] BOOL238[0] (D) DisplayTest

2. Select an entry in the Tags table and click the following button:
4
3. The Tag Properties dialog appears. Change information in the listed
fields:
See Adding Tags.
4. When finished making changes, click either of the following to exit:
e Submit. Saves changes on the Gateway and exits.
e Cancel. Exits without saving changes on Gateway.

3.3.8 Deleting Tags

You may delete user-configured, single tags in the Tags list by clicking on the
tag and selecting the Delete button. You may also delete multiple tags with a
single click. To delete multiple tags in sequential order, hold down the SHIFT
key and click the first and last tags in the sequence. If you wish to delete non-
contiguous tags from a list, hold down the CTRL key and click the tags you wish
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to delete.
You may delete any tags that are not used in a tag map without any problem.

If you try to delete tags that are part of one or more inactive tag maps the
software warns you this is the case. You will not be able to activate a tag map
with one or more missing tags.
If you try to delete tags that are listed in any active tag map, any associated tag
maps are deactivated upon deletion of the tags. The software warns you this is
the case before deleting the tag(s) and changing the tag map's status to inactive.
The deleted tags are blank in the affected tag map(s). You cannot activate the tag
map until the deleted tags have been replaced or the incomplete tag pair has been
removed.
If you try to delete a device that has tags that are used in an active tag map, the
software provides a similar warning.
To delete a tag:
1. Access the Devices page:
See Configuring Devices.
The Devices page appears:

Devices |+||¢| @ Wil

Name Prolocol Connection Slave |0 / Siot Num
diractNet DirectNET Serial 4, RS435 1 =
gisplay test EtnerNatIP Ethernet, 7.7.7.7:44818 ]

DisplayTest EtherNetiP 0

eip
eip-peee
EthematIP-PCCC J vy
hostLink HostLink

Tags |+ |0 |

Name Description Data Type Addrese Used In Tag Map
booli641 BOOLI16) BOOL2S1610] % S
bool 1642 BOOL[16) IBOOLIST6[0] (© DisplayTest
bool1ss BOOL[16! BOOL2S16(0] @ D'S_[ o Test

(@) Testing

BOOL IBOOL2532{16] (D) OisplayTest

BOOL 1BOOL2S32{17)

BOOL BOOLZS

BOOL[32) BOOL2S32(0]

BOOL[4) IBOOL2832{0]

BOOLI4) IBOOL233214]

BOOL[4] 1BOOL2S32(8]

BOOL[4] IBOOL2S32{12)
boolds BOOL[4] BOOL1SE[0] @ DispiayTest
boolés BOOLIE] BOOL2S8[0] (D) DicplayTest

2. Select a device and one or more of the device tags from the list.
3. Click the Delete button:

Ll

User’'s Manual Pub. 0300297-05 Rev. A



3-40 Chapter 3: Using the Gateway Interface

A confirmation dialog appears:

e Are you sure you wani 1o delete this tag?
.

5. Confirm the deletion:
e Yes. Deletes the selected tag from the Gateway and exits.

e Cancel. Exits without deleting the selected tag from the Gateway.

If you try to delete a tag that is in use in a tag map, the software warns
you this is the case.

Once the tags are deleted, any associated tag maps are deactivated.

Deleting this device will leave a missing trigger tag and/or incomplete tag pairs
in the tag map listed below.

‘You will not be able to activate this tag map until you replace the deleted tags
and/or remove incomplete tag pairs.

9 (Z) TestDeleteMessageMap
Continuing will deactivate the following tag map:

(2) TestDeleteMessageMap

Are you sure you want to delete this device?

B BTN

3.3.9 Importing Tags

NOTE

The best method for adding a large number of tags to a Gateway is to
export them from your PLC and edit the file to match the import format
shown below.

To import tags, quotation marks are only necessary if the name contains spaces
or commas. The commas between fields are not optional. Example:

"Tag Name","Description"," Tag Address","Data Type",'"Byte
Swap","Word Swap"

"RealArray”," Testing"," RealArraAddr","real[2]","0","1".

In the following example, the description slot is empty but has quotation marks
and comma:

"CurrentDateTime",""," CurrentMonthAddress","STRING","0","0".
When a tag array is present, the Datatype column adds the array size after the
type using square brackets. Example: STRING[4] has 4 elements in an array of
type STRING.
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Gateway enforces the following import rules:

If Tag Address is missing but Tag Name and DataType are present,
then TagName is used as both name and address.

If Tag Address is missing, the expected comma must still be present,
consistent with commonly understood Excel .csv formatting rules.

If the Tag Name is missing, then no Tag entry will be imported for that
line.

If Data Type is missing, then no Tag entry will be imported for that line.

If the Description has a comma, that field must be enclosed in quotation
marks.

If a line fails to conform to the expected .csv formatting then no tag entry
will be imported for that line.

To specify an array, a bracketed length must be appended to the Data
Type. Example: INT[10] This indicates that the tag is an array of 10
elements of type INT.

If the file has duplicate tag names in it, the entire file will be rejected.
Each tag in the import file must have a unique name. If the file has
duplicate tag names in it, the entire file is rejected.

If the file has tags with names that are duplicates of tag names already
configured for the device, the duplicate lines are not imported.

NOTE

Byte Swap and Word Swap are represented as “0” (unchecked) or “1”
(checked). If the file selected for import was saved from a Gateway 1.0
device, the Byte Swap and Word Swap fields will be missing, and the
firmware will add these fields (set to “0”) to allow importing to a Gateway
2.n.nnn device. Importing a tag file saved from a 2.n.nnn Gateway cannot
be imported to a Gateway 1.0 device.

NOTE When a tag file is exported from the Gateway, each tag is on a separate
line.
NOTE Array tags have a minimum length of 1 and a maximum length that

depends on protocol and data type. If tags are entered individually through
the Tag Properties form, these array lengths are enforced by the user
interface.
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To import a tag file:
1. From the TAGS menu, select Devices:

The Devices page appears:

Devices |+||«#| @ i

Name Prolocol
directNet DirectNET
display test EtherNatiP
OisplayTest EtherNet1P

ep EtherNetiP
#ip-peec t
EthermnatIP-PCCC
hostLink

Tags |+||#||@ + B

Namne Description
boctitdl
bool16d2
BOOI16S

boelid1
bocl1d2
boelts

bool32s
boolddt
booldd2
booldd
bociddd
boolds

bocigs

Conngction

Serial 4, RS485

Ethernet, 7.7.7.7:44818
Ethemet, 192168 164.80:44813
Ethernet, 192.168 164 4744818
ot 192.168.164.56:44812
Ethernet, 192.168 1643244818
Serial 4, RS485

Data Type Address
BOOLI16] IBOOL2S16{0]
BOOLI16) IBOOL3S16(0}
BOOL|16) BOOL2S16{0)
BOOL 1B00L2532116]
BOOL 1800L2832117)
BOOL BOOL2S
BOOLI32) BOOL2S32{0]
BOOL] 1BOOL2532(0}
BOOL] 1IBOOL2532(4)
BOOL] 1BOOL2532(8]
BOOLI4] 1BOOL253212)
BOOL4] ECOL1S8[0]

BOOLE] BOOL2S8[0]

Siave 10/ Sto! Num

Used In Tag Map

(@ DisplayTest
(@ Testing

(@ DisplayTest
(@ DisplayTest
(@ Testing

(@ DisplayTest
(@ DisptayTest
(@ DisptayTest

(@) OisplayTest
(@ DisplayTest
(©) DisplayTest

(©) DispiayTest

(D DisplayTest

o~

2. From the Devices list, select the device for which you wish to import

tags.

From the dialog, click the following button:

o

A file selection dialog appears. If necessary, navigate to the directory in

which your tag files are located. This directory can be on a personal

computer drive or a network server.

3. Select the file and click Open. The tag file is imported, and the tags

appear in your Tags dialog.

3.3.10 Exporting Tags

You can export a list of tags associated with a single device from the Gateway
into an uncompressed, downloadable .csv file. The first row, the Tag Header,
holds the information for a single tag. All fields are enclosed in double quotes
and separated by commas. If no description exists, the field is represented by a

pair of empty quotation marks. Format example:

"TagName","Description”,"TagAddress","DataType","ByteSwap"," WordSwap"

Example exported tag row:

"CurrentMonth",""," CurrentMonthAddress","STRING","0","0".
When a tag array is present, the Datatype column adds the array size after the

type using square brackets. Example: STRING[4] has 4 elements in an array of

type STRING.
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To export tags:
1. From the TAGS menu, select Devices:

The Devices page appears:

Devices [+ (#|(@] (%[

Name Frolocol Connaction Slave 1D / Siol Num
directNat DirectNET Serial 4, RS445 1 =
display test EtnerNetiF Ethernat, 7.7.7.7:44818 0
DisplayTest EtherhetiP Ethernet. 192.168 164.80.44818 ]
¢ip EtherNetiP Ethernet, 192.168,164.47:44318 0
eip-peec EtherNetIP-FCCC Ethernet, 192 168.164.56:44818
EthemetIP-PCCC EtherNetIP-PCCC Ethernet. 192.168.164.32:44818
nostLink HostLink Senial 4, R$485 1 -

Tags [+][#](@] [](b]

| R
Name Description Data Type Address Used In Tag Map
(D) DisplayTest

1601 1
ool 160 BOOL[16] IBOOL2S16{0] @T
bool16d2 BOOL{16] 1BOOLIS16{0) (©) DisplayTest

P () DisplayTest
bool16s BOOL[16] BOOL2S16(0] @ Testing
bosi1g1 BOOL 1BOOL2S32{16] (@) DisplayTest
boci1d2 BOOL 1BOOL2832{17) (D) DisplayTest
boolts BOOL BOOL2S (D) DisplayTest
booi325 BOOL[32] BOOL2S32(0]
boolad1 BOOL[4] 1IBOOL2S32(0) () DisplayTest
bocidd2 BOOL[4] 1BOOL2S32{4] @ DisplayTest
booldd3 BOOL4] 1BOOL283218] (@) DisplayTest
boolddd BOOL[4] 1BOOL2S32{12)
boolds BOOL(4] BOOL1SE(0] @ DisplayTest
booigs BOOL(S] BOOL258[0] (D) DisplayTest

ap p— prp— P - x:

2. From the Devices list, select the device from which you wish to export
tags.

3. From the dialog, click the following button:

1:d

The User Interface informs you that it is downloading the export file:

o Downicad completed
1005

Depending on the browser, browser settings, and computer operating
system, you may be prompted to choose your download location, or the
exported file is downloaded to the Downloads directory.
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Section 3.4
Configuring
Tag Maps

From Version 2.01, the Gateway supports tag copy for Client/Server
relationships. Client/Server relationships function as follows:

A tag map represents a collection of tag pairs (each of which consists of a source
and a destination tag) together with a specification of when the copies are to
occur. It is recommended that you group the tag pairs based on the frequency of
the copy operation. Copies can occur on a periodic basis or when the value of a
specified "trigger" tag changes.

The following conditions apply:

e Ifatrigger tag belongs to a device where the Gateway Role is set to
Client or to an EtherNet/IP device where Gateway Role is set to Server
and the tag is an Assembly Object tag (the address will be 100, 101, or
102, with or without an offset in square brackets), it will be polled at a
user-specified interval.

e Ifthe trigger tag belongs to an EtherNet/IP Device with the Gateway
Role set to Server and the tag is a 4C/4D tag, or the tag belongs to a
Modbus device with the Gateway Role set to Server, an event is raised to
notify the Gateway that the tag's value has changed and no polling is
necessary (the Polling Rate field will not be present).

Any configured tag may be specified as a source tag, but only user-configured
tags may be specified as destination tags. You cannot use a $System tag as a
destination tag as the system will not accept the designation.

The maximum number of tag pairs that may be defined in a single map is 100.
The minimum is one. The maximum number of tag maps that can be defined is
50. The actual number of tags that can be copied on schedule will depend on a
variety of factors, such as tag type, the protocols of the source and destination
devices, the speed of the slowest device, connection speed and network capacity,
tag types, CPU availability, and specified frequency of copy operations.

The rate specified, whether On Change or Periodic, is directly related to the
processing performance (CPU Load) of the Gateway. For example, a Tag Map
with a period of 10 milliseconds will use more processing performance than a
Tag Map with a period of 200 milliseconds. As Tag Maps are added, the CPU
Load increases and processing performance decreases. The CPU Load can be
viewed on the Diagnostics page.

You create sets of source and destination tag pairs and set a rate of copy or
specify copy initiation based on a change in the value of a trigger tag. The
software processes the sets by reading from the PLC source tag and writing to the
PLC destination tag, at the rate desired. The tags may be on PLCs connected to
the Gateway via either a serial or an Ethernet connection. The Gateway manages
the communication requirements of both the source and destination PLCs.

The Tag Map table provides an Update Condition for each map that shows
whether the map updates when the value of a trigger tag changes or updates at a
specified time interval.
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NOTE The messaging you see in the Update Condition column changes
according to whether the trigger tag is still configured or has been

@ deleted:

e As long as the tag is still configured, the Update Condition reads
"Poll deviceName.tagName for changes every x ms".

e Ifan event notifies the Gateway of the change to the tag value,,
the Update Condition reads ""Update when value of
deviceName.tagName changes"'. If the trigger tag has been
deleted, deviceName.tagName is replaced by "deleted" and the
name of the tag is shown with a red font to alert you to the

deleted tag.
NOTE The devices from which the tag values are being read, or to which they
are being written, do not have to be running the same protocol as the
@ devices the tag values are being read from, or written to. Exercise caution
when copying between different tag types. There is minimal validation of

tag types. When the source and destination tag types differ, data loss or a
change of value may occur. For example, if a REAL is written to a DINT,
the value changes, as the REAL uses IEEE format, which is transmitted
bit-by-bit, rather than converted to the nearest integer value. If the value
of the destination is too large to fit into the destination, the value will
change as well, as only part of the source will be copied to the
destination. Similarly, when a tag pair includes a signed and unsigned
type, the value may change. Be sure to check that the values being written
across a set are accurate.

The one restriction is that tags of type STRING can only be copied to or
from other tags of type STRING. For information about bit copying, see
About Bit Copying Operations.

NOTE When you attempt to submit a tag map with tags with invalid array
lengths, invalid tags turn red. These will need to be fixed before you can

@ submit the map.
o TeWeee

Available Tags Copy Tags || |||+
Davice Tag Source Destination
$System (D #DATETIME (3) ascii.dint @ rtu.dint
SUser (D) #HEARTBEAT @ tep.rea @ tep.udint
@) ascil (I) BRANDOM
(@) diractNet (D Network1_IP
@ eip (D Network2_IP

@ eip-pecc (D) serialNumber
@Oy (D) Unit_Name
@s7

@ wp
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To add, modify, or delete tag maps:
1. From the TAGS menu, select Tag Maps:

The Tag Maps page appears:

Tag Maps | +||# (@ > % DisplayTest
Name Update Condition Status Source Destination
AlDevices Update every 1 Minutes Invalid (D DisplayTest baol16s (D DispiayTest booiddi
o Update every 1 Seconds Inactive @D.E:‘!.TESE beolls @DED\B,TPS!CCU‘IE:I
aM-pece Update every 1 Seconcs Inactive (D) DispiayTest baoits (©) DispiayTest sint2d
DkplarTost Vsdal evory { Seconds Insciha (D DisplayTest boolts (D DisplayTest sint1d
DigplayTest bools DisplayTestdint191
longNameTest Inactive @ ©
(D) DisplayTest baol1s (D DisplayTest dint2d1
e e (D DisplayTest boolts (© DisplayTestint1d
modnusTCP Update every 3 Seconds Invsiid @ DisplayTest boolts © DisplayTestint 10
peee Update every 2 Seconds Inactive (D) DisplayTest boolds (D DisplayTest dint1d2
pol Update every 1 Saconds Invalid (T DispiayTest baolds (©) DisplayTest dint2d2
s7 Update every T50 Miliseconds Inactive (D) DisplayTest baolds (©) DisplayTest booi1d1
sysduser Update daily at 7:44:00 AM Inwalid (D) OispiayTest baoids (D) Dispiay Testooia2
Testing 'i’gn‘gg‘”‘ for changes every Inactive (D) DisplayTest boolds (D) DisplayTestbool 1562
TesthessaeDalete! Update every 1 Milsaconds nactve ) DipyTectneoté () Dptarteslaco R
P ¥ &5 avery 10 DisplayTest dintds. DispiayTestoooiddd
TriggerTaghlap Poll (T) ppi.strt for changes avery 100 Inactive @ ©
ms. (D DisplayTest int4s (@ DisplayTest dint2d3
(@ DisplayTest real2s @ Dizpla 4
(D DisplayTest sintds (D) DispiayTestreaizd

2. In the Available Tag Maps work area, view or specify the following
options:

button | Function Access

| + | Add a tag map: Adding Tag Maps

|. & | Modify a tag map: | Modifying Tag Maps

|_ il | Delete a tag map: Deleting Tag Maps

|_ | | Activate a tag map: | Activating Tag Maps

|§\) | View live tag data: | Viewing Live Tag Maps

| I-I | Export tag maps: Exporting Tag Maps

3.4.1 Adding Tag Maps

This topic explains how to create tag maps for copying tags between devices. A
maximum of 50 tag maps may be configured. A Tag Map represents a collection
of tag pairs. A tag pair consists of a source tag and a destination tag. Any
configured tag may be specified as a source tag, but only user-configured tags
may be specified as destination tags.

All tag pairs in a specific tag map are copied on the same periodic schedule or
when the value of a single trigger tag changes, depending on the type of copy
scheduling configured. If you select an array as a trigger tag, the software uses
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the Oth element of the array as the trigger tag.
A tag map is valid when:
e [t contains no deleted tags (that is, no tags specified as an empty string).

e None of the tags used in the map belong to ModbusTCP server devices
which have their Address field set to Unconfigured.

e No tag pairs contain an empty tag for either source or destination.

e No tag pairs have a STRING type for one of the tags in the pair and a
non-STRING type for the other tag in the pair.

Tags maps that are invalid are labeled as such and cannot be activated.
Tag maps update as follows for when a trigger tag value update is selected:

e Ifthe Gateway Role for the device to which the trigger tag belongs is
Client or the protocol of the device is EtherNet/IP and the tag is an
assembly object tag (the address is 100, 101, or 102, with or without an
offset in square brackets), the column lists:

- Poll deviceName.tagName for changes every x ms.

e [fthe Gateway Role for the device to which the trigger tag belongs is
Server and the protocol of the device is a Modbus protocol, or the
protocol of the device is EtherNet/IP and the tag is a 4C/4D tag:

- Update when the value of deviceName.tagName changes.

e Ifthe trigger tag has been deleted, the text in the column changes to red
and lists:

- bpdate when the value of tag deleted changes.

Tag maps update with either a time or date and time column listing when update
on a periodic basis is selected:

e For more information about tags, see Adding Tags.
e For more overall information about tag maps, see Configuring Tag Maps.

e To better understand how tag copying works, see About Bit Copying
Operations.
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To create a tag map:
1. From the TAGS menu, select Tag Maps:

@ TaGS ok SETUP 5 #~ MAINTENANCE © HELP E 45 P. E-.C.T.R.'-.J.IVE
e st Whotion Campisy
Devices  Tag Maps [ @ Universal Industrial Gateway
Devices +|# @ %
Name Connection Stave 1D / Slot Num
$System local
$User local
ccm Serial 4, RS485
dfi-cip Seral 1, RS232 o
dft-pece Seral 2, RS232
directNet Serial 4, RS485
display test Ethemet, 7.7.7.7:44818 0 (i
Tags +| & @ + I
Name Description Data Type Address Used In Tag Map
SDATETIME Current Date/Time: STRING
SHEARTBEAT Constant Value of 1 DINT
SRANDOM System generated random number INT
Network1_IP Network 1 1P Address STRING
Networ2_IP Netwark 2 1P Address STRING
seriaiNumber Gateway Serial Nummiser STRING
Switch_Groupt_IP Swtch Group 1 1P Address STRING
Swich_Gtoup2_IP Sweteh Group 2 IP Address STRING
Unis_Name System Uni Name STRING
The following page appears:
TagMaps [+|(#|@] [»|% |+ DisplayTest
Name Update Condition Status Source Destination
AllDevices Update every 1 Minutes Invalid (D) Display Tast booi165 (@) DisplayTest boosat
¢ip Update every 1 Seconds Inactive (@) DisplayTest booils (D DisplayTest bool16d1
aft-pece Update gvery 1 Seconcs Inactive (@ DisplayTest boolls (@ DispiayTest sint2d
LT Lo L (D DisplayTest bool1s (D DisplayTest sintid
e, s B covarmaens D
Tor changes & 5.
p— Undate every 500 Miliseconds inecive (@ DisplayTest bool1s (@ DisplayTestint1d
ModousTCP Update every 3 Seconds 1valid (D DisplayTest beoils (D DisplayTest int10d
peee Update every 2 Seconcs Inacte (@) DisplsyTest boolés (@) DisplayTest dint 12
poi Update every 1 Seconds Invalid (@ DispiayTest boolés (@) DispisyTest dint2d2
57 Update every 750 Miliseconcs Inactive (@) DisplayTest booids (@ DisplayTest booitd1
sys2user Update daily at 7:44.00 AM Invalid (@) Display Test boods (@) DisplayTest bool4d2
Testing :gDIgDS df1-cip.bool for changes every Inactive (D DisplayTast boolds (D) DisplayTast bool 1602
TestMessapeDelate Update every 1 Millssconds Inactve @ DisplayTestbooiss (@ DisplayTest bool1d2
TriggerTagMap P01 (D) ppi.srt for changes every 100 récihe @ DispiayTest dintds (D DispiayTest booi4d3
ms, (@D DisplayTestintds (@D DisplayTest dint203
(@) DisplayTest reaizs (@) DispiayTestintaa
(@ DisplayTest sintds (@ DisplayTest real2d

2. Click the following Tag Maps tool bar button:
hd
The Tag Map Editor appears. The Tag Map Editor has three panels. The
Available Tags list contains a list of all devices on the Gateway and

associated tags. The Copy Tags list enables you to configure tag pairs
which specify the source and destination for a tag copy.
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The lower right panel allows you to configure the map name and specify

when copies are to be performed:

Tag Map Editor

Available Tags Copy Tags |+ 0O |+
Device Tag Source Destination
SSystem (D) bool16a1
Suser (D) bool16u2
@ cem @ boolt6s
(D dfi-cip (@ booltdt
(@ dft-peee @ boel1a2
(D directiet @ beetts
(@) dispiay test (D) bool32s
(D DisplayTest (@) boctdot
@sie (@ boolsd2
(D) eip-poce () ool
(@) EthemetiP-PCCC (D) boolddd
@ hosiLink @ -y Tag Map Name: *
mosbusASCI boolls
grr"'b'sRTU 8”‘1‘0‘ On Change Periodic
cby dint1 Y
@ modbusTCP (T) dint1d2 -
(D myEipPCCC @ dint201
D eni @ dm2d2 Tag: * |
D7 (@D eimz2a3
(D TestMessageDelete (@) dintds ROMGDKNE[100° jmaw
@D int109

3. From the Available Tags list, select the following:

Device/Tag. To select a device from which you wish to copy tags,
click the device. A selected device is highlighted. Tags available
for copying from the selected device appear in the associated Tag
list. To determine tag address, if it exists, and data type, hover
over the tag or click the information link to see the complete
configuration of the tag. To move a tag to the Copy Tags list,
select a tag, select a source or destination cell in the list, and click
the now active Select button:

>

The tag moves to the selected location in the Copy Tags list. You
can also copy a tag from the Available Tags table to the selected
tag in the Copy Tags table by double-clicking it.

Copy Tags. The tags selected to copy from one device location to
another are listed in the Source and Destination columns in the
Copy Tags table. The following buttons can be used to add and
delete tag pairs in the table, and to edit the list of tag pairs. To

select an individual tag in a column, click the tag entry. Selected
tags are highlighted. To edit the list:

Add button. To add a tag pair to the Copy Tags table in the Tag
Map Editor dialog, click the following button:

[+
Delete button. To delete a tag pair (with or without tags in the

row), in the Tag Map Editor dialog from the Copy Tags table,
click the following button:

Ll
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Cleanup button. To remove all tag pairs with a missing tag,
(either the source or destination column has a tag missing), click
the following button:

Once you have your tag pairs set up you will also need to enter
the following data to complete tag map setup. There is no

particular order in which the fields need to be filled; you can enter
the name, etc. before adding any tag pairs:

- Name. Enter the tag map name (must be unique).
- Specify when to copy the tags:

+  On Change. Copy tags from source to destination
when the specified tag changes value.

Tag Map Name: *

On Change Periodic
L J

Tag: * W

Polling Rate: | 100 ms &

+ Tag. Specify the tag that triggers the copy by
clicking the Tag button and selecting a tag from
the list that appears. All devices and tags are
listed in alphabetical order:

Tag Selector '

Devica Tag

sSystem (@) #DATETIME
prEen (5) #HEARTEEAT
ssystem (@ #RANDOM
$System D Network1_IP
$System -
$System (D) Unit_Nama
$System (D senalNumber
SUser © ool
Suser @ dint
Suiser @ imt
SUser Drea
SUiser @ sint
SUser (OF]

() cem ©n

@ eem @n

(® di1-cip @ bosl

@ ar-cio @ bostarr '

+  Polling Rate n milliseconds. Specify how often to
read a tag in a controller to check for a tag value
change since the last time the value was read.
Default value is 100 ms. Range 10-1000. Polling
Rate applies only if:

= The trigger tag belongs to a device
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where the Gateway Role field is not
available on the Device Properties form
(that is, the Gateway Role is always
Client).

= The trigger tag belongs to a device
where the Gateway Role field is
available on the Device Properties form
and the field is set to Client).

= The trigger tag belongs to an
EtherNet/IP device with the Gateway
Role set to Server and the tag is an
assembly object tag (its address is 100,
101 or 102, with or without an offset in
brackets).

= If'the trigger tag belongs to a Modbus
device with the Gateway Role field set
to Server or to an EIP Server device
with the Gateway Role field set to
Server and the tag is 4C/4D an event is
raised when the trigger tag is written,
thus there is no need for a polling rate to
be specified.

Periodic. Copy tags from source to destination
periodically as specified.

Every n time units. Specify to copy the tags at a
specified time period of milliseconds, seconds,
minutes, hours, or days. If you choose Days, the
copy will happen every day At the time of day

specified.
Tag Map Name: ; i "
On Change Periodic
- Lt
Every: _‘. * _.’.' sRconds v.

Example: If you define a period of 1 second, and
the operation takes 100 milliseconds, then the
next operation begins in 900 milliseconds. If you
define a period of 1 second, and the copy takes
1020 milliseconds, the software executes the next
copy in the least time possible, which is
immediately after finishing the first copy. Your
tag copy will then run continuously.
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NOTE If the Copy Tags table references a tag or tags that are no longer defined,
the missing tags appear blank. If you have tag pairs where only the source

@ and/or destination tag is blank, clicking the Cleanup button deletes that
(half) pair.

- Activate button. Tag maps are inactive when first
created. To activate the tag map, return to the Tag Maps
page, select the desired tag map in the Tag Maps table,
and click the following button on the tool bar:

>

NOTE If you try to activate a tag map that references a deleted tag, the software
warns you there is a tag that no longer exists. You cannot activate the tag
@ map until the deleted tag issue is addressed.

e Submit. Saves entered data on Gateway and exits.
e Cancel. Exits without saving changes on Gateway.

3.4.2 Modifying Tag Maps
You may modify a tag map. The tag map Status must be Invalid or Inactive

before you can modify it. When you reactivate the tag map, ALL currently active
tag maps in your list are restarted.

To modify a tag map:
1. From the TAGS menu, select Tag Maps:

The following dialog appears:

Tag Maps  |+||# | @ LA 53 DisplayTest
Name Update Condison Status Source Destnation
AllDevices Update every 1 Minutes Invalid (D) DisplayTest booi 165 (Z) DisplayTast booldd 1
o Undate every 1 Seconds Inactive () DisplayTest booi1s (@) DisplayTest booi16d1
afpoce Undate every 1 Seconds Inactive (D) DisplayTest boal1s (D) Display Test sint2d
Lo e L (D DisplayTest 000l 15 (© DisplayTestsintia
(@) DisplayTest bool1s (@) DispiayTest aint1a1
iopmnein 1 B (D DisplayTest boolts (©) Display Test dint2g1
modaus 500 Millseconds Inacte D ClsstayTestboatts © DisplayTestintid
medbusTCP Update every 3 Saconds Invaiid (D ispiayTust booits (D) DisplayTest int10d
pete Update evary 2 Saconds Inactve () DisplayTest boolds (D) DizplayTest dint162
ppi Update every 1 Seconds Invalid (E) DisplayTest boolds () DizplayTest dint2d2
s7 Update every 750 Miliseconds Inactive (D) DisplayTest boolds (D) DisplayTest bool1d1
sys2user Update daily at 7:44:00 AM Invalid (D) DisplayTest booids (D) DispiayTest booida2
Testing fgn‘@ an for changes every Inscive (D) DisplayTest boolde () DisplayTest bool1642
TestMessageDaleten Update every 1 nds © OisplayTest booids (@ Display Test boottd2
TriggerTaghap o (T) ppi.sirt for changes every 100 @ DisplayTest dintds (D) DispiayTest booiad3
m. (D) DisplayTest intds () DisplayTast dint2d3
(D) DisplayTest real2s (D) DizpiayTest intdd
(D) DisplayTest sintds (Z) DisplayTest raaizd
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2. Click the following button on the tool bar:

td
3. Make your modifications to the tag maps:
See Adding Tag Maps.
4. Confirm the modification(s):
e Submit. Saves the changes to the tag map and exits.
e Cancel. Exits without saving changes to the tag pairs.

3.4.3 Deleting Tag Maps
You may delete a tag map.
To delete a tag map:
1. From the TAGS menu, select Tag Maps:

The following page appears:

Tag Maps |+|[#][@] [»|®/ I+ DisplayTest
Name Update Condiion Status Source Oestination
AllDevices Update every 1 Minutes Invalid (D) DisplayTest booi16s (D) DisplayTest baoldd
cip Update every 1 Saconds Inactive (©) DisplayTest baalie (D) DisplayTest bool 641
oft-pece Update gvery 1Seconcs Inactive (D DisplayTest boolts (D) DisplayTest sintzd
Depkyet QR (@ DisplayTest bool1s (D DisplayTest sinttd
e tasiag DisplayTest booi1s DisplayTest dint1d1
g, wan [ O o
for changes
modous Update :-;er\ 500 Millseconds Inactive D) Dloole Rt hookis () OhviayRoctikid
modousTCP Update every 3 Seconds Invalid (@ DisplayTest baalls (D DisplayTestint10d
pece Update every 2 Seconds Inactive () DieplayTest boolde (D) DisplayTest dint1d2
ool Update every 1 Seconds Invalia () DisplayTest boolds (&) DisplayTest dint262
sT Update every 750 Millseconds Inactive (@ DisplayTest baolds (D DisplayTest bool 1d1
sys2user Update daity at 7:44:00 AM Invalid (D) DisplayTest boolds () DisplayTest bool4d2
Testing :Dunlgps dfi.cip.bool for changes every Inactive (@) DisplayTest boolds () DisplayTest bool 1642
TestessapeDelate1 Update very 1 Millsaconds Inactve @ DisplayTest booigs (@) DisplayTest bool1d2
Aot e 8y || OO e s
(D) DisplayTest real2s. () DisplayTestintdd
(@) DisplayTest sintds () DisplayTest real2d

2. Select a tag map to be deleted. Only inactive maps can be deleted.
3. Click the Delete button:

o

A confirmation dialog appears:

9 Are Vou sure you want 1o delete this Tag Map?
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4. Confirm the deletion:
e Yes. Deletes the selected tag map and exits.

e No. Exits without deleting the selected tag map.

3.4.4 Exporting Tag Maps

You may export a tag map as a compressed, downloadable .csv file with rows
and fields that record the parameters of a single tap map as follows:

NOTE

Polling rate is not applicable to if the trigger tag belongs to devices with
the Gateway Role set to Server in all cases, so the Polling Rate will have
empty double quotes.

Al

A

Row one of the exported .csv is tag map properties. All fields are enclosed in
single quotation marks. If the tag map uses periodic scheduling, then the first row
header contains:

e Ifthe tag map is 'Periodic':

- The first row header contains 'TagMap Name','Update
Type','Periodic Interval','Units','Use Time Of Day','Time Of Day'

- The second row contains the entries for the tag map: 'Map
Name','Periodic','"Periodic Interval','Units','Use Time of
Day','Time of Day'

- If the unit used for the scheduling period is less than one day, the
last two fields are empty.

'"TagMap Name'

'DisplayTest'

'DisplayTest.bool16s[16)'
'‘DisplayTest.boalls’

1
2
3
4 |'Source TagName'
5
6
7 |'DisplayTest.boolls'

I "TagMap Name'
B C D E F
‘|'Updale Type' 'Periodic Interval' 'Units’ "Use Time Of Day' 'Time Of Day'

'periodic’ 1 'Seconds’ " !
'Tag Address’  'Data Type' 'Destination TagMame' 'Tag Address' 'Data Type'
'BOOL2516[0]" 'BOOL 'DisplayTest.booldd1[4]' IBOOL2S32[0]'  'BOOL
'BO0L25' 'BOOL' 'DisplayTest.booll6d1[16]" "IBOOL2S16[0]' 'BOOL'
'BO0L25' 'BOOL' 'DisplayTest.sint2d[2]' ISINT254[0]' SINT

e I[fthe Tag Map is 'OnChange':

- The first row header contains 'TagMap Name','Update
Type',' Trigger Tag','Polling Rate','Units'

- The second row contains the entries for the tag map:
- 'Map Name','OnChange','TriggerTag','PollingRate','ms'

- If'the trigger tag is not polled, the Polling Rate field is a double
quoted empty set because it does not apply.
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Al | : Jr '"TagMap Name'

A B C _ D _ E _ R
1 |'TagMap Mame' |'Update Type' ‘Trigger Tag' 'Polling Rate' "Units'
2 |'TriggerTagMap' '‘'onChange'  'ppi.strl’ 100" 'ms'
3 {
4 'Source TagName' 'TagAddress' 'DataType' 'Destination TagMame' 'TagAddress’ 'Data Type'
5 'ppi.bool' ‘a-bool’ ‘BOOL' ‘ppi.boolarr[16]' ‘a-boolarr  'BOOL
6 'ppi.dint’ ‘a-dint' 'DINT' 'ppi.dintAre[10]° ‘a-dintArr’ ‘DINT'

e Subsequent source and destination tag rows for both selections are
formatted as follows:

- The first row header contains 'Source TagName','Tag
Address','Data Type','Destination TagName','Tag Address','Data
Type'

- Second and subsequent rows contain the source and destination
tags in the following format:
‘srcDeviceName.TagName’,‘TagAddress’, Data
Type’,’destDevicename.TagName’,‘TagAddress’, Data Type’

To export a tag map:
1. From the TAGS menu, select Tag Maps:

The following page appears:

TagMaps [+|#|@ [»|% [ DisplayTest
Name Update Condison Status Source Destination
AlDevices Update every 1 Minutes Invalid (T) DisplayTest booi16s (3) DisplayTest booldd1
cip Update every 1 Seconds Inactive (D) DisplayTest bosits (©) DisplayTest bool16d1
dM-pece Update every 1 Seconds Inactive () DisplayTest booits (D) DisplayTest sin20
Ehepies Sroee el SR (D) DisplayTest bool1s (D) DisplayTest sint1d
N :’c"jjn,.’d.zhm@mbw e (D DisplayTestbooits (© DispiayTest aint1a
9 0123456789012345678901 () DizplayTest bool1s () DizplayTest dint2d1
for changes iy 100 ms.
modous Update every 500 Milisaconts Inactve @ DisplayTest boolts @ DisplayTestintid
modbusTCP Update every 3 Seconds Invalid (D DisplayTest boaits (D) DisplayTestint10d
peec Update every 2 Saconds Inactive (2) DisplayTest boside () DisplayTest dint1d2
ol Update every 1 Secends Invalid (E) DisplayTest booids (D) DisplayTest dint2d2
57 Update every 750 Millsaconds Inactive (D DisplayTest booids (D) DisplayTest booi1d1
sys2user Update daily at 7:44.00 AM Invalid (D) DispiayTest booids (D) DisplayTest booida2
Testing fg;gg"” €ip.D0o! for changes every Inactive. () DizplayTest booide DisplayTest ool 1662
TestMessageDeletet Update every 1 Millseconds Inactive O OisplayTestoooiss @ DisstayTestbootoz
T Pol (E) ppi.stet for changes. every 100 T (@ DisplayTest dints (@) DisplayTest boolddd
m. (@ DisplayTestintés (@) DisplayTest dint2d3
(2) DisplayTest real2s (3) DisplayTest intéd
(©) DisplayTest sintds () DisplayTest reat2d
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3. Select a tag map to export, and click the following button:
(i

4. The User Interface informs you that it is downloading the export file.

0 Download completed
100%

Depending on the browser, browser settings, and computer operating
system, you may be prompted to choose your download location, or the
exported file is downloaded to the Downloads directory.

3.4.5 Activating Tag Maps
This topic explains how to activate a tag map. Only valid tag maps can be
activated. The firmware does not allow the following invalid configurations:
e Any tag pair with an empty tag for either source or destination.
e Any tag pair with a STRING type for one of the tags in the pair and a
non-STRING type for the other tag in the pair.
A tag map is considered valid when:
e No tags used in the map have been deleted (no tags are specified as an
empty string).
e No tags used in the map belong to Ethernet server devices which have
their Address field set to Unconfigured).

e No tags used in the map have an invalid array length (this can happen if
the protocol of a device is changed to a different protocol in the same
family that has shorter maximum array lengths or when a backup taken
from a previous release is restored onto a newer release and the
maximum array lengths are shorter in the newer release).

To activate a tag map:

NOTE
Tag maps are inactive when first created. When you activate the tag map,
@ ALL currently active tag maps in your list are restarted.

1. From the TAGS menu, select Tag Maps
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The following page appears:

Tag Maps |+| # | @ | I DisplayTest
Name Update Condition Status Source Destination
AlDevicas Update avery 1 Minutes Invalid (D) DisplayTest bool16s (D) DisplayTest booidd1
op Update avery 1 Seconds Inactive @Dg;!g‘regg badl1s
-pice Update every 1 Seconds Inactive
DisplayTest

Test boai1s

longhameaTest

s7 Update every 750 Millseconds Inactive

sys2user Update daily 31 7:44.00 AM Invalid

ol for changes every

nds Inactive
Foll () ppi.str for changes every 100 Inacive
ms, A

TestMessageDelete 1

TriggerTaghap

(®) DisplayTest sintds. (@) DisplayTestreal2d

2. To activate the tag map, click the following button:
Ld
@Bntton changes to the following button:
L

3. To deactivate the tag map, click the button.

NOTE

If you try to activate a tag map that references a deleted tag, the software
warns you that tag(s) no longer exist. You cannot activate the tag map
until the deleted tag issue is addressed. You also cannot activate a tag map
that references a tag on an Ethernet server device with an unconfigured
address.

3.4.6 Viewing Live Tag Maps

Use this option to view live tag data values on source and destination tags in a tag
map.

For source tags, the tag value is displayed after being read from the source device
and after any word or byte swapping has been performed. For destination tags,
the tag value is displayed after any byte or word swapping has been performed.
The data is shown in the type format (for example, INT, REAL, STRING). The
tag values showing in the source and destination lists are refreshed once per
second. You may also choose to view the data in Hexadecimal format. Tags that
have not been read or written use the following characters: --- (three dashes) to
show no values at present. Very long tag names are truncated with an ellipsis to
show that the tag name is shortened.
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NOTE

@

When configured for ModbusTCP, the Siemens S7-1200 and S7-1500
PLCs store tag values with the least significant word first, whereas the
Gateway requires tag values to have the most significant word first. Other
Modbus devices may also store values with the least significant word first.
To ensure that the Gateway operates on the correct values, the Word
Swap check box must be checked on all tags configured in the Gateway
for these devices. Because the Gateway swaps source tags before
displaying their values in the Live Tag Viewer, source tag values will
appear correctly. Destination tags are displayed after the Gateway
performs the swap (in preparation to write it to the device with the
required least significant word first). Thus, these tags will appear in word-
swapped order under the Destination column of the Live Tag Viewer. For
example, a DINT tag with hex value 0x12345678 (decimal value
305419896) will be displayed as 0x56781234 if the “Display as Hex”
checkbox is checked or as the decimal value 1450709556 if the checkbox
is unchecked. Note that these tags are copied correctly; this is strictly a
presentation issue for the destination tags in the Live Tag Viewer.

For more information, see S7-1200 and S7-1500 Modbus Tag Values
Appear in Word-swapped Order in Live Tag Viewer.

NOTE

Tag maps are inactive when first created. When you activate the tag map,
@ ALL currently active tag maps in your list are restarted.
NOTE If a string contains a semicolon (;), the Live Viewer listing will truncate

the string at the semicolon. To correct this issue, remove any semicolons.
If you cannot remove semicolons, you may confirm the string copies are
functioning correctly through your automation software or by running a
trace and examining the packets that are reading and/or writing the strings.

If source and destination tags do not reference the same amount of memory
space, then the number of array entries is limited to only the smallest.

Example 1:
e dev. BOOL[8] => dev. BOOL[3] (OR dev. BOOL[3] => dev. BOOL[8])

are displayed as:
Source Destination
dev. BOOL[0] dev. BOOL|[0]
dev. BOOL[1] dev. BOOL[1]
dev. BOOL[2] dev. BOOL[2]

If the data types do not match, the display of tag array entries and their values
include blank rows to keep corresponding source and destination values aligned.

EXAMPLE 2:
e dev. INT[8] => dev. REAL[2] are displayed as:
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> @) DisplayTest.boolls

Source Destination
dev. INT[O] dev. REALJ[0]
dev. INT[1] -—--

dev. INT[2] dev. REALJ[1]
dev. INT[3] -—--

If tags cannot be read or written because the device and/or tag configuration is
incorrect or the device is offline, disconnected, powered down, or in a faulted
state, the Live Tags view shows {ERR}:

¥ modbusRTU.str

{ERR}

If the source tag cannot be read, both source and destination values show as

{ERR}.

L @Disme;-Tes:.ciﬂ:Idl

{ERR}

If the destination tag cannot be written, only the destination value will be shown
as {ERR}. The format of the value display is dependent on the state of the hex
display check box, and the data type of the value. The following table lists
formats for each condition:

Hex display unchecked | Hex display checked
Integer types decimal hex
Real decimal IEEE 754 hex
String ASCII ASCII
Boolean decimal/binary hex

To view the values:

1. From the TAGS menu, select Tag Maps:
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The following page appears:

Tag Maps [+|(#][@ [»] % [1+]

Name Upeate Conaiten

AlDevices Update every 1 Minutes
cip Update every 1 Seconds
of1-poce Update evely 1 Seconds
DisplayTest Undate every 1 Saconds

Pol (T) Ethernetp.
PCCC.polling Tag0123456 78901234567

M I 8501234567890123456789012345678901
for changes every 100 ms

mogbus Update every 500 Milisaconos

ModousTCP Update every 2 Saconds

peee Update every 2 Seconds

Pl Update every 1 Seconds

57 Update every 750 Miliseconcs

sysduser Update daily at T.44.00 AM

Testno poa Dy ar-cipbooi o cnangs aary

TesiMessageDelatet Update every 1 Miliseconds

TriggerTaghap m\@ PPLStr for changes every 100

Status
Invalid
Inactive
Inactive
inachve

Inactve

inactive
Invalid
Inactive
Invalid
Inactive
Invalid
Inactive

Inactve

Inactive

DisplayTest
Source

(@ DisplayTest bool 165
(@) DisplayTest boolts
(D DisplayTest boolts
(D DisplayTest boolis
(@) DisplayTest booits
(@ DisplayTest boolts
(@ DisplayTest boolls
(@ DisplayTest boolts
(@ DisplayTest boolds.
(D DisplayTest boolas
(@ DisplayTest boolds
(@) DisplayTest booids
(D) DizplayTest bosias
(D) DisplayTest booids
(@ DisplayTest gintds
(@ DisplayTest intds
(D DisplayTest real2s
(D) DisplayTest sintds

Destination
(D) DisplayTest baoldd1
(3) DisplayTest bool16d1
(D DisplayTest sint2d
(D DisplayTest sintid
(T) DisplayTest dint1d1
(@) DisplayTest dint2d1
(D DisplayTestintid
(D) DisplayTestint10d
(D) DizplayTest gint102
(D) DizplayTest dint262
(@) DisplayTestbool 1d1
(D) DispiayTest booi4a2
(D) DisplayTest bool 1642
(D) DizplayTest bool 1d2
(D) DisplayTest ogoid3
(D) DisplayTest dint2d3
(D DisplayTest int4d
(@) DispiayTest reai2d

2. Select a tag map that is active, and click the following button:

The Live Tag Maps dialog appears.

The data being copied between Source and Destination PLCs is

constantly displayed. The values are sampled at one-second intervals.

Live Tag Map Viewer

Source

Show values in hex: [ |

Destination

w W | (D) DisplayTest.boolls [16]
¥ (D oisplayTest.boollss (0]
@ (D) displayTest.boollés [1]
% (D DisplayTest.beoliés (2]
¥ (D) DisplayTest.beolls (3]

(@) DisplayTest.boolls

(@) DisplayTest.boolls

() DizplayTest . boolls

(D DisplayTest.boolls

(D pisplayTest.boolls

(D) bisplayTest.boolls

& & & FIPS

(D) displayTest.boolls

» W (D) DisplayTest.booiss [4]
» W (D) DisplayTest.boolds (4]
» W (D) DisplayTest.baolds [4]
» W (D) DisplayTest.boolds [4]
» W (D DisplayTest.poolds [4]
> W (Doisp1ayTect. booles (8]
» W [(@)DizplayTest. dlntds [4]

© koo

® o o o o o o

~ W | (D) DisolayTest.boolddl [4]
@ (D pisplayTest.booladl [0]
% (D DdisplayTest
% (D DisplayTest.beolsal [2]
¥ (D) DisplayTest.boolddl [3]

oolddl [1]

» W (@) DizplayTest.boolledl [16]

» W (@ DisplayTest.sint2d [2]
% (3 pisplayTest.sintla
W% (@) oisplayTest.aintial

» W (D oiseleyTest.dintadl [2]
% (@ pisplayTest.intid

» W (D) DisplayTest.int18d [18]

» % (D oisplayTest.dintia2

» W (@ visplayTest.dint2dz [2]

» % (D) DisplayTest.coolldl

» W (D) DisplayTest.booléd2 [4]

» W () DisplayTast.beolleal [(16]
% (@) oizprayTest.nooiiaz

» W (@) DizplayTest.boolda3 [4]

& - oo

{ERR}

{ERR}

3. To view array values, click on the arrow associated with the array. The
values appear on an indented, drop-down list in the column:

~ % (D 0isplayTest.booldal (4]

~ W (D 0isplayTest.boollss [16]
% (DDisplayTest booliss [0)
¥ (D DisplayTest.boollbs [1)
¥ (D) DisplayTest.booll6s [2)
Ry (D DisplayTest.booliss [3)

® = oo

¥ (D oisplayT

t.boolddl [8]

¥ (D displayTest.boslsdl [1]
% (D displayTest.boslddl [2]
% (D bisplayTest.boolddl [3]

To hide the values, click the arrow again.
4. Show values in hex. To view the values in hexadecimal format, select

this option:

e Decimal Integer types are listed in Hex format.
e Decimal Real types are listed in IEEE 745 hex format.
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Source

ASCII String types are listed in ASCII format.
Decimal/Binary Boolean types are listed in Hex format.

Show values in hex: b

Destination

~ W (D pisplayTest.booliés [16]
% (@) 0isplayTest.boollss [8]
W (@) 0isplayTest.boollss [1]
W% (@) DisplayTest.boollss [2]
% (D DisplayTest.boollés [3)

* % (DoisplayTest.boolsal [4]
@x1 @ (@) DisplayTest.booladl [0] ax1
yTest.boolddl [1] 8x1
@l W (@) DisplayTest.booladl [2] 8x1
Bx1 % (@) pisplayTest.booladl [3] Bx1

Trigger Tag Value. Shows the current trigger tag value when the
tag map is set to On Change. Shows the value when the tag can
be read (or displays {ERR} if the tag cannot be read):

Live Tag Map Viewer

Show values in hex: | Trigger Tag Value:| 5443 |

If no value has been read, or the tag is not yet initialized, shows
three dashes (---). If the tag value is too long to fit into the
column, the tag value is truncated. (An ellipsis is used to indicate
the truncated value.) Hover over the field to show the full tag
name and its value. If a tag is not active because source and
destination tags are the same, you will see '-*-' in the display. If
the trigger tag is a numeric type, the value appears in decimal
format when the Show values in Hex checkbox is unchecked; in
hexadecimal value when the checkbox is checked:

Live Tag Map Viewer

Show values in hex: - Trigger Tag '-ralue:l'_uxnnﬂa-n_]

5. To close, click the Close button (X) on the top right of the popup.
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Section 3.5
Setting Up
a Gateway
When setting up a Gateway, you need to enter data for the following Gateway
settings:
e Provide a user-friendly name and description for the Gateway device.
e Set up the network for the Gateway.
e Select time settings.
e Set up black and white lists for the Gateway.
To set up the Gateway:
1. From the SETUP menu, select the following setup options:
2. View the following options:
e Identifying the Gateway
e Configuring Network Settings for the Gateway
e Configuring Time Setup for the Gateway
e Configuring Security Setup for the Gateway:
Section 3.6
Identifying the
Gateway

This information uniquely identifies the Gateway. The information includes all of
the module's MAC addresses, the IP addresses, the Model number, a name, and a
description.

To access the option:

1. From the SETUP menu, select Identification:

£ SETUP
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3.

The Gateway Identification dialog appears:

ldentification

| &
e

MAC Address IP Address
2:02:02:EA:88:04 182.168.164.187
2:02:92:EA:BB:C5 Hot Configured For Uss

Model Number: WP-G-242-P2

Mame:  TagsinMaps

Description:

View or specify the following settings:

MAC Addresses. Not editable. MAC addresses are a 12-digit

hexadecimal string that can also be obtained from the Gateway
label. If no network is configured for a MAC address, the field
lists Not Configured For Use.

Model Number. Not editable. Lists the model number of your
Gateway. This is also the catalog number.

IP Addresses. Not editable. The IP address assigned to the
corresponding network.

Name. Text name that uniquely identifies your Gateway. Leading
and trailing spaces are allowed, but not counted as part of the
character count. 63 characters maximum. The name may not start
with a dollar sign ($), may not use percent, caret, semi-colon,
back slash, double quote, single quote, back quote, angle brackets,
braces, ampersand, comma, and period. Example: TagsInMaps.
The name is displayed as the tab name in the browser page. If no
name is entered, the IP address of the Gateway and a brand-
specific logo are displayed on the browser tab.

Description. Text description for location and comment
information.

When finished making changes to the Gateway Identification, click
either of the following to exit:

Submit. Saves changes.
Cancel. Reverts any modified fields to their original values.
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Section 3.7

Configuring Network

Settings for the
Gateway

Gateways provide access to programmable logic controllers and other types of
industrial automation equipment on two different network subnets via Ethernet
ports, PORT1 and PORT?2, and either two or four serial ports (model-
dependent), which enable serial communication with external devices.

There is no direct communication between PLCs or HMIs connected to one
configured network and PLCs or HMIs connected to a different network as the
Gateway does NOT function as a router.

To configure a Gateway, connect an Ethernet cable between PORT1 port on the
Gateway front panel and a PC or Ethernet switch with access to the subnet
configured for the port on the Networks page and accessible from your PC.
Before you can communicate with the Gateway, a power supply also needs to be
wired into the PWR terminal strip on the Gateway front panel and plugged into
an outlet in a controller cabinet or other power source. Once power is applied to
the Gateway, the Gateway starts up and shows the default 192.168.1.100 [P
address on the OLED display.
The Gateway Ethernet ports communicate at 10/100 Mbytes per second over the
Ethernet connection. Each Network is assigned a unique MAC address. The
MAC address assigned for Network 1 is the "base" MAC address and is listed on
the product label. MAC addresses are also listed on the Networks page, the
Identification page, and the About Universal Industrial Gateway popup.
When you receive your Gateway, the device has the following, default
configuration:
e The UIG starts up with a single Network that includes all physical
ethernet ports.

Network 1 is configured for Static IP and has both ports assigned

to it.

Network 2 is unconfigured with no ports assigned to it.

e The Network assumes the properties as defined in the above Static

Network Configuration with a pre-configuration default static address of
192.168.1.100.
e The default subnet mask is 255.255.255.0.
e The default gateway address is 192.168.1.1.
e In this configuration, DNS2 has a default address of 8.8.8.8.
During setup, you can configure the Ethernet connection as a DHCP client or
with a static IP address. At startup, the two Ethernet ports share the same default
IP address. However, the Ethernet ports can be configured with different IP
addresses.
You may also combine available Ethernet ports into a unique group targeting a
subnet. You may define multiple, partitioned, network groups and associate each
group with a unique subnet.
Static and DHCP network configurations must follow specific guidelines. Setting
up Ethernet groups and subnets must also follow specific guidelines for port
access, default network routing, and network configurations for multiple port
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groupings.
See Network Configuration Guidelines.

NOTE When configuring multiple subnets, the IP addresses of the subnets
defined by the combination of IP address, subnet mask and possibly

@ gateway address cannot overlap, or behavior may be unexpected. For
example, configuring Network 1 with static IP address 192.168.1.108 and

subnet mask 255.255.255.0 and Network 2 with static IP address
192.168.1.150 and subnet mask 255.255.255.0 will result in overlapping

addresses.
NOTE Keep the following in mind:
e The gateway and DNS addresses are only necessary if using an
@ external NTP server; otherwise, only address and subnet mask are
needed.
NOTE If you add both ports to Network 2 and select DHCP, submit the change
and connect to the user interface at the DHCP address that is acquired,
@ then put one of the ports in Network 1 and configure a static IP address for
that network, you will lose the DHCP connection. If your PC cannot

connect to the user interface on the static IP address you configured for
Network 1, you will need to do a factory reset using the hardware switch

To configure network settings:
1. From the SETUP menu, select Networks:

£F SETUP

ldentification

Security
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The Networks page appears:

Networks
Network | Ports Configuration
2
@SICIP b 192 168,164,167 [#  SubnetMask:| 2552552550 w|  Galeway:| 192.168.164.1
1 o o] Oorce FRZ165. 054187 lmnss el AR 152 152 165
MAC Address: 02.02:02:01:4D:75
2 ~ |~ No Ports Assigned
Port Disabled: | -/

DNS1: 8888 DNS2: Default Gateway:  192.168.164.1 ~

2. View or specify the following options:

e Port number. Select a port for setup. Each Network may be
configured either with a static or dynamic address configuration
(DHCP) for the network connection:

- Static IP. Default option. Static means that an IP address
is entered manually and does not change until you change
it.

e IP. Select a valid Static IP address for the Network. Enter the
Gateway [P Address. The default address that the Gateway ships
with is 192.168.1.100. During installation, you will likely change
this address to an IP address that works in your network.

e Subnet Mask. Enter subnet mask address. This value is typically
255.255.255.0. Select a valid address from the dropdown list of
addresses.

e Gateway. Default when shipped is 192.168.1.1. If needed, enter
gateway address suitable for your network.

e DNSI. Default when shipped is 8.8.8.8. Enter the primary DNS
value.

e DNS2. Lists a secondary DNS value. The default is not populated.
For the Gateway, this value may be set to a different value. If the
primary connection fails, the secondary is available.

NOTE If an external NTP time server is configured, the Gateway must have
access to the Internet and a gateway, and at least one DNS server must be

@ configured. This does NOT apply if the Gateway is on the same subnet as
the server. If the server is specified with an IP address (rather than a
name), no DNS addresses are necessary.

- DHCP Client. If you have a DHCP Server installed and
configured on the network, select this option to allow the
Gateway to get a PORT1 or a PORT?2 IP address from
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the designated DHCP server for a designated lease period
when the Gateway starts up. If a Gateway is unable to
acquire a DHCP address, the Network column shows No
Link.

e Default Gateway. Specifies the gateway address that is to be
used as the default gateway address in the IP route table. If no
gateway address is entered as part of the network
configuration(s), this will be blank. If a gateway address is
entered for any network configuration, the field will be populated
by default with the gateway address for the network with the
lowest number that has a gateway address configured. If more
than one network has been configured with a gateway address,
you may select the gateway address you wish to have the system
use as the default.

NOTE

You cannot use a DHCP address for a Modbus TCP Server device. The
configured addresses will also serve as the addresses for Ethernet devices
with the Gateway Role set to Server. If you intend to use a network as the
address of such a device, the address must be Static IP.

Section 3.8

Configuring Serial

e Submit. Saves data on Gateway and exits. If you enter a Gateway
address that is not on the same subnet as the [P address and subnet
mask, you will see the following error message:

The IP address for the following Network must be private:

Network 2

0 Private IP address ranges:
Class A: 10.0.0.0 to 10.255.255.255
Class B: 172.16.0.0 to 172.31.255.255
Class C: 192.168.0.0 to 192.168.255.255

e Cancel. Exits without saving data from Gateway.

Communications Setup

A Gateway provides RS-232/RS-485 serial communications via two or four
serial ports (Serial 1 and Serial 2, Serial 3, and Serial 4). Serial Ports 1 and 2
are provided on WP-G-222-P1/P2 models. Serial Ports 3 and 4 are provided only
on WP-G-242-P1/P2 models. You may connect the Gateway via these ports to
external programmable logic controllers (PLCs) or other devices. You can
configure each available serial port for either an RS-232 or RS-485 connection.
These ports provide RJ45 connectors.

Each serial port can only be configured for a single device. When setting up a
RS-485 multi-drop configuration, a serial port can only function as a single
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Modbus server endpoint, or as a client to a single remote server. This means each
serial port can only have a one-to-one relationship to a device. A serial port also
does not allow multiple server devices to use the same port resource at the same
time. However, each serial port is able to function as a distinct member of a
multi-drop network.

NOTE

If the protocol is changed for a previously configured serial port, the serial
port reverts to an unconfigured state (no port selected). The field remains
bordered in red until you reconfigure the port.

To configure serial ports for the Gateway:

L.

From the Devices page, select the device for which you wish to
configure a serial port:

C DevooPropertes |

Device Mame:

modbus ASCI

Protocol:

ModbusASC b

Gateway Role:

senal Port:

Client

Seral 3 & | Configure |

Slave ID:

Response Timeout:
Retry Count:

End of Message Dalay:
Min Command Delay:
One.Based Addrassing: [

Test Connection:

- w
4 SEConds &
2 ]
8 characters &
150 milliseconds &
]
4
Cancel

2. Select the Configure button.
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The Serial Port Setup dialog appears:

Connection Type:

Serial Port: | Porl3 w

Baud Rate: 19200 W

Data Bits:
Stop Bits: 1 w
Parity: nong w

Handshake: | pnona L

3. View or specify the following Communications Settings options for the
selected serial port (3):

Port. Selected. You can change this port if other serial ports are
still available.

Baud Rate. Specifies the speed at which the serial port sends
data. Rates are 1200 through 115200. Select the desired rate from
the dropdown menu for the port.

Data Bits. Specifies word length. Lengths are 7 or 8 bits. If you
can specify the value (the dropdown is not grayed out), select the
desired length from the dropdown menu.

Stop Bits. Specifies number of stop bits to use. Numbers are 1 or
2. Select the desired number from the dropdown menu.

Parity. Specifies parity to use. Options are none, odd, or even.
Select the desired option from the dropdown menu.

Handshake. Defines whether or not to use handshaking, and the
handshaking type. Options are none, RTS/CTS, X-ON/X-OFF.
Select the desired option from the dropdown menu.

Connection Type. Lists whether you are using the Gateway's RS-
232 or RS-485 serial communication. Connection type is
protocol-specific. Invalid selections for a protocol are disabled.
Example: You cannot select RS-232 for PPI or RS-485 for DF1-
CIP. If the device is on a shared port, RS-485 is the default
selection and is disabled so you cannot select RS-232.

Submit. Saves the entered connection data on Gateway.

Cancel. Exits without saving data from Gateway.
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Section 3.9
Configuring Time

Setup for the Gateway

The Gateway tracks date and time, and uses the data to timestamp Gateway
operations, such as log entries. You specify that Gateway time and date is either
set manually (default selection) or via NTP, using either a local or remote
Network Time Protocol (NTP) server. If you are connecting to a remote server
over the Internet, you must configure a gateway address and at least one DNS
address or you must configure the Gateway to use DHCP.

If the Gateway is unable to connect to, or receive data from, the specified server,
the Gateway reverts to the manual option.

To configure Gateway time and date settings:
1. From the SETUP menu, select Time:

ldentification

The Time page appears. (Default page shows current Gateway date and
time information):

Time
Universal Indusirial Gateway Date/Time: 17 ,ﬂ,ug 2023/ 04:23:01 pm
Mew Date: 021772023
Manual
L New Time: 4w 2 v PM v
Apply DST:

Update Rate: 1 b

NTP

@ NTP Server Address: Spectrem NTF 1 LY
GMT Oifsel: | : -

2. View or specify the following options:

e Universal Industrial Gateway Date/Time. Shows current time
and date on the Gateway as configured using either Manual or
NTP.

Universal Industrial Gateway Date/Time: 17 ,ﬂ,ug 202371 04:23:01 pm
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e Manual. You specify the date using a calendar and time using
hours, minutes, and AM or PM. (Normally this is the current time
for the Gateway's physical location.):

- New Date. Shows field containing current date on
Gateway. The field is not directly editable. To make
changes, select the date from the calendar. The calendar
closes only after you select a date:

New Date: [ﬁé 172023

MNew Time: < August | 2023 L >
Su Mo Tu We Th Fr Sa
1 2 3 s
Apply DST:
] 7 8 -] 1] 1] 12
URCRLE NS 13 14 15 16 n 15 1]
NTP Server Address: 20 21 22 23 24 25 26
GMTOmse;, 27 2% ® W M

- New Time. Shows three fields containing current time on
Gateway as read from the PC. The meridiem field is not
directly editable. The hours and minute fields are directly
editable. To adjust the time, enter the new time in the
fields provided and use the up and down arrows to select
AM or PM:

Hew Tima: 4 15 w»  PM w

e NTP. Allows Gateway to synchronize its time using a Network
Time Protocol (NTP) server. Settings are grayed out until the
checkbox is selected. Options for NTP server settings are
Spectrum NTP 1, Spectrum NTP 2, Spectrum NTP 3,
Spectrum NTP 4, Asia, Europe, North America, Oceania, or
South America, or your own server. The field is editable:

Apply DST:
Update Rate: 1 | Days -
NTP
L ] NTP Server Address:  Spectrum NTF 1 w ik

GMT Offsetz GMT-07:00 Mountain Time (US & Canada) W

- Apply DST. Applies a Daylight Savings Time adjustment to the
Gateway only for the NTP option.

- Update Rate n time. Defines how often the Gateway updates its
date and time using the NTP server. Specify an integer for a
count, and select from Hours, Days, Weeks, or Months for a
unit in the time field. At each specified time interval, the
Gateway attempts to get the time:

+ If it cannot get the time from the server, a
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Section 3.10

Configuring Security
Setup for the Gateway

message is sent to the user interface informing
you that this is the case, and the time reverts to
the manual option.

If you turn off NTP updating, the Gateway stops
trying to update the time using this method.

If you turn NTP updating back on, the Gateway
returns to trying to update the time at the
specified update rate.

- NTP Server Address. Lists Internet locations of servers

that provide network time synchronization. The address is

also directly editable. You can supply the IP address of

any NTP server either external or internal. Select a server

location that describes the continent on which the
Gateway is located. Example: north-
america.pool.ntp.org

- GMT Offset. Lists time zone information. Select the time
zone in which the Gateway is located. Example: GMT-
08.00 Pacific Time (US & Canada)

Submit. Saves new selections on Gateway.

Cancel. Reverts any changes on the page. If you try to exit the
page without saving your changes, the software asks you to
confirm the exit without saving changes.

The Gateway provides security features that allow you to control network access
to the Gateway.

NOTE

@

Please keep the following in mind:

The MAC address that you enter in the security settings is a
12-digit hexadecimal string that can be obtained from blacklist
registries on the Internet or from your security or network
administrator. If you have internal computers you wish to
exclude, run a command shell and type ipconfig/all
(Windows) or ifconfig (Mac). The MAC address for the
computer on which the command is executed.

When you enter MAC address(es) in the whitelist, only the
personal computer(s) or device(s) in the list will be able to
access the Gateway. No other devices can access it. If you
have checked the Allow Ping checkbox, only the device(s)
with MAC address(es) in the Whitelist will be allowed to ping
the Gateway.

If you blacklist a MAC address, all traffic from that address is
blocked, regardless of how safe that traffic may be. Even if
you select Allow Ping, blacklisted MAC addresses are
prevented from pinging the Gateway.
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To configure security for the Gateway:
1. From the SETUP menu, select Security:

ldentification

Networks

The Security page appears:

Security

Allow Ping: i) Blacklist v Enable ||| & W

MAC Address Description

Front Panel Display

102.188.164.187 12 i

2. View or specify the following Security Setup options for each Gateway:

e Security Options. Select one of the security options from the
dropdown menu. Only one of these options is implemented:

+  Blacklist. Enter a known, untrusted MAC address.
Blacklisting an address allows the Gateway to reject any
attempt to connect to the Gateway from this address.
When selected, the Blacklist dialog appears.

+  Whitelist. Enter a known, trusted MAC address that
allows the Gateway to validate legitimate connections to
it. When selected, the Whitelist dialog appears. A wrong
MAC address entered here requires a reset to factory
defaults from the Gateway front panel to re-establish the
connection, so use with caution and double check your
own MAC address before you enter it:

Warning: If your computer is not listed in the whitelist, vou will not be able 10
access Galeway when the whitelist is enabled

e Enable checkbox. Turns on the acceptance or rejection of the
address(es) listed in the table, depending on whether Whitelist or
Blacklist option is selected.
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Allow Ping. Defines whether or not the Gateway can be pinged
across a network. By default, pinging is permitted.

Front Panel Display. Shows you the IP address, port numbers,
and the Show IP option. You can turn off the Show IP option so
that the IP address for the Gateway is not visible in the OLED

display on the front of the Gateway. See Viewing OLED Interface

Information.
Submit. Saves data on Gateway and returns to the page.
Cancel. Returns to the page without saving data from Gateway.

3. View or specify the following options:

button | Function Access

| + | Add a MAC Address: Adding MAC
) Addresses

Dy . ) Modifying MAC
|. ﬁ | Modify a MAC Address: Addresses

|E| Delete a MAC Address from the Deleting MAC
) Gateway: Addresses

3.10.1 Adding MAC Addresses

NOTE

Please keep the following in mind:

The MAC address that you enter in the security settings is a
12-digit hexadecimal string that can be obtained from blacklist
registries on the Internet or from your security or network
administrator. If you have internal computers you wish to
exclude, run a command shell and type ipconfig/all
(Windows) or ifconfig (Mac). The MAC address for the
computer on which the command is executed.

When you enter MAC address(es) in the whitelist, only the
personal computer(s) or device(s) in the list will be able to
access the Gateway. No other devices can access it. If you
have checked the Allow Ping checkbox, only the device(s)
with MAC address(es) in the Whitelist will be allowed to ping
the Gateway.

If you blacklist a MAC address, all traffic from that address is
blocked, regardless of how safe that traffic may be. Even if
you select Allow Ping, blacklisted MAC addresses are
prevented from pinging the Gateway.
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Enter the MAC addresses you wish to whitelist or blacklist. To add a MAC
address:

1. From the SETUP menu, select Security:

The Security page appears:
Security

Allow Ping: Backist v|  Enable |4 | 4 1

MAC Address Description

Front Panel Display
P | Pors Show IP

192.168.164.187 12 o4

2. Select the Blacklist or Whitelist option.
3. Click the following button:

hd

The MAC Address Properties dialog appears:

| MAC Address Properties

MAC Address: || | 4

Description:

4. View or specify the following options:

e MAC Address. Enter MAC address. Example:
88:88:88:88:88:88

e Description. Enter description. Example: Spam server site.

User’'s Manual Pub. 0300297-05 Rev. A



3-76 Chapter 3: Using the Gateway Interface

e Submit. Saves the new MAC address in the list:

Blacklist ~ [ |Enable || |
MAC Address Dascription
58:66.58.66.95.68 Blacklist address
e Cancel. Exits without saving changes in the list.

e Enable. You must select this option to turn on the selected
blacklist or whitelist capability.

3.10.2 Modifying MAC Addresses
To modify MAC address information:
From the SETUP menu, select Security:

1.

The Security page appears:
Blacklist v [ |Enable ||| ||

MAC Addrass Destnp:.um
S8 EEBa 6088 68 Elacklist address

If changing between whitelisting or blacklisting, select the desired
blacklist or whitelist option in the Security Setup page.
Select a MAC address from the list and click the following button:
4
The MAC Address Properties dialog appears. Change information in the
listed fields:
See Adding Mac Addresses.
When finished making changes, click either of the following to exit:

e Submit. Saves changes on the Gateway and exits.

e Cancel. Exits without saving changes on Gateway.

3.10.3 Deleting MAC Addresses
To delete a MAC Address:

1.

From the SETUP menu, select Security:

Networks
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Section 3.11
Accessing

Diagnostics
Information

The Security Setup page appears:
Blacklist | Enable + f m

MAC Address Description
588888 808888 Elacklist address

2. Select a MAC address from the list.
3. Click the Delete button:

Ll

A confirmation dialog appears:

9 Are you sure you want to delete MAC '88:858.88.88:28:88'7

“

4. Confirm the deletion:

e Yes. Deletes the selected MAC address from the Gateway and
returns to the page.

e No. Returns to the page without deleting the selected MAC
address from the Gateway.

When troubleshooting a Gateway, or accessing current information about the
Gateway itself, you may access and use the following options:

e Use the provided option to view available memory, disk use, and central
processing unit (CPU) load.

e Capture tag map data for debugging purposes.

e View system logs that contain a record of the events that occur as the
Gateway runs.
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To access diagnostic information:
1. From the DIAGNOSTICS menu, select the following options:

)y DIAGNOSTICS

2. View the following options:
e Viewing Resource Information
e Tracing Tag Map Data
- Adding Tag Map Data Traces
- Modifying Tag Map Data Traces
- Deleting Tag Map Data Traces
- Downloading Tag Map Data Traces
- Viewing Downloaded Tag Map Trace Data
e Viewing System Logs Information:
- Viewing Error Log Data
- Viewing Engineering Log Data
- Viewing the Reboot Log

Section 3.12
Viewing
Gateway Resource
Information
Use the provided option to view available memory, disk use, and central
processing unit (CPU) load:
1. From the DIAGNOSTICS menu, select Resources:
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The following page appears:

Resources

Memory {bytes) Disk Use (KB) CPU Load (%)
N Used I Used I Used
I Available I Available I Available

4

® o

2. View the following information:

e Memory (bytes). To view available and used memory in bytes,
mouse over the blue or red portion of the chart:

Memory (bytes)

I Used
B Available

[ Available: 98918400

e Disk Use (KB). To view available and used flash in kilobytes,
mouse over the blue or red portion of the chart.

e CPU Load %. To view available and used CPU load in
percentages, mouse over the blue or red portion of the chart. The
CPU Load pie chart may show a percentage greater than 100%.
This occurs because the percentage shows not just actual usage,
but the amount of backed-up work waiting on the CPU.

Section 3.13
Tracing Tag Map
Data

You may capture tag map data for debugging purposes. You define which
inbound and outbound devices to monitor from devices configured on the
Gateway, and how long you wish to monitor the tag map data traffic. Ethernet
data is captured as a .pcap file, viewable by the external WireShark program.
Serial data is captured as an ASCII file, viewable in a text editor. This option is
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provided for engineering and support personnel familiar with serial data
transmission:

Tag map data trace files are easier to analyze when only one tag map is
active when a trace is taken.

If you specify the same device for both inbound and outbound tracing, a
single trace is launched and saved.

If you specify different inbound and outbound devices, two traces are
launched and saved.

Timespan displays the date and time, in 24-hour format, on which a
trace was last completed. Dates persist across reboots, firmware updates,
and protocol upgrades.

Trace status information is provided as follows:
- IDLE. Trace has not been run since last reboot.
- IN PROGRESS. Trace is currently running.
- COMPLETE. Trace has completed.

- ABORTED. Trace was stopped before the entire timespan
elapsed.

To add a tag map data trace:

1. From the DIAGNOSTICS menu, select Tag Map Tracer:
3y DIAGNOSTICS
The following page appears:
Tag Map Tracer |+||# ||| I+ 00:00 | @
Jl‘::-:a Trace gﬁ:‘imn @0;%:“5! I;j::‘" 3"“‘““3" n:;:::;ﬂn 0127
EtnemetIP-PCCC (@ eip-pece @ eip-peoc DLE 1
modbusASCII trace (@ modbusASCIl (@ modousASCIl DLE 1 0611272023 14.39.16
MOABUSRTU Ifi (2) modbusRTU (©) modousRTU DLE 1 0612372022 16:19:25
Test (@) EthemaliP-PCCE (@) EthemetP-PCCC IDLE 1 0210172022 18.53.38
2. Inthe Tag Map Tracer work area, view or specify the following options:
button| Function Access
| + | Add a tag map data trace: Adding Tag Map Data Traces
| & | Modify a tag map data trace: Modifying Tag Map Data Traces
| m | Delete a tag map data trace: Deleting Tag Map Data Traces
| l-b | Download a tag map data trace: Downloading Tag Map Data Traces
View a downloaded tag map data trace:| Viewing Downloaded Tag Map Trace Data
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e Cancel. Exits without saving changes on Gateway.

3.13.1 Adding Tag Map Data Traces

To help with troubleshooting, the software allows you to capture network traffic
to, and from, your Gateway and user-specified, connected devices. You specify
an inbound and an outbound device by name. The inbound and outbound device
can be the same. You also specify how long to trace the network traffic, up to a
maximum of 3 minutes. For more information about how data tracing works, see
About Tag Map Data Traces.
To add a tag map data trace:

1. From the DIAGNOSTICS menu, select Tag Map Tracer:

Tag Map Tracer

The following page appears:

Tag Map Tracer |+
Name

3 Minute Trace

EhametnP-PCCC

modbusASCII trace

modbusRTU trace

Test trace

S| &I+ 00:00 | @

Inbound

@ DisolayTest
@ eip-pece

() motusASCI
(@) modbusRTU

(D EthemelIP-PCCC

OQutbound
@ DispiayTest
(@ eip-peec
@ modousASCI
(D) modousRTU

(@ EthemetIP-PCCC

Status

IDLE
DLE
DLE
DLE
DLE

3

1

Timespan Completed
D6/23/2022 17.01:27

06/12/2023 14:39:16
062372022 16:19:25
0210172022 18:53:38

2. Click the following button (all buttons are disabled if no device(s) have

been configured)

+]

The Trace Properties dialog appears:

Trace Properties |

i
Name: |
j -

Inbound Device:

DisplayTest

Quitbound Device: DisplayTest

Timespan: 1

le)
v ®

% Minues

|

3. From the Trace Properties dialog, view or specify the following options:

e Name. Enter name of trace. Example: NewTrace

e Inbound Device. Specify inbound data source (PLC to Gateway).
Click to select device name.

e Outbound Device. Specify outbound data source (Gateway to
PLC). Click to select device name.

e Timespan » minutes. Enter length of time trace is to run, in
minutes. Example: 1. Range 1-3.

e Submit. Saves changes on Gateway and exits.
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e Cancel. Exits without saving changes on Gateway.

4. When you submit your selections, the new trace setup appears in the
Trace Manager:

° Tistart a selected trace, click the following button:
L]
."lﬂ-button changes.
e To stop the data trace in process, click the changed button:
L)
e To download trace data, see Downloading Tag Map Data Traces.

3.13.2 Modifying Tag Map Data Traces
To modify a tag map data trace:
1. From the DIAGNOSTICS menu, select Tag Map Tracer:

The following page appears:

Tag Map Tracer |+| | & I+ 00:00 | @

Name Inbound Outnound Stans Timespan Complated

3 Minute Trace (3) DisplayTest (D DisplayTest IDLE 3

08i232022 17.01.27
EtnemetIP-PCCC (@ eip-pece @ eip-peec DLE
modbusASCI trace (@ modbysASCI (3 modousASCI DLE 061272023 143916
modbusRTU trace (D modbusRTU (D modousRTU IDLE 1 082372022 16:19.25
Test trace @ Ethemet1P-PCCC @ EthemetiP-PCCC IDLE 1 02/01/2022 18:53.38
Select a data trace from the list.
3. Click the following button:
The Trace Properties dialog appears. Change information in the listed
fields:

See Adding Tag Map Data Traces.
4. When finished making changes, click either of the following to exit:
e Submit. Saves changes on the Gateway and exits.
e Cancel. Exits without saving changes on Gateway.

3.13.3 Deleting Tag Map Data Traces
To delete a tag map data trace:
1. From the DIAGNOSTICS menu, select Tag Map Tracer:

Tag Map Tracer
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The following page appears:

Tag Map Tracer [+||#| & I+ 00:00 | @|

Name Inbound Outbound Status Timespan | Completed
3 Minute Trace @ DisplayTest (D DisplayTest IDLE 3 08232022 17,0127
EthemetIP-PCCC (@) eip-pece (@ eip-pec DLE 1
modbusASCII trace (D modbysASCI (@ modousASCIl DLE 1 061272023 14.39:16
modbusRTU trace (@) modbusRTU (D modousRTU IDLE 1 0612372022 16:19:25
Test trace (@ EthemetiP-PCCC (@ EthematP-PCCE IDLE 1 0210172022 18:53:38

3. Select a data trace from the list.
4. Click the following button:

Ll

A confirmation dialog appears:

g Are you sure you want [o delete this trace?

5. Confirm the deletion:

e Yes. Deletes the selected data trace from the Gateway.
e Cancel. Does not delete the selected data trace from the Gateway.

3.13.4 Downloading Tag Map Traces Data

You can download a tag map data trace to your personal computer or other

storage location. Download is enabled only when the selected trace in the table
has a COMPLETE status.

To download a tag map data trace:
1. From the DIAGNOSTICS menu, select Tag Map Tracer:

The following page appears:

Tag Map Tracer |+||#|(@] I» 00:00| | @|

Narme Inbound Outbound Stats Timespan | Completed
3 Minute Trace © DisplayTest (@ DisplayTest IBLE 3 081232022 17.00:27
EthemetIP-PCCC (@ eip-pece @ eippeee DLE ]
modbusASCII trace (@ medbusASC (D modousASCHl DLE 1 06122023 14:39:16
modbusRTU trace @ mosbusRTU (D) modousRTU IDLE 06/232022 16:19:25
Test trace (D EthemeliP-PCCC (D Ethemet1P-PCCC IDLE 1 0210172022 185338

2. Select a tag map data trace that has a COMPLETE status from the list.

3. To download the trace data to a storage device, click the following
button:

)
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Section 3.14
Viewing System
Logs Information

The software informs you when the download is complete:

9 Downioad completed
100

4. Click Ok.

Depending on the browser, browser settings, and computer operation
system, you may be prompted to choose your download location, or the
exported file is downloaded to the Downloads directory.

3.13.5 Viewing Downloaded Tag Map Trace Data

To view data captured by a trace, you must first record a trace, then download the
data to your personal computer for viewing with Wireshark, or text editing
software. (See Downloading Tag Map Data Traces). Ethernet (.pcap) files can be
viewed using Wireshark or similar third-party software. Serial files can be
viewed with any text editor. This option is provided for engineering and support
personnel familiar with serial data transmission.

The system logs contain a record of the events that occur as the Gateway runs.
The logged information includes user interface connections, device connections,
time updates, periodic system health reports, process level errors, and reboots.
Error information that is generated at the protocol level is logged with the
maximum information available to help diagnose issues.

If you reset the Gateway to factory defaults, all logs except the reboot log are
deleted.

To view System Log information:
1. From the DIAGNOSTICS menu, select Logs:

()1 DIAGNOSTICS

2. View the following options:

e Viewing Error Log Data. Lists errors that have occurred on the
Gateway.

e Viewing Engineering Log Data. Lists engineering events such as
changes to Gateway processes that have occurred.

e Viewing Reboot Log Information. Lists data on Gateway
reboots, including date and time and reason for reboot.
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Section 3.15

Viewing

Error Log Data

Logs
Errors

Date
0B2002023 13:24:12
062072023 13:24:12
062072023 13:24:12
202023 13:2412
DE2072023 13:24:11
062072023 13:24:11
062072023 13241
OB20I2023 13:24:11
(B2002023 13:24:10
062002023 13:24:10
062072023 13:24:10
GB2002023 13:2410
O6M1/2023 19:13:00
061972023 19:13:00
0612023 19:13:00
0612023 19:13:00
512023 19:12:59
0B Q2023 19:12:59
0612023 19:12:59
061972023 19:12:59
OB 12023 19:12:58
061002023 19:12:55
0612023 19:12:58
06172023 19:12:58
OGM2023 19:11:15
081972023 19:11:15
061802023 19:11:15
06/ 192023 19:11:15

Module
PRTA
PIL
PRTA
FIL
PRTA
FIL
PRTA
PIL
PRTA
FiL
PRTA
FIL
PRTA
FiL
FRTA
FIL
PRTA
PIL
FRTA
PIL
PRTA
FIL
PRTA
PIL
PRTA
PIL
FRTA
PIL

Shows current Gateway error details. These are a subset of engineering log

listings.

If the log contains more than one page of data, you can navigate through the
pages using the provided buttons. These allow individual page, next or previous,
and end or beginning of file selection. You can also enter a number in the Page
field to go directly to a page in the log file.

When the log reaches 10 Mbytes in size, the log size is reduced to half the
current size using first in, first out to reduce the size.

You may export up to 1000 lines of the log to a downloadable .csv file.

To view error logs:

L.

From the DIAGNOSTICS menu, select Logs:

The Errors Log page appears:

-‘Izsdsﬁ?sgmru

Descriplion

Device [DisplayTest] suppressing additional emors for tag (IINT25)
<ETH_|IP> protArray Sel arrof, i = 947 [CIP Status 0l Unspecifiad afmor
Device [DisplayTest] suppressing additional emors for tag {IDINT2S)}
<ETH_IP> protArraySet ermor, 1o = 947 [CIP Status (udff, Unspecified emer]
Deavica [DisplayTest] FAILED to process tag {INT2S). Error count: 2
<ETH_|IP=> protarraySel arfof, rc = 947 [CIF Status Ol Unspecifiad efror]
Davice [DisplayTest] FAILED to process tag {IDINT2S). Emor count: 2
<ETH_IP> protAraySel ermor, rc = 947 [CIF Status 0xfT, Unspecified emor)
Devica [DisplayTest] FAILED to procass tag {IINT25). Error count: 1
<ETH_|P= protArraySel arfof, rc = 947 [CIP Status Oudf, Unspecified arror)
Davice [DisplayTesl] FAILED 1o process tag (IDINT2S). Error count: 1
<ETH_IP=> protamaySel emmor, rc = 347 [CIP Status 0ff, Unspecified emer]
Device [DisplayTest] suppressing additional emers for fag {IINT25}
<ETH_IP> protArraySat arror, rc = 247 [CIP Status 0udl, Unspacified ermor]
Davice [DisplayTest] suppressing additional amors for tag (IDINT2S)
<ETH_IP> prolAarray Set armor, rc = 947.[CIF Status 0udf, Unspedified &mor
Device (DisptayTest] FAILED to process tag {INT2S8}. Error count: 2
<ETH_|IP> protArraySat arrar, rc = 047 [CIP Status 0o, Unspacifiad arror]
Davice [DisplayTest] FAILED to procass tag {IDINT2S). Emor count: 2
<ETH_IP> protArray Sel errod, rc = 247 [CIF Status 0ulf, Unspadified armor]
Device (DisplayTest] FAILED to process tag {INT.25}, Error count: 1
<ETH_IP=> protArraySel emor, ¢ = 947 [CIP Status 0o, Unspedified eror]
Davica [DispkayTast] FAILED to procass a9 {IDINT2S). Efmor count: 1
<ETH_IP=> prolArraySel error, rc = 947 [CIP Status 0T, Unspecified amor]
Device [DisptayTest] suppressing additional emors for tag (INT2S)
<ETH_|IP> protArraySel amor, rc = 947 [CIP Status (o, Unspacified error]
Devica [DisplayTest] suppressing additional emors for tag (IDINT2S}
<ETH_IP=> protAarray Sed arror, fc = 947 [CIP Status 0ol Unspecified armor

2. View the following options.

=10

Page 1

of 13

e Date. Lists time and date stamp associated with the error as
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MM/DD/YYYY HH/MM/SS where MM is month, DD is day,
YYYY is year, HH is hours, MM is minutes, and S is seconds.

e  Module. Lists firmware module associated with message.
e Description. Lists error description.

3. To refresh the snapshot of report information you are viewing, click the
following button:

B

<

4. To export and download the error data to a storage device, click the
following button:

b

The software informs you when the download is complete:

9 Downigad completed
100%

5. Click Ok.

Depending on the browser, browser settings, and computer operation
system, you may be prompted to choose your download location, or the
exported file is downloaded to the Downloads directory.

Section 3.16
Viewing Engineering
Log Data

Shows current Gateway engineering log details. This log is an overall look at
Gateway operations including details about Gateway processes.

You can navigate through the pages using the provided buttons. These allow
individual page, next or previous, and end or beginning of file selection. You can
also enter a number in the Page field to go directly to a page in the log file.

When the log reaches 10 Mbytes in size, the log size is reduced to half the
current size using first in, first out to reduce the size.

You may export up to 1000 lines of the log to a downloadable .csv file.
To view the Engineering log:
1. From the DIAGNOSTICS menu, select Logs:
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The Errors Log appears:

Logs
Emors v ¢<l23!56?39|ﬂ)b€ [C]&' Page 1 lof13
Date Module Description
0620/2023 1324:12 PRTA Device [DispiayTest] suppressing additional errors for tag JINT2S) -
06202023 132412 PIL <ETH_|P> protArraySet error, rc = 847 [CIP Status Oufl, Unspecified enor]
06202023 1324112 PRTA Device [Display Test] suppressing additional emors for tag {IDINT2S]
O620/2023 1324112 FiL <ETH_IF> protAmaySel emor, rc = 947 [CIP Status Oxfl. Unspecified enor]
0672012023 13:24:11 PRTA Device [DispiayTest] FAILED to process tag [INT2S}, Error count 2
06202023 1324:11 PIL <ETH_IP= protArraySel error, rc = 347 [CIP Status Oull, Unspecified anor]
0672012023 13.24:11 FRTA Device [DispayTest] FAILED o process tag {IDINT2S). Emor count: 2
06202023 132411 PIL <ETH_IP> protArraySel armor, rc = 947 [CIP Status Oufl, Unspecified enor]
062012023 1324110 FRTA Device [DisplayTest] FAILED to process tag {IINT2S}. Emor count. 1
06/20/2023 13:24:10 PIL <ETH_IP= protarraySet error, fc = 947 [CIP Status 0fl, Unspacified error]
06/2072023 1324110 PRTA Device [DisplayTest] FAILED to process tag [IDINT2S). Error count: 1
OE20/2023 132410 PIL <ETH_IP> protarraySel eror, rc = 947 [CIP Status Oxfl, Unspecified enor]
06/19/2023 19:13:00 PRTA Device [DisplayTest] suppressing additional emors for tag {IINT2S}
06/19/2023 19.13:00 PIL <ETH_IP> protArraySet error, rC = 947 [CIP Status Oull. Unspecified emor]
06/19/2023 19:13:00 PRTA. Davice [DigptayTes!] Suppressing adarional erfors for 1ag JIDINT2S)
06/1972023 19:13:00 PIL <ETH_IP> protarraySel arror, 1o = 547 [CIP Status Oufl, Unspecified ener]
06/19/2023 19.12:59 FRTA Device [DisplayTest] FAILED to process tag {lINT2S). Ermor count 2
06/19/2023 19:12:50 PIL <ETH_IP= protArtaySet arror, rc = 047 [CIP Status 0fl, Unspacified error]
06/18/2023 19.12:58 FRTA Device [DisplayTest] FAILED to process 1ag {IDINT2S). Error count: 2
06/1912023 19:12:59 FiL <ETH_IP> protArraySet erroe, 1c = 947 [CIP Status 0xfl, Unspacified enor]
06/19/2023 19:12:58 PRTA Device [DisplayTest] FAILED to process tag [INT2S). Emor count 1
06/19/2023 191258 PIL <ETH_IP> protArraySet error, rc = 947 [CIP Status Oufl. Unspecified emor]
06/19/2023 19:12'58 PRTA. Device [DigpiayTest] FAILED 1o process 1ag [IDINT2S). Error count: 1
06/19/72023 191258 PIL <ETH_IP= protArraySet error, rc = 847 [CIP Status Oufl. Unspecified enror]
061972023 191115 PRTA Device [DispiayTesl] suppressing additional emors for tag {IINT28}
061972023 19:11:15 PIL <ETH_IP> protAraySet errar, rc = 947 [CIP Status 0fl, Unspacified enor]
061972023 1911115 PRTA Device [DisplayTest] suppressing additional ermors for tag {IDINT2S)
06/19/2023 19:11:15 FIL <ETH_IP= protarraySet arror rc = 947 [CIP Status 0xfl, Unspacified error] -
. . .
3. From the drop down list, select Engineering:
| Engineering W |
Emars
Hiebool

The following updated list appears:
Logs
H“HHHWH Elp)  ewer Jon

Date Modube. Description
06/20:2023 20:21:31 EXP Successtully exported g ERROR’
06/20/2023 20:02:53 SKTS QOpening WS Ul connection for 192.168.113.14:49454, (prowy 127.0.0.1:12]
0B/20/2023 16:00.48 SKTS Closing WS UI connection for 192.168.113.4:50770, [praxy 127.0.0.1:12]
08202023 13:24:45 PRTA - Starting. Watchdog Monitor
062072023 13:24:45 PRTA Engine starting
OE20i2023 13:24:45 PRTA Enging stopped.
0B/20/2023 13:24:45 PRTA Notification of configuration change
06/20v2023 13:24:12 PRTA Device [DisplayTest] suppressing additional errors for tag {lINT25}
06/20/2023 13:24:12 PIL <ETH_IP> prolAmaySet efror, 1 = 947 [CIP Status 0xMf, Unspécified error]
DE20:2023 13:24:12 PRTA Device [DisplayTest suppressing additional errors for tag (IDINT28]
06202023 13:24:12 PiL <ETH_IP> protAmaySet emor, rc = 947 [CIP Status 0xff, Unspecified error]
08/20/2023 13:24:11 PRTA Davica [DisplayTest] FAILED to process tag [IINT2S). Erter count: 2
06202023 13:24:11 PiL <ETH_IP> protArraySel emor, rc = 947 [CIP Stalus 0xff, Unspecified ermor]
0B/20/2023 132411 PRTA Device [DisplayTest] FAILED to process tag IIDINT2S). Enor count: 2
0820:2023 132411 PiL <ETH_IP> protAraySet emor, re = 947 [CIP Status 0xff, Unspecified error]
06/720:2023 13:24:10 PRTA Device [DeplayTest) FAILED to process 1ag (INT2S). Enor count: 1
0672072023 13:24:10 PiL <ETH_IP> protAmaySet emrer, rc = 947 [CIP Status 0=, Unspecified emor]
06/20:2023 13:24:10 PRTA Device [DisplayTest] FAILED to process tag (IDINT2S). Ermor count: 1
0B/2072022 13:24:10 PIL <ETH_IP> protArraySet emor, re = 047 [CIP Status 0xff, Unspecified error]
0B/20/2023 13:24:10 PRTA == Starting. Interval lag map "DisplayTest’
0B/20v2023 13:24:10 PRTA - Starting: Device name DisplayTest”
06202023 13:24:10 PRTA - Starting: Watchdog Monitor
08202023 13:24:09 PRTA Engine starting
082072023 13:24:09 PRTA Engine stopped.
082072023 13:24.09 PRTA Notification of configuration change
08/2072023 12:35:22 SKTS Opening WS Ul connection for 192.168, 113 4.50770, [proxy 127.0.0.1:12]
08/19/2023 20:43.22 SKTS Closing WS Ul connection for 192.168.113.10.52680, [proxy 127.0.0.1:12]

View the following options:

e Date. Lists time and date stamp associated with the error as
MM/DD/YYYY HH/MM/SS where MM is month, DD is day,
YYYY is year, HH is hours, MM is minutes, and S is seconds.

e Module. Lists firmware module associated with message.
e Description. Lists engineering message with description.
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Section 3.17
Viewing the
Reboot Log

4. To refresh the information you are viewing, click the following button:
B
=
5. To export and download the engineering entry data to a storage device,
click the following button:

b

The software informs you when the download is complete:

9 Download completed
100%

6. Click Ok.

Depending on the browser, browser settings, and computer operation
system, you may be prompted to choose your download location, or the
exported file is downloaded to the Downloads directory.

Lists messages logged during a reboot of the Gateway with the exception of a
reboot caused by a loss of power. Power can be lost through a power outage, or
by disconnecting the power cable from the GW (or the power supply), or by a
wiring fault. When the Gateway experiences a power failure, it restarts once it
has power again. During the restart, database integrity is also checked.

You can navigate through these pages using the provided buttons. These allow
individual page, next or previous, and end or beginning of page selection. You
can also enter a number in the Page field to go directly to a page in the log file.

When the log reaches 10 Mbytes in size, the log size is reduced to half the
current size using first in, first out to reduce the size.

When a Gateway is reset to factory default settings, the Reboot log is retained.
You may export up to 1000 lines of the reboot log to a downloadable .csv file.
To view the Reboot log:

1. From the DIAGNOSTICS menu, select Logs:

[

[}y DIAGNOSTICS
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The Errors Log appears:

Logs
Errors o «cI?JdSGTBDWDM Page 1 of 13
Date Modula Description
062002023 13.24.12 PRTA Device [DisplayTest] suppressing addiional errors for tag JINT2S) -
0672012023 13:28:12 PIL <ETH_IP> protAfraySet effor, ic = 947 [CIP Statug 0, Unspaciied eiror]
0672072023 132412 PRTA Device [DrsplayTest] suppressing additional errors for lag (IDINT28}
062012023 13:24:12 FiL <ETH_IP> protamaySet amor, ic = 947 [CIP $tatus 0xff, Unspecified emor]
082002023 13:24:11 PRTA Device [DisplayTest] FAILED o process tag {IINT28). Ertor count 2
06/20/2023 132411 PIL <ETH_IP> protasraySet error, 1c = $47 [CIP Status O, Unspecified etror]
062012023 132411 FRTA Device |DisplayTest] FAILED 19 process 139 {IDINT2S). Eror count: 2
06202023 132411 PIL <ETH_IP> protArraySet emor, 1c = $47 [CIP Status (uff, Unspecified emor]
0672002023 13:24:10 FRTA Device [DisplayTest] FAILED to process tag {IINT2S). Error count: 1
06/20/2023 132410 PIL <ETH_IP> protArraySet error, tc = $47 [CIP Status (uff, Unspecified error]
062012023 13:24:10 PRTA Device [DisplayTest] FAILED to process tag {IDINT2S). Error count: 1
062072023 132410 PiL <ETH_IP> prolAmraySel emor, 1¢ = 947 [CIP Status 0:ff, Unspecified emor]
06192023 19:13.00 PRTA Device [DisplayTest] suppressing additional emrors for tag {IINT2S)
0671912023 18:13:00 PIL <ETH_IP> protasraySet aror, rc = 947 [CIP Status 0uf, Unspecified emror]
06/19/72023 19:13.00 PRTA Device [DisplayTest] suppressing additional efrors fof tag IDINT2S)
06/18/2023 19:13.00 FiL <ETH_IP> protaraySel ermor, rc = $47 [CIP Status 0xff, Unspecified emor]
06/19/2023 19:12:59 PRTA Device [DisplayTest] FAILED to process tag {IINT2S}). Error count: 2
06/19/2023 19.12.59 PIL <ETH_IP=> protAmraySet eror, rc = $47 [CIP Status 0:ff, Unspecified error]
06/18/2023 19:12:59 FRTA. Device [DispiayTest] FAILED to process 1ag {IDINT2S). Error count: 2
06/1972023 19:12:59 PIL <ETH_IP> protArraySel emor, 1c = 947 [CIP Status 0:ff, Unspecified emor]
06192023 191258 FRTA Device [DisptayTest] FAILED to process tag {IINT2S}. Eror count: 1
061912023 19:12:58 PIL <ETH_IP> protasraySet arror, ¢ = 347 [CIP Status 0w, Unspecified emor]
06/19/2023 19:12.58 FRTA Device [DisplayTest] FAILED to process tag {IDINT2S). Error count. 1
06/1912023 19:12:58 PIL <ETH_IP> prolasraySet efror, ¢ = 947 [CIP Status 0, Unspecified errer]
061972023 19:11:15 PRTA Device (DispiayTest] suppressing additional erors for tag (INT2S]
06192023 19:11:15 PIL <ETH_IP> protArraySet emor, rc = $47 [CIP Status 0uff, Unspecified emor]
061912023 19:11:15 PRTA Device |DisplayTest] suppressing additional efmors for tag {IDINT2S)
06/13/72023 19:11:15 FIL <ETH_IP> protArraySet error, 1c = 947 [CIP Status 0:. Unspecified emor] -

2. From the dropdown menu, select Reboot:
| Enginee

v]

Ermars
Enginaanng

A list of messages triggered during each Gateway reboot appears:

Logs
—~
Reboot ~ = J-pJ Page 1 ot1
Date Module Description
O0B/1B/2022 12:51:08 RBOOT Update complete. Rebooting -
060972023 120546 REOOT Upcate complete. Rebooing
DEO2/2023 18:08:14 RBOOT Syslem Is rebooting by user request
06/02/2023 16:48:18 REOOT Databases have been restored. Rebooting
05/01/2023 22:22:26 REOQOT Update complete. Rebooting
0092023 20:32:28 RBOOT Update complete. Rebootng
MH5R2022 173408 RBOOT System is rebooting by user reques!
111102022 20:53:35 RBOOT Update complete. Rebooling
1110172022 09:43:39 REOOT Update complate. Rebooting
1073172022 12:38:52 RBOOT Update complete. Rebooting
10172022 02:29:15 REQOT Update complete. Rebooting
00/19/2022 13:25:14 RBOOT Update complete. Rebooting
00912022 16:24:02 RBOOT Update complete. Rebooting
08/08/2022 14:41:48 REOOT Update complite. Rebooting
OWO2022 02:54:44 REQOT Update complete. Rebootng
OB30/2022 00:33:25 REOOT Syslem s rebooting by user reques!
08/30/2022 00:23:49 REOOT System is rebooting by user request
082712022 14:19:50 REOOT Update complete. Rebooting
082372022 143309 REQOT Update complete. Rebooting
0152022 185331 REQOT Update complete. Rebooting
08/09/2022 17:01:00 RBOOT Update complate. Rebooting
080172022 21:33:09 RBOOT Update complete. Rebooting
0772512022 14:41:56 RBOOT Update complite. Rebooting
072172022 14:25:14 REBOOT System is rebooting by user reques!
OT2112022 14:.14:44 RECOT Update complete. Rebooting
07192022 16:02:47 RBOOT Update complete. Rebooting
07/05/2022 14:44:22 REOOT Update complete. Rebooting

3. View the following options.

e Date. Lists time and date stamp associated with the error as
MM/DD/YYYY HH/MM/SS where MM is month, DD is day,
YYYY is year, HH is hours, MM is minutes, and S is seconds.

e Module. Identifies the RBOOT module.
e Description. Lists reboot entry description.
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The refresh button is disabled for the Reboot log as entries only get
added to the log during a reboot:

~u
L

4. To export and download the reboot data to a storage device, click the
following button:

b

The software informs you when the download is complete:

0 Downioad completed
1005

5. Click Ok.
Depending on the browser, browser settings, and computer operation
system, you may be prompted to choose your download location, or the
exported file is downloaded to the Downloads directory.

Section 3.18

Performing

Maintenance

Tasks
You can reboot, backup Gateway data, update firmware, reset the Gateway to
factory default settings, restore data, and upgrade protocols.

1. To access maintenance options, mouse over the MAINTENANCE menu
and select the option:

Upgrade P

e Rebooting the Gateway

e Resetting the Gateway to Default Configuration
e Backing Up Gateway Data

e Restoring Gateway Data

e Updating Firmware

e Upgrading Protocols

3.18.1 Rebooting the Gateway
Restarts the Gateway. Rebooting is one of the steps to take if your Gateway does
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not function correctly for any reason. Often, refreshing the browser will fix issues
with the UL If this does not fix the issue, rebooting is the next step to take. The
reboot usually starts your Gateway with all services restored and running
properly.
To reboot the Gateway:

1. From the Maintenance menu, select Reboot:

J"‘ MAINTEMANCE

The following dialog appears:

| = |

2. Confirm the reboot:

e Yes. Reboots the Gateway and exits the Gateway user login.

e No. Exits without rebooting the Gateway.
The software reboots the Gateway:

Once the Gateway has fully rebooted, the firmware lets you know when
the connection is re-established.

3. Click Ok.

3.18.2 Resetting the Gateway to Default Configuration

Resetting a Gateway to its factory default configuration using the software
removes all user-entered data that is on the Gateway. It does not affect the
Protocol level of the device. If a device has been upgraded, a reset does not
downgrade the level.

The Gateway reset to default returns the Gateway to its factory configuration
settings as follows:

e The default device network configuration, including address set to Static
IP address of 192.168.1.100.

e Time is configured as Manual, DST unchecked, NTP update rate set to 1
Day, NTP server address set to Spectrum NTP 1, GMT Offset set to
GMT-07:00 Mountain Time (US & Canada).

e Security is set to no MAC addresses entered, Blacklist selected, Enabled
deselected; Ping Allowed.
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e Login password is set to default value (Spectrum). User name (admin)
is not editable.

e All devices, tag maps, and configured traces are removed, with the
exception of $User device, and the $System device and its tags. Any tags
added to the $User device are removed.

e User-configured Identification information is cleared.
e Tag Maps are removed.
e All trace files and logs are cleared, except for the Reboot log.

If the reset to default fails, try resetting the Gateway to factory defaults once
more. If the reset still fails, the Gateway will be in an error condition. If this
happens, call Technical Services for further help.

To reset the Gateway to factory default settings using software:
1. From the Maintenance menu, select Reset to Factory Defaults:

A~ MAI NCE

Reset to Factory Defaults

Upgrade Prot

The following dialog appears

9 Are you sure you want to resel this Gateway back to factory defaults?

“

2. Confirm the reset:
e Yes. Restores the factory default settings and exits.
e No. Exits without restoring the factory default settings.

3. The software informs you when the reset is done and reboots the
Gateway.
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NOTE

You may also choose to reset the Gateway using the Reset switch on the
Gateway front panel. Resetting the Gateway using the Reset switch
provides two options. You can:

e Retain its current configuration. To do so, insert a paper clip into
the Reset switch on the Gateway and press gently and briefly, for
0-15 seconds. While pressing the button during the first 15
seconds, the display reads Release for Reboot alternating with
For Defaults Hold xx sec. The xx is a countdown starting from
15. From 15 seconds on, the display read For Defaults Hold xx
sec. Once the Gateway starts to reboot, it restarts all processes,
and checks database integrity. If the database is missing or
corrupt, a new default database is created. This allows you to log-
in and restore a back-up.

e Reset to factory defaults. Insert the paper clip and press gently for
more than 15 seconds. From 15 seconds on, the display read For
Defaults Hold xx sec. Once the Gateway starts to reboot, it
restarts all processes, and checks database integrity. If the
database is missing or corrupt, a new default database is created.
This allows you to log-in and restore a back-up.

e [fthe software does not respond to a reset or reset-to-defaults
request via reset switch, you must cycle power by disconnecting
and reconnecting the power cable.

NOTE

The Gateway may also become unresponsive if you double click the
switch. You will need to cycle power.

3.18.3 Backing Up Gateway Data

We recommend that you regularly make a copy of all the data on your Gateway
on a separate device, such as a personal computer or other storage device.

NOTE

If you are restoring a backup file from a Gateway running version 2.01 or
older that includes a Modbus device with array tags that are longer than
the length limits on the device to which you are restoring, you will have
an invalid configuration and an invalid tag that needs to be corrected.
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To back up your data:
1. From the Maintenance menu, select Backup:

NOTE When you back up your Gateway, if you have configured Ethernet Server
devices, you may want to make a note of the current network

@ configuration to keep with the backup file. If the network configuration of
the Gateway to which you later restore the backup differs from the

network configuration of the Gateway from which you saved the backup,
your Ethernet Server devices may have unconfigured addresses after
restoring.

Similarly, if you restore the backup on a Gateway with a different network
configuration, the IP addresses for other Ethernet devices may also be
incompatible with the network configuration after the restore completes.

2. Click Ok to continue. The User Interface informs you when the backup
and download are completed:

3. Click Ok.

Depending on the browser, browser settings, and computer operating
system, you may be prompted to choose your download location, or the
exported file is downloaded to the Downloads directory.
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3.18.4 Restoring Gateway Data

Restores a previous data backup on the Gateway. In order to restore to a
Gateway, you must have a previous data backup file. See Backing Up Universal
Gateway Data:

During a Gateway restore operation, there is no change to the network
configuration, the administrator password, or protocol level.

You cannot restore the Gateway data using a backup saved from a non-
Gateway-related device or from a P2 to a P1 Gateway.

Restoring a P1 backup to a P2 device does not affect the P2 protocol
level.

Restoration from a backup containing Ethernet Server devices that have
an IP address that is not currently available on the target Gateway results
in the device address being set to Unconfigured. Any tag maps
associated with the updated device are deactivated and cannot be
reactivated until the device address is set to a valid network address.

Restoration from a backup containing Ethernet Server devices that have
an IP address, but that IP address exists on a different Network than the
backup Network will change the Network ID for that device to the new
Network ID for the target Gateway.

Restoration from a P2 backup to a P1 device is blocked.

If the backup contains one or more Ethernet Server devices where the IP
address configured for a Ethernet server device in the backup exists in
the network configuration for the Gateway that restored the backup, but
the Network ID for that address in the backup differs from the Network
ID for the address in the current network configuration, the Address field
for the Ethernet server device will reflect the new Network ID.

Model number, network configuration, including MAC addresses, the
password, and serial number all remain the same as they were before the
restore.

To restore a data backup:

1.

From the Maintenance menu, select Restore:

#~ MAINTEMANCE

Update Firmware

Upgrade Protocols

2. A file selection dialog appears. If necessary, navigate to the directory in

which your backup files are located.
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This directory can be on a personal computer drive or a network server:

1T his PC 3 Downloads

File name: | 20230602_164104_TagsinMaps_backup.zip - All Files (=)

[Capen

3. Select the correct file.

NOTE If you are restoring a backup file from a Gateway running version 2.01 or
older that includes a Modbus device with array tags that are longer than

@ the length limits on the device to which you are restoring, you will have
an invalid configuration and an invalid tag that needs to be corrected.

NOTE Before you proceed with restoring your Gateway, the software informs

you that restoration does not restore the network configuration that
existed when you saved the backup you are about to use. If your backup
includes Ethernet server devices, IP addresses that were configured on
your Gateway when the backup was saved, but that are not configured on
the Gateway to which you are restoring the backup, those addresses will
be unconfigured after the restoration completes. All active tag maps using
tags from devices with an unconfigured address are also deactivated. You
will need to reconfigure the affected devices and possibly may have to
reconfigure your network to ensure your tag maps function properly after
restoration.

To continue, click Yes:

—

4. The software informs you that it is restoring the backup on the Gateway.
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5. Once the Gateway has been restored and has rebooted, the firmware lets
you know when the connection is complete:

0 onnection re-established

6. Click Ok.

The Gateway returns you to the same page you were on when you
rebooted.

3.18.5 Updating Firmware

Replaces firmware on the selected Gateway. The firmware is the software that
runs your Gateway. The update functions as follows:

e Replacing firmware does not change, replace, or delete your data or
settings on the Gateway.

e You cannot install any 2.0n.nnn version of the software on a Version 1
Gateway.

e Ifthe Gateway loses power during an update, the Gateway reboots
normally to the previous firmware version when power is restored.

e  You cannot install an earlier version of the firmware than the version
currently present on the Gateway.

e  You cannot install firmware for a different product or company (for
example, the InView) on the Gateway.

NOTE Before updating your Gateway, back up your existing database files. This
provides a safety feature so that your data remains intact and can be

@ restored if you encounter problems with the update. To back up your files,
see Backing Up Gateway Data.

To update firmware:
1. From the Maintenance menu, select Update Firmware:
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A file selection dialog appears.

[ @ oper

Frle pame . Al Files [*.%)

Open

Navigate to the directory in which your firmware file is located. This
directory can be on a personal computer drive or a network server. Select
the correct file. Example: name n.nnn.tar.gz where n.nnn is the version.
The software lets you know the upgrade has started and loads the
selected firmware onto the Gateway:

0 ploading File... Block 116 of
|
A%

The software also informs you about progress as it is installing the
update:

The software informs you when the update is completed and reboots the
Gateway.

Once the Gateway has fully rebooted, you must log back in. The
firmware informs you that the firmware update was completed:

v

4. Click Ok. The software then returns you to the same page you were on

when you rebooted.

3.18.6 Upgrading Protocols

Allows you to access additional protocols purchased with an upgrade. Models
WP-G-222-P1/WP-G-242-P1 support Modbus ASCII, Modbus RTU, Modbus
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TCP, Ethernet/IP, and EtherNet/IP-PCCC protocols. You may purchase an
upgrade key to access DF1-PCCC, DF1-CIP, PPI Serial, and S7comm protocols.

NOTE Before upgrading your Gateway using a key to allow you to access
additional protocols, be sure to back up your existing database files. This

@ provides a safety feature so that your data remains intact and can be
restored if you encounter problems with the protocol upgrade. To back up

your files, see Backing Up Your Gateway Data. If at any point you need
to do a factory reset of your Gateway, your upgrade is retained.

To upgrade protocols:
1. From the Maintenance menu, select Upgrade Protocols:

The following dialog appears:
Upgrade Protocols

Step 1

MAC Address: 0202:02:EA:BE:CA

Model Number: WP.G-242.P2

Step 2:

Upgrade Key L

2. You should already have provided your distributor with email and
contact information, the MAC Address for your Gateway, and purchased
the upgrade. To complete the upgrade, copy the 52-digit upgrade key you
received into the Upgrade Key field.
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3. Click Submit. The software informs you that the upgrade has started,
and asks you to wait, informs you when the file is uploading, and when
the upgrade is completed, then reboots the Gateway.

Section 3.19
Changing
Password

To guard against unauthorized access to settings and log information, access is
restricted by password. The Gateway allows you to change the password for the
user interface. Passwords must use a minimum of 8 characters; a maximum of

63.

To change the password for accessing the module:
1. Click the following button:

The Change Password dialog appears:

Change Password '

Current Password: | i
New Password: *
Confirm: -

2. View or specify the following options:

Current Password. Enter the password you used to log onto the
user interface.

New Password. Enter the new password.

Confirm. Re-enter the new password for confirmation.
Submit. Saves the new password on the module.

Cancel. Retains the current password without changing it.

3. Submit. Applies the new password.

4. Cancel. Cancels the change to the new password.
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Technical Reference

The technical reference contains reference material that provides greater detail
about some of the Gateway functions than you find in the general body of the
documentation.

Section 4.1

About Bit

Copying Operations
The software allows for copies between bit (BOOL) and other numeric types.
Example: You may copy 16 BOOLs to an INT or vice versa. The copy from
source to destination is treated as a byte copy operation; that is, both source and
destination buffers are interpreted as contiguous arrays of untyped bytes. No type
conversion is performed. The destination is initially set to all zeros. The
following rules also apply:

e Ifsource and destination are the same size, the entire source array of
bytes is copied to the destination.

e Ifthe source is smaller than the destination, all bytes of the source are
copied to the destination with the remainder of the destination being set
to zero. Bytes will be transferred to the low order portion of the
destination.

e Ifthe destination is smaller than the source, the low order portion of the
bytes from the source is copied to the destination.

The following table contains examples of allowed copies from a source data tag
of one data type to a destination of a different type. Strings are excepted. A string
can only be copied when both source and destination tags are of the type
STRING:

Source Destination
INT[1] BOOL[16]
BOOL[16] | INT[1]
SINT[4] DINTJ1]
DINTJ1] SINT[4]
REAL[1] | SINT[4]
SINT[4] REALJ[1]
INT[2] DINTJ1]
DINT[1] | INT[2]
REAL[1] | INT[2]
INT[2] REALJ[1]
DINTJ1] BOOL[32]
BOOL[32] | DINTJ1]
Because no type conversion is performed, the value of the destination tag after a
copy may not be what you expect. The following table assumes the same
endianness for source and destination with no byte or word swapping:
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e Single tag-single tag copies:

Source Destination
Type Source Value(s) Type Destination Value Motes
Single tag to single tag copies
Source and destination are the same size

INT -1 USHORT 55535 Source and destination are
[OwFFFF) [OwFFFF) the zams

USHORT 55535 INT -1 Source and destination are
[OwFFFF) [OwFFFF) the zams

REAL 3.14159 DINT 107 B53OO00 Source and destination are
[OwaDas0fd) [owanasofda) the zams

DINT 1078530000 REAL 3.14159 Source and destination are
(Dm0 50FdD) (Ot 0 SO dO) the same

Source is smaller than destination (source is copied to the low order portion of the destination]

SINT 13 INT 13 High~order portion of
[owDD) [OmR0D) destination i unaffected (may
mot be zero)
SHORT 14440 REAL 2.0235E-41 High-order portion of
[Ow3BEE) [OwDO003BEE) destination is unaffected (may

mot be zero)

Source is larger than destination [ the low order portion of the source is copied to the destination)

INT a5 BOOL o Last {lowest order) binary
[om2E] [ioma0) digit of source is 0

REAL 2.7T1E2E SINT 77
(O 2 df B d) (om0} Low order byte i copied

e Array-to-array copies. The Gateway supports tag arrays as both source
and destination tags in tag maps. Using arrays allows for faster tag

copying:
Source Destination
Type Source Value(s) Type Deastination Valus Motes
Array to array copies
Source and destination elements are the same size
INT[3] -2, 15, 38 UsHORT[Z] 65534, 15 Last element of source is
[CFFFE, OmDOOF, 0x2E6) [CFFFE, 0=DOOF) not copied to
destination
USHORT[Z] 65534, 15 INT[3] -2, 15 Last element of
[OxFFFE, 0mDOOF) [OxFFFE, OmDOOF) destination is unaffected
REAL[Z] 101,125, 48.875 DINT[3] 1120550912, 1111719536 Last element of
[OxdZ2cad00ad, ded 243E000) [OxdZcad000, d243E000) destination is unaffected
DINT[3] 1120550912, 1111719536 REAL[Z] 101.125, 48.875 Last element of source is

[OxdZcad00d, dxd243E000)

[OxdZcadn0d, dxd243E000)

not copied to

destination
Source slements are smaller than destination elements (multiple source elements are copied to each
destination element)

BOOL[A] 0,1,1,1,1,0,0,1 SINT[2] 156 Last element of

[omBE) [oxoe) destination is unaffected
SINT[4] 123, 60, 77, -124 UDINT[2] 2067540572 Last element of

[Ox7B, O3 C, Ox4D, OxE4) [ox7b3cadBd) destination is unaffected

Source elements are larger than destination elements (each source element occupies multiple destination
elements)

DINT[Z] 355042464, 3575719680 INT[3] DogRd, 54305, 0084 only low arder bits of
[0xD4212700, 0xD5212700) (%2700, 0xd421, Ox2700) the second source
element are copied to
the destination
REAL[Z] 15.0, 25.25 BOOL[E] 0,0,0,0,0,0,0,0, only low arder bits of
[Ox41700000, dxd 1cabO00) [ox00a) the first source element

are copied to the
destination
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e Single tag-to-array copies and array-to-single tag copies follow the same
rules as array-to-array copies. The single tag is interpreted as an array of
one element.

e String-to-string copies. Gateway only supports string array copies for
EtherNet/IP and DF1-CIP protocols. String arrays are two-dimensional
structures. A sequence of single characters forms a string, and a sequence
of strings is arranged as a list. A sample string array from automation
software for an EtherNet/IP device is provided below:

= stamay | e L STRING[20)
- stramay1[0] 000’ § .1 STHHG
+ strarayl[1] '111° i | STRING
+ slramapl[2] '222° fonsl | STRING
+ stracayl[3] *333° | STRING

Section 4.2 About Bools and EtherNet/IP CIP

NOTE

@

EtherNet/IP CIP does not support a Bool data type. For information on
how to pass Bools (Bits), please see Bools and EtherNet/IP CIP below.

When creating tags that will be used for an EtherNet/IP server, it is important to
remember two things with regards to messaging from an EtherNet/IP client (the
Allen Bradley PLC) to a EtherNet/IP server (the Gateway).

First, the source and destination tags in the PLC’s message instruction must be of
the same type (you cannot message from an INT to a DINT for example).

Second, Bools are not a supported data type so if you need to pass a bit or bits, it
must be packaged into a complete word (a SINT for example) and extracted after
it has reached the PLC. Because of this, when creating a Bool tag in the Gateway,
you are actually creating a SINT data file. When the Gateway is operating as a
client and uses a Bool data type tag, it deals with the packing and unpacking of
the bit (or bits) on both ends so there is nothing that needs to be done outside of
that process.

However, when the Gateway is operating as a EtherNet/IP server, it does not
unpack the bit(s) because the PLC can’t read or write them, so the data type
remains as a SINT. This means that when writing or reading bits to and from a
Gateway EtherNet/IP server, the message instruction (CIP Data Table
Read/Write) should be configured to use SINTSs.

It is important to note that when bridging protocols within the Gateway, you can
mix data types with the exception of STRINGS. For example, if you have a
Modbus RTU device and you need to monitor the status of a coil, you can take
the coil data (a Bool) and move it into a SINT, INT or DINT keeping in mind
that it will be represented by bit 0 in the word it is moved to. The Gateway will
also allow you to move an array of Bools into a single word. For example, if you
have 5 Modbus Coils that need to be monitored, you can create a Bool array that
is 5 elements long and move the array into a single SINT. Bits 0 through 4 will
represent the 5 Bools in the order they are in the array. If you create an array that
is longer than 8 Bools, but less than 17, the Gateway will create an INT instead
of a SINT and likewise, if the array is longer than 16 Bools but less than 33, the
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Section 4.3

Gateway will create a DINT. This is important to remember because the data
type that is created is what will need to be used in a message instruction from the

PLC.

About Copy Triggers

There is no user control over order of copy operations. However, all tags on a
source device are read before any are written to the destination device.

NOTE

@

If you use an array tag as a trigger tag, be aware that the copy will only be
triggered when the element at index 0 changes. Changes to other elements
will not initiate a copy operation.

There are three types of triggers for the tag copy operation:

A Periodic Schedule. A copy action is executed periodically, with the period
ranging from 1 millisecond to 1 day with the following restrictions:

If the copy operation takes less than the period, the next copy operation
begins as soon as the period expires, starting from the initiation of the
previous copy operation. For example, if a period of 1 second is specified
and the Tag Map cycle takes 100 ms, then the next cycle starts 900 ms
after the completion of the copy operation.

If the copy operation takes longer than the period, the copy operation
completes as soon as possible and the next copy operation begins
immediately. In this case, the tag map copy operation runs continuously.

The Time of Day Schedule. A copy action is executed at a specific time each

day.

On Change. A copy action is executed when a specific tag changes value. On
Change does not include a polling rate when the specified tag is an Ethernet
Server tag. If a trigger tag belongs to an Ethernet Server device, the change in
value is detected immediately without needing to poll. In all other cases, a
change to the trigger tag is determined by polling the tag. Polling restrictions are:

Polling applies to all client devices and to EIP Servers if the tag is an
assembly object tag.

The Gateway supports polling rates from 10 ms to 1000 ms.

If an array is designated as a polling tag, the first element of the array is
used as the trigger tag.

If the On Change tag belongs to an EtherNet/IP device and is a 4C/4D
tag or it belongs to a Modbus Server device, a direct event is used to
trigger change notifications and polling is not required.
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Section 4.4
About DirectNET
Addressing

Section 4.5
About Gateway
File Exports

Consult the user reference manual titled "DirectNET Reference Manual" from
Automation Direct (Manual Number: DA-DNET-M). In addition, manual(s) for
the specific programmable controllers (PLCs) that are involved should be
consulted to obtain the V memory address cross references for the starting offsets
and memory ranges for the particular data types being accessed.

The Gateway handles the details of the DirectNET communications described in
the "DirectNET Host Communications Programs" portion(s) of the manual. In a
few situations, such as when access to required memory types via V memory is
not supported or V memory access isn't supported at all, understanding the
format and encoding of the DirectNET/CCM/HostLink request header will prove
beneficial. Variable memory/system data in these situations may still be accessed
using the supported "DirectNet Reference Address" style of gateway tag
addressing.

Gateway tag address notation for DirectNET/CCM/TI HostLink may be denoted
in either of two supported formats. There is the most commonly used V memory
addressing format with octal address values (VO - V177777). This address
notation supports access to most of the data types of DirectLOGIC products.
Cross reference information is available in the previously mentioned documents.

For other situations and PLCs, there is the "DirectNet Reference Address" style,
consisting of, in order, one or two HEX ASCII values for the DirectNET "Data
Type"/GE "CCM Memory Type", a colon and finally the hexadecimal
DirectNET Reference Address. Consult the DA-DNET-M manual appendix
"Data Types and Memory Map" for the pertinent DirectLOGIC device for more
details on what values to use for the "Data Type" and "DirectNET Reference
Address".

Diagnostic Status Words are available for diagnosing errors that occur during
data transfers. These are not accessible via V memory. They must be accessed by
using the "DirectNet Reference Address" style of tag address. Consult available
documentation for the given PLC as some may only support reads/writes of the
entire collection of diagnostic words at a time or may ignore the beginning
address/offset.

The DirectNET Reference Address for these Diagnostic Status Words is 39:0000,
where 39 is the hexadecimal value for the ASCII code that represents the number
9 (HEX ASCII) and the offset zero in hexadecimal being the start of that data
type's memory range.

The following table explains how Gateway names and identifies files that are
exported. You can change the default names when saving the downloaded files.
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File Type

Default File Name

Device Export
File

Format:
A time stamp of the form yyyymmdd hhmmss_ (the hour is given in 24-hour time).

The unit name followed by an underscore if one is configured on the Identification
page or just an underscore if there is no unit name.

The constant string “Device

The device name (for $System or $User, the dollar sign is replaced by a dash; spaces in
the names are replaced by an underscore), followed by the extension “.zip”.

Tag Export File

Format:
The constant string “TAGS .
The device name, followed by the extension “.csv”.

Tag Map
Export File

Format:

A time stamp of the form yyyymmdd hhmmss _(the hour is given in 24-hour time).
The tag map name followed by an underscore.

The constant string “TagMaps.zip”.

Logs Export
File

Format:

The unit name followed by an underscore if one is configured on the Identification
page or “Gateway " if there is no unit name.

The log type (either “ERROR_”, “ENG_", or "REBOOT ".

A time stamp of the form yyyymmdd hhmmss _(the hour is given in 24-hour time,
followed by the extension “.zip”.

Backup File

Format:
A time stamp of the form yyyymmdd hhmmss _(the hour is given in 24-hour time).

The unit name followed by an underscore if one is configured on the Identification
page or just an underscore if there is no unit name.

The constant string “backup.zip”.

Trace
Download File

Format:

A time stamp of the form yyyymmdd hhmmss_ (the hour is given in 24-hour time).
The trace name followed by an underscore.

The constant string “trace.zip”.

Diagnostics
File

Format:

A time stamp of the form yyyymmdd hhmmss- (the hour is given in 24-hour time).
The unit’s 12-digit base MAC address (without separators) followed by a dash.
The constant string “snapshot.zip”.
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Section 4.6
About 1-Based
Addressing

One aspect of Modbus that generates a fair amount of confusion is the “Modbus
Base X Addressing”. There are two Base addresses, 1 and 0. Modbus addressing
has two components to it, the physical memory location, which is where the data
is actually kept in the device’s memory, and the nomenclature (or logical) which
represents the user interface. Because PLC memory is binary, its location for
both Base 1 and Base 0 addressing always starts with a physical address of 0.
However, with Base 1 addressing, the first memory location is represented with a
“1”. For example, the Holding Register 40001 represents the physical memory
location “0” or the “first” register. With Base 0 addressing, register 40001
represents the second physical memory location which is location 1 (because the
first location is 0). Refer to the following table:

Values are:
Base 1 addressing logical | 40001 40002 40003 40004 40005
Base 0 addressing logical | 40000 40001 40002 40003 40004
Physical location O/First | 1/Second | 2/Third | 3/Fourth | 4/Fifth

Section 4.7
About Read/Write
Tag Errors

Because different manufacturers will use different Base addresses, it is possible
to find a scenario where one device is using Base 0 addressing while another is
using Base 1. In situations like this, the Gateway allows you to set the type of
addressing it will use when communicating with the device it is connecting to,
Base 1 or Base 0. This allows you to set the correct address for the tag without
having to use an offset.

Read/Write tag errors are treated as follows:

e Ifan error occurs while reading from a device, both the source tag value
and the destination tag value are displayed in the Live Tag Map Viewer
as "{ERR}".

e Ifan error occurs while writing to a device, the Destination tag value is
displayed in the Live Tag Map Viewer as "{ERR}"

e Whenever a tag cannot be read or written, an entry is also made to the
error log.

e [f copying for a tag map is triggered by a change in the value of a trigger
tag and that tag cannot be read, no attempt is made to read either source
or destination tags. If the trigger tag does not change value very often, it
may be some time before the source and destination tags are processed.
In either case, the software provides this information to the software user
interface, which displays a triple dash for source and destination values
instead of “{ERR}.” This differentiates between not yet having
attempted to read or write a tag and encountering an error when a read or
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Section 4.8
About Tag Map
Data Traces

Section 4.9
About Testing
Connections

write is attempted. The current trigger tag value is provided to the
software user interface using the same three values.

You may run tag map data traces for both Ethernet and serial devices. If you
define an INPUT and OUTPUT trace for a single device, then only one trace will
run. If you configure a trace with different inbound and outbound devices, the
software records two separate trace logs for inbound and outbound traffic.

You may navigate away from the Diagnostics dialog while a trace is running. If
you navigate away from the dialog, the Gateway software provides a menu bar
user notification when data capture is complete. No notification is provided on
the Diagnostics page.

The user interface provides status messages as follows:

e IDLE. Trace has not been run since last reboot. After a reboot, the status
for all trace definitions is reset to IDLE.

e IN PROGRESS. Trace is currently running.
e COMPLETE. Trace has completed.
e ABORTED. Trace was stopped before the entire timespan elapsed.
If you reset to factory defaults, all trace logs are deleted.
The software automatically removes trace logs that are more than 10 days old.

The following information is provided to help you configure and troubleshoot
protocol communication between external serial devices and the Gateway.

The tables contain information about each serial protocol and an ordered list of
the settings that are attempted when you select the Test Device Connection
button. This testing does NOT perform exhaustive parameter tests. Only the
settings listed are attempted. Lines containing a list of settings for a given
parameter are applied in the given order, from left to right. The final parameter of
the entire parameter list for the given protocol is the one that will be incremented
most often during the operation. In general, the baud rate remains consistent
while checksum, where applicable, and word-size parameters (parity and stop
bits) are changed more often. Once all combinations listed for the given serial
protocol have been exhausted, the Test Connection option reports the result.
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NOTE

Because of particular protocol implementations, a device connection test
may fail, even though the device is configured correctly. If the device is
online and running, you first reboot the device. If this doesn't help, you
can configure a tag map and run it to verify that the device is configured
correctly. If the tags values are not being copied correctly, you can check
the error log to determine what errors might be occurring. You can also
configure and record a trace to find clues to the solution of the problem.

Rarely, the connection test may fail for a properly configured device even
though the test has passed previously with the same configuration. In this
case, be sure the device is online and running and then reboot the
Gateway. This will generally allow the test to pass again.

4.9.1 Protocol Settings

DF1-CIP

User setting first and then...
Baud Rate: 19200, 38400, 9600
Parity: None, Even, Odd
Checksum: BCC, CRC

Stop Bits: 1

DF1-PCCC

User setting first and then...
Baud Rate: 19200, 38400, 9600
Parity: None, Even, Odd
Checksum: BCC, CRC

Stop Bits: 1

ModbusRTU

User setting first and then...
Baud Rate: 9600, 19200, 38400
Parity: None, Even, Odd

Stop Bits: 1

Word size: 8, 7
ModbusASCII

User setting first and then...
Baud Rate: 9600, 19200, 38400
Parity: None, Even, Odd

Stop Bits: 1
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Section 4.10
Configuring Tag
Data Types

Section 4.11

Word size: 8, 7
DirectNet/CCM/HostLink

User setting only

PPI

User setting first and then...
Baud Rate: 9600, 19200, 38400
Parity: None, Even, Odd

Stop Bits: 1

When configuring tags (or 'named data') on the Gateway to associate them with
the tags defined on connected devices, you must make sure that the:

e Data type in Gateway’s tag properties form for the tag is the same as the
data type of the corresponding tag on the PLC or other device.

e The address of the tag in the PLC or other device and the address in the
tag properties form for the tag must match.

The following rules apply to tag definition:

e Tag names cannot begin with $. This character is reserved for system
definitions that you may not change. If you try to create a tag with a § in
front of it, the name is not accepted.

e The tag name cannot match an existing tag configured for the same
device. If you try to enter a tag name that already exists for the current
device, the software will inform you that a tag with that name already
exists.

Array Length Limits

The Gateway supports user-defined array lengths. The minimum length is one;
the maximum depends on the packet size for the protocol. In practice, this means
the maximum is dictated by the combination of data type and protocol. Each
array element must be the same data type, and the elements must be contiguous
in controller memory. The firmware will enforce valid ranges by not allowing
invalid ranges to be submitted, and by displaying the allowable Array Length for
the data type. The length attribute specifies the number of elements to be read or
written when a tag is configured as an array. For instance, a tag configured on the
Gateway may refer to a device tag at address INT[1000], of which four elements
are of interest, starting at offset 68th element. In this example, the tag address
field would be entered on the Gateway as INT[67] (array elements use zero-
based addressing) and the length field would be specified as 4.

Specifying an offset that would result in an operation that surpasses the controller
defined length of the array results in truncation of the element transfer or an
undefined behavior depending on the type of device/protocol in use.
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The following table provides array length limit ranges for protocols supported on
the Gateway:

EIP-

Data Type ];)FCI(_TC’ Ethernet/IP gﬂ} ) Modbus IS)'17)(Ijomm, gg:&fiin CCMm,
PCCC

SINT N/A 1-480 1-216 | N/A 1-100 N/A

INT/(U)SHORT | 1-120 1-240 1-108 1-126 1-100 1-500

DINT/UDINT 1-60 1-120 1-54 1-63 1-100 1-500

REAL 1-60 1-120 1-54 1-63 1-100 1-500

BOOL 1-500 1-3840 1-1728 | 1-2016 | 1-100 N/A

STRING N/A 1-45 1-4 N/A N/A N/A

Section 4.12

Endianness of Types

Devices may represent byte ordering of types which may not have a compatible
representation on a target device. The Gateway supports optional tag level
markup to provide for an endianness transformation as shown in the table below.
Byte and word swapping are performed for source tags as soon as they are read,
and for destination tags just before they are written to the device. In addition to
native types such as WORDs and DWORDs, STRINGS (array of characters) are
also byte/word swappable.

Declaring that a tag value should be BYTE and/or WORD-swapped allows you
to control swapping at the tag level, instead of at the device level, for all
protocols.

You may combine BYTE SWAP and WORD_ SWAP to form one of four
options:

Bit Field Action

NO TRANSFORM Straight copy

BYTE SWAP Swap 2 bytes within each word
WORD SWAP Swap 2 words within each double word

BYTE SWAP and

WORD SWAP combined within each double word, that is, apply both transform operations.

Combine swapping 2 bytes within each word with swapping 2 words

BYTE_SWAP is defined as interchanging the two bytes of every word.

Source Destination
0x12345678 0x34127856

WORD_SWAP is defined as interchanging the two, 16-bit words out of every
double word.

Source Destination
0x12345678 0x56781234

BYTE_SWAP and WORD_SWAP may be used at the same time.

Source Destination
0x12345678 0x78563412

Values of type STRING (array of characters) are also byte and word swappable.
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Section 4.13
Gateway Messages

The following list contains messages you may encounter when setting up and
using your Gateway. Messages are listed in the Error logs. User messages may be
logged in the User log or appear only on a Gateway software dialog.

Message

Possible Cause/Fix

Address is missing offset. Format is:
tagAddress/offset].

Tags configured as part of an Array must have the Offset to
define the first tag in the array. If “Is Array” is checked the
Offset must be configured.

Add the Offset to the Tag address or uncheck the “Is Array”
box if the Tag is not part of an Array.

After changing the protocol of this
device, the array length of the following
tag(s) will be invalid for the new
protocol:

tag list

You will need to change the array length
of [this tag] [these tags] before using [it]
[them] in tag maps.

Continuing will deactivate the following
tag map(s):

tag map_list

Do you wish to continue?

If you have an EIP device with array tags with too many
elements to be supported by CIP, and you change the
protocol from EIP to CIP, those array tags will be invalid for
the new protocol.

If any of the tag maps are active, you will see a follow-on
message letting you know those tag maps will be deactivated
(become invalid).

A later update is already installed on this
Gateway. Update will not occur.

You selected an update file with a version earlier than the
version currently installed.

You can only install later firmware versions than the current
version on the Gateway.

An error occurred during download
process.

The error occurred during a backup or export operation
because:

e Power was interrupted during the download.

e The network connection to the Gateway was broken
during the download.

e The unit has a failure that requires repair.

e Confirm the power source is adequate and stable.

e Confirm the network connection is stable. Whenever
possible connect directly to the Gateway rather than
across a network.

e Contact Customer Support (if all other items are ruled
out).

User’'s Manual Pub. 0300297-05 Rev. A



Chapter 4: Technical Reference 4-13

Message

Possible Cause/Fix

An error occurred during upload process.

The error occurred during an import or restore operation
because:

e Power was interrupted during an import or restore
operation.

e The network connection to the Gateway was broken
during the upload.

e The unit has a failure that requires repair.

e Confirm the power source is adequate and stable.

e Confirm the network connection is stable. Whenever
possible connect directly to the Gateway rather than
across a network.

e Contact Customer Support (if all other items are ruled
out).

Are you sure you want to delete MAC
XX xx:xx:xx’?

If you select 'Yes', the table row is deleted. If the deletion
leaves the table empty, the Blacklist/Whitelist controls revert
to their default status.

Are you sure you want to delete this item
name?

To delete the selected item, confirm the deletion. Items
include devices, tags, tag maps, and traces.

Are you sure you want to reboot?

The Gateway will be rebooted if you choose to continue.

Are you sure you want to reset this
Gateway's configuration back to defaults?

When you reset the Gateway to its default configuration, all
data you have added is deleted, and the Gateway is restored
to its factory configuration.

Are you sure you want to delete [this tag |
these tags]?

Deleting this [this tag | these tags] will
invalidate one or more tag pairs in the
following tag map(s).

You will not be able to activate this
(these) tag map(s) until the invalid pairs
are removed or reconfigured.

tag map list

Continuing will deactivate the following
tag map(s):

active_tag map _list

This series of messages appears when you select a tag for
deletion. If the tag is part of a tag pair in a tag map, the
firmware informs you that this is the case and lets you know
which tags map(s) are involved and that they will be
deactivated upon deletion of the tag.

Are you sure you wish to remove the last
address in Whitelist mode? This will
result in a reset to Blacklist mode.

You can choose to add another MAC address row, or to
return to default Blacklist mode. In either case, the 'Enable’
check box will be unchecked, so neither blacklisting nor
whitelisting will be in effect.

Blank spaces are not allowed.

Remove blank spaces from password.

Both the source and destination tags are
missing for x tag pair(s).

If you have a tag pair missing both a source and destination
tag you see this message with the missing tags identified.
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Message

Possible Cause/Fix

Cannot perform device connection test.
The following active tag maps use tags on
the device:

active_tag map list

These tag maps must be deactivated
before the connection test can be run.

When testing a device that is connected with a serial
connection and the device has tag(s) in an active tag map,
you see this message. Deactivate the tag maps and re-run
your test.

Changing the address of Network x will
change the IP address for the following
device(s) to new_ip_of network x:
device list

Do you wish to continue?

This message is applicable only to one or more Networks
bound to Ethernet server device(s) to a different static IP.

Changing the protocol on this device will
result in the deletion of its tag(s). Do you
wish to continue?

Deleting this tag will leave missing
trigger tag and/or incomplete tag pairs in
the tag map listed below.

You will not be able to activate this tag
map until you replace the deleted tag
and/or remove incomplete tag pairs.

tag map_list

Continuing will deactivate the following
tag map(s):

active_tag map _list.

Before continuing, be sure that deleting all tags on your PLC
is what you wish to do. If you continue, you will also see a
follow-on message that any active tag maps will be
deactivated.

Changing this data type will invalidate
one or more tag pairs in the following tag
[map|maps]:

[tag-map-list]

Tag values cannot be copied between
string and non-string tags.

To change the data type of this tag, you
will first need to delete any tag pairs that
include it.

You see this message if the data type of a tag of type
STRING that is currently used in a tag map as a source or
destination is changed to a non-string type, or if the data type
of a tag of a non-string type that is currently used in a tag
map as a source or destination is changed to STRING
(whether the tag maps are active or not)
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Message

Possible Cause/Fix

Configuring Network x to use a DHCP
address will set the [P address for the
following device(s) to Unconfigured:
device_list

This message is applicable only to a Network x where the
Address field for Ethernet server device(s) is set to the IP
address configured for the Network before the change.

If you are changing the Network from a Static IP address to
DHCP, the IP address for the devices in the list will be set to
Unconfigured.

'Network x is the Network ID of the Network being changed.
The device list includes all Ethernet server device(s)
configured to use that Network.'

If the affected devices have tags used in tag maps, the initial
message is followed by the following message

'"The following tag map(s) use(s) tags from [this |these]
device(s).

This (these) tag map(s) will be invalidated.

tag map list'

Do you wish to continue?

Connection Lost.

e Power to the Gateway was interrupted.
e The network connection was interrupted.
e A process crashed.

e Confirm a stable power source is connected to the
Gateway.
e Confirm the network connection between the

Gateway and PC. If possible, connect directly to the
Gateway (rather than going through a network).

e Change the address used to access the Gateway in the
web browser’s address bar.

e Confirm the PC’s subnet mask matches the current
subnet mask of the Gateway.

Connection re-established.

The user interface tries to re-establish the connection, with a
series of informative messages letting you know what is
happening. This message lets you know that the graphical
user interface was able to re-connect to the Gateway.

No further action required.

Continuing will deactivate the following
tag maps:

active_tag map _list

Do you wish to continue?

If a device has tags in one or more active tag maps and you
modify the device by changing the protocol to another
protocol in the same family or by changing any other
property other than the device name, the tag maps will be
deactivated if you continue.

Continuing will deactivate the following
tag maps:

tag map list

Do you wish to continue?

If a device has tags in one or more active tag maps and you
modify the device by changing the protocol to another
protocol in the same family or by changing any other
property other than the device name, the tag maps will be
deactivated if you continue.
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Message

Possible Cause/Fix

Could not create Trace package.

A Data Trace that is older than 10 days was selected to start,
or the file was deleted or corrupt.

You see this message most often when there is no trace file.
That can happen because it is older than 10 days and has
been removed, In that case, the solution is to re-run the trace.
It can also happen because there is no traffic to be recorded,
so there is no file created during the trace. This will happen if]
the device(s) selected as inbound and outbound devices have
no tags in an active tag map. If the devices have tags in an
inactive tag map, the solution is to activate at least one tag
map that copies one or more tags on the device(s) selected as
incoming or outgoing.

Current password is incorrect.

The entered password is compared to the current password
(case-sensitive). You see this message if they do not match.
Re-enter the correct password.

Deleting this device will invalidate one or
more tag pairs in the following tag
map(s). You will not be able to activate
this (these) tag map(s) until the invalid
pairs are removed or reconfigured.

tag map-list

Continuing will deactivate the following
tag maps:

active_tag map _list

Are you sure you want to delete this
device?

You see this message if the device has one or more tags
currently being used in at least one tag map.

Deleting this tag will leave a missing
trigger tag and/or incomplete tag pairs in
the tag map listed below.

You will not be able to activate this tag
map until you replace the deleted tag
and/or remove incomplete tag pairs.

tag map.

Are you sure you want to delete this tag?

To fix the issue, replace the tag you are deleting or remove
the second tag of the tag pair.

Destination tagName is missing a source.

You will need to fix incomplete tag pairs.

device name already exists.

You are trying to enter a name for a device that already exists
on the Gateway.

Use a different name. NOTE: Case is insignificant.
‘mydevice’ is the same as ‘MyDevice’.

Duplicate tag names are not allowed. The
following tag names already exist:

tag list

These tags will be stripped from the
import list. Do you wish to continue?

Remove the duplicates or allow them to be stripped from the
file. If you select 'Yes', and all tags are stripped from the file,
you see a status message "Nothing to Import'. If only some of
the tags are removed, you see a status message 'Tags were
successfully imported'. NOTE: Case is insignificant. ‘mytag’
is the same as ‘MyTag’.
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Message

Possible Cause/Fix

Duplicate tag names are not allowed. The
following tag names are duplicated within
the import file:

tag list

To fix this problem, open the file in a text
editor and delete the duplicate tags.

Case is insignificant. ‘mytag’ is the same as ‘MyTag’.
Remove the duplicate tags from the import file and try again.

Each IP address octet must be between 0
and 255.

Check your IP address and enter the correct value. Valid
characters are 0-9 and period (.)

Error: 'Backup is from a Standalone
device'. Gateway will reboot.

The selected file is not a valid Gateway back-up file.

Select a valid Gateway back-up file. If the restore cannot be
completed, the operation is aborted, and you may continue
with the current session without needing to reboot.

Error: 'Backup is from an InView device'.
Gateway will reboot.

The selected file is not a valid Gateway back-up file.

Select a valid Gateway back-up file. If the restore cannot be
completed, the operation is aborted, and you may continue
with the current session without needing to reboot.

Error: ‘Cannot restore a -P2 backup to a -
P1 Gateway’. Click ‘Ok’ to continue.

The incorrect backup file was used to restore a Gateway’s
configuration. P2 Gateway back-up configuration cannot be
restored onto a P1 Gateway.

Use a backup file that corresponds to the protocol level of
Gateway you are attempting to restore.

Error: ‘Downgrade not supported’ during
upgrade. Gateway is still running.

An older firmware version than what is currently in the
Gateway was used as a firmware update.

Confirm the current version of firmware and use a firmware
version that is newer (higher in number) to do the firmware
update.

Error: ‘File is not a valid Gateway
backup.’ Click ‘Ok’ to continue.

You tried to use an invalid file type to restore the Gateway.
Confirm that the backup file needed to restore the
configuration of the Gateway is of the correct type and for
the version of Gateway being restored.

Error: 'Invalid or corrupt archive
detected'. Operation canceled.

The selected file is not a valid Gateway back-up file.

Select a valid Gateway back-up file. If the restore cannot be
completed, the operation is aborted, and you may continue
with the current session without needing to reboot.

File “filename" is not a Gateway update
file.

The incorrect product type firmware file was selected to
upgrade the Gateway’s firmware.
Locate and use a firmware update file for a Gateway.

Gateway cannot act as a server for
multiple devices at the same IP address
and TCP Port number.

You see this message when the Gateway role is Server, and
the gateway is already acting as the server for another device
with the same IP Address and TCP port number. You can
change either the port number or the IP address or both.
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Message

Possible Cause/Fix

Gateway cannot act as a server for
multiple devices on the same port.

You see this message if server is selected, and Gateway is
already acting as a server for another device on the same
port. You will have to remove the server setting for the
previous device if you wish to have the Gateway act as a
server for the newly selected device.

Gateway is already at the requested
protocol level

You cannot upgrade a Gateway that already has all the
protocols available.

Gateway is now rebooting

If you have just changed the Gateway’s IP address and
submitted the change you will need to log back in.

Insufficient disk space to perform the
update.

The disk does not have enough disk space left to install the
update.

Create a backup, reset to defaults, update, then restore the
backup.

Invalid characters: invalid _character_list.

Do not use these characters as part of a text entry. Invalid
characters are listed in the message.

Invalid IP.

An invalid IP Address format was entered. Address must
have four octets, with each IP address octet between 0 and
255, 0-9 and period, 1-3 digits, and 0-255 value.

Invalid MAC address.

An invalid MAC Address format was entered. Address must
have six octets entered as two-digit hexadecimal values,
separated by either dashes or colons. You cannot mix dashes
and colons in a single address. Octet must be exactly two
digits, preserve leading zeroes, and be 0-9, a-f, A-F. Values
must be entered as 00 to FF.

Locate the correct MAC Address of the device you are
adding to the black or white list, and enter it using the correct
format.

Invalid upgrade key.

The upgrade key entered is not valid.
Confirm the key entered is what was sent for the upgrade. If
it matches, contact technical support.

MAC address already exists.

You cannot enter a duplicate address.

Maximum length of /imit characters has
been exceeded.

You have entered/pasted too many characters in the field.
Reduce the number of characters to at or below the
maximum (0-63 characters for text inputs, 0-200 for a text
area).

Must be between 1 and upper bound.

Allowed periodic range values must be between 1 and the
listed upper range for the period. Valid ranges are: 1-1000
milliseconds, 1-60 seconds or minutes, 1-24 hours, 1 day or
1-3.

Must be between lower bound and
upper _bound.

Enter a value within the specified range.

Name already exists.

Either delete the existing tag, device, tag map, and trace or
change the name.
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Message

Possible Cause/Fix

name cannot begin with $.

The $ is reserved. Only Gateway system device names start
with this symbol. (8§ is a reserved symbol used as a prefix for
Gateway System variables).

Networks cannot share the same subnet.
The following Networks are in the same
subnet:

network_list

Multiple IP addresses are on the same subnet. This is not a
valid configuration. If there are two or more networks
configured with the same or overlapping subnets, further
messages with the invalid addresses are listed.

Network settings are not included in a
backup file.

After restoring a backup file, verify that
network settings are consistent with the
configured Ethernet devices.

If you are restoring a backup from a
previous release, the length of Modbus
array tags may be invalid after restoring.
If so, you will need to correct the length
of such tags before you can activate tag
maps that use them.

The backup file has no network settings. Check your network
settings before proceeding. You also need to ensure that if
you back up the file onto a different Gateway that the
network settings are configured correctly for that Gateway.
If a backup from a previous release is restored to a 2.02 GW,
the array lengths for Modbus tags may be too long for the
max lengths for 2.02. Specifically, any data type but BOOL
could have an array length up to 500 elements, but the
current max lengths are less than 500.

New password cannot be
default password.

Enter a different password. Do not lose track of the
password. The only way to recover from a lost password is to
do a factory reset.

New password cannot be the same as the
old.

You cannot use the default password as the new password.

No tags are selected for copying.

A tag map must have at least one source/destination tag pair.
You will need to add a tag pair before you can save the tag
map.

Nothing to import.

The Tag file that was selected for import does not contain
any data or contains data for tags that are already configured.
Edit the Tag file with the correct format and usable data.

Only one user at a time may be connected
to Gateway.

Another user is currently logged in and
will be logged off after 30 minutes of
inactivity.

You will have to wait until the user logs off or contact the
user to log out so you can log on.

If another user has logged onto a Gateway, and you try to log
on, you see this message.

Password and Confirmation do not match.

Ensure the entries in both fields match exactly.

Password must be at least eight
characters.

You entered a password with fewer than eight characters.
Use a minimum of eight characters for the password.

Poll deviceName.tagName for changes
every x ms.

This text applies to a Client device to which the defined
trigger tag belongs.

Polling rate must be between 10 and
1000.

You entered a polling rate outside the limit. Change the rate
to within the stated limits.

Protocol upgrade complete.
Gateway is now rebooting.

If the key and requested upgrade level are valid, the upgrade
is completed and the Gateway reboots.
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Message Possible Cause/Fix
The user interface tries to re-establish the connection, with a
Reconnecting... series of informative messages letting you know what is

happening.

Removing Network x will set the IP
address for the following device(s) to
Unconfigured:

device_list

This message appears if you remove all ports from one or
more Networks bound to Ethernet Server device(s). If the
affected devices have tags used in tag maps, the following
message appears in the confirmation message:

'"The following tag map(s) use(s) tags from [this |these]
device(s). This (these) tag map(s) will be invalidated.

tag map_list'

'Do you wish to continue?'

Reset completed. IP address has been
changed to 192.168.1.100. Gateway is
now rebooting. Please connect to the
Gateway at the new address in a few
minutes.

Log back in when the reboot is complete.

Restoring a backup does not restore
settings that were configured on the
Networks page when the backup was
saved.

To ensure tag maps will work correctly,
verify that the current Network page
settings are consistent with the configured
Ethernet devices.

Do you wish to continue?

During restoration, there is no change to network
configuration or administrator login or password keys.

You should still check your network settings to make sure
that they are the same as they were when the backup was
saved. Otherwise, you may need to update addresses for the
Ethernet devices that are configured after restoring.

Session has expired due to inactivity.

If you log in, but do not interact with the user interface for 30
minutes, the system logs you out.
Log back in.

Source device name tag name is missing a
destination.

You will need to repair or remove incomplete tag pairs.

Source tagName is missing a destination.

You will need to repair or remove incomplete tag pairs.

*Tag map(s) is/are currently active and
will be deactivated.
Do you wish to continue?

You see this message if you are modifying a device, the
Address field is set to Unconfigured, and the device already
has tags used in tag maps. The message will include a list of
the affected tag maps. If any of these tag maps is active, its
name will be followed by an asterisk and the tag map will be
deactivated.

Tag name cannot begin with a '$".

The "$" is reserved for system and user tags.

Tag names cannot start with a dollar sign
or contain commas or periods. The
following tags have invalid names:

tag list

These tags will be stripped from the
import list. Do you wish to continue?

You see this message because you tried to enter a tag name
that begins with the symbol. Either fix the tag name or accept
that the incorrect tags will be removed from the file.
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Message

Possible Cause/Fix

Tags were successfully imported.

No further action needed.

The allowable Array Length for dataType
is 1-upperLimit.

Array length range is determined by protocol and datatype.
You see this message if you enter an invalid length. To
determine allowable array lengths for protocol data types, see
Array Length Limits

Enter a valid length.

The array length for the following tags is
invalid:

tag list

These tags will be stripped from the
import list.

Do you wish to continue?

Fix the array lengths before continuing.

The change to port x will affect other
devices sharing this port.

This includes the following device(s):
device_list

Do you wish to continue?

You are attempting to change a shared serial port with one or
more additional devices. If tags on any of the devices using
the port are used in one or more active tag maps, the
firmware will restart the affected tag maps.

The following device(s) have an
unconfigured IP address:

device list

This has invalidated the following tag
map(s):

tag map _list

You will not be able to activate this
(these) tag map(s) until you reconfigure
the affected device(s).

You should verify the connection of all
devices to ensure that tag maps will work
correctly.

If any Ethernet server devices in the backup were bound to a
Network that is not configured on the target Gateway or were
bound to a Network that is using DHCP on the target
Gateway, the address for these devices will become
unconfigured.

The following lines are missing a tag
name:

line_ number list

These tags will be stripped from the
import list. Do you wish to continue?

You will need to either to fix the missing name or accept the
stripped line.

The following lines contain invalid
characters:

row_numl: invalid_chars_list
row_num?: invalid_chars_list

row_numn: invalid _chars_list
They will not be imported. Do you wish
to continue?

Either fix the rows by removing invalid characters or accept
that rows with invalid characters will not be imported.
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Message

Possible Cause/Fix

The following lines do not have six
columns defined:

row_numl: tag name_or_blank
row_num?2: tag name_orv_blank

row _numn: tag name_or_blank
These tags will be stripped from the
import list. Do you wish to continue?

You will have to modify your import file to match the
required number of columns or accept that the affected tags
will not be imported.

If all tags in the file have only four columns, the file will be
interpreted as having been exported from a 1.0 Gateway.

A message will ask you to confirm whether you wish to
convert this file to a compatible file for your device. To
convert, select "Yes'. To cancel the conversion, click 'No'.
Two columns with a value of zero (0) are added to the file.

The following ModbusTCP device(s)
have an unconfigured IP address:
device_list

This has invalidated the following tag
map(s):

tag map_list

You will not be able to activate this
(these) tag map(s) until you reconfigure
the affected device(s).

You should verify the connection of all
devices to ensure that tag maps will work
correctly.

If any ModbusTCP server devices in the backup were bound
to a Network that is not configured on the target Gateway or
were bound to a Network that is using DHCP on the target
Gateway, the address for these devices will become
unconfigured. You will need to reconfigure the device
address(es) and possibly the Network configuration.

The following tag pair(s) [is] [are]
incomplete:

tag pair list

The incomplete tag pair(s) will be
removed.

Do you wish to continue?

A tag pair is complete only when both source and destination
tags are specified (non-blank). The rest of the message you
see is based on whether a source tag, destination tag, or both
tags in a tag pair missing. Complete the pairs or delete the
entries.

The following tags have a data type that is
not supported by the protocol of the
current device:

tag list

These tags will be stripped from the
import list. Do you wish to continue?

You will have to modify your import file to remove these
tags, add a valid data type to the file, or accept that the tags
with a missing datatype will be stripped from the file.

The following tags have a missing data
type:

tag list

These tags will be stripped from the
import list. Do you wish to continue?

You will have to modify your import file to remove these
tags, add a valid data type to the file, or accept that the tags
with a missing datatype will be stripped from the file.

The following tags have a name or
address longer than 63 characters or a
description longer than 200 characters:
tag list

These tags will be stripped from the
import list. Do you wish to continue?

Reduce the name or address to below the specified limit.
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Message

Possible Cause/Fix

The following tag(s) have an invalid array
length that must be corrected.
tag list

Correct the array lengths.

The Gateway is already at the requested
protocol level.

You are trying to upgrade a Gateway that already has the
upgraded protocols.

The gateway address for Network x is not
on the same subnet defined by the IP
address and subnet mask.

This is an invalid Gateway address. Enter a gateway address
that is on the same subnet defined by the Gateway IP address
and subnet mask.

The gateway address is not on the same
subnet as defined by the IP address and
subnet mask. Do you wish to save this
configuration?

The gateway address must be on the same subnet.

The IP addresses configured for Network
x and Network x cannot be in the same
subnet.

You may not submit a network address on the same network
as the already configured network address.

The IP address for the following
Network(s) must be private:
network_list

Private IP address ranges:

Class A: 10.0.0.0 to 10.255.255.255
Class B: 172.16.0.0 to 172.31.255.255
Class C: 192.168.0.0 to 192.168.255.255

You entered a public IP address for the static IP address.
Addresses must be private.

The MAC address is incorrect.

You are entering a MAC address that is not valid.

There are incomplete tag pairs:
missing tag message list

Complete the tag pairs before submitting the map. Each pair
must have a source and destination tag. The error message
lists all the missing pairs, in order of appearance in the table.

There was an error contacting the NTP
time server.

Either select a different server option, enter the IP address or
name of an NTP server, or click 'Submit' to see if you can
now contact the server.

The selected .csv file appears to be
formatted for an earlier version.
Importing will uncheck all Word Swap
and Byte Swap check boxes.

Do you wish to continue?

If you choose to proceed, two columns with the value ‘0’
(indicating ‘no swap’ will be added each tag in the file before
importing.

The selected Tag Map cannot be
activated. It references a tag that does not
exist.

Check your tag map and fix the missing tag issue before
trying to activate the tag map. If the device associated with
the tag has been deleted and the device is configured as in
Inbound or Outbound device for any traces, associated
trace(s) are also deleted.
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Message

Possible Cause/Fix

The selected Tag Map cannot be
activated. It references a tag that does not
exist.

The tag map references one or more tags
belonging to (a) device(s) with an
unconfigured IP address.

device_list

The selected tag map is invalid because it uses one or more
tags that belong to an Ethernet server device for which the
Address field is set to Unconfigured, either in a tag pair or as
a trigger tag. The affected devices are listed in the device list.

The selected Tag Map cannot be
activated.

The tag map references one or more tags
that have an invalid array length.

The selected tag map is invalid because it uses one or more
tags with an invalid array length.

The selected Tag Map cannot be
activated.

The tag map references one or more tags
that have been deleted. device list

The selected tag map is invalid because it contains deleted
tags and uses one or more tags that belong to an Ethernet
server device for which the Address field is set to
Unconfigured, either in a tag pair or as a trigger tag. The
affected devices are listed in the device list.

The selected update is not valid for this
model.

You attempted to install a firmware update for a different
company on your Gateway.
Select the correct firmware update version for your company.

This change will affect all devices using
this port:

device_list

Do you wish to continue?

You see this message if you made a change to any field that
is valid for the protocol(s) of all the other device(s) sharing
the port, no other field values will be affected, and you
submit the change.

If, however, the new field value is invalid for the protocol(s)
of any of the other device(s) sharing the port, the affected
field will be disabled. For example, if a ModbusRTU and a
PPI device share a port, the Data Bits field must be 8. In this
case, when the Serial Port Setup form is opened, the Data
Bits field displays 8 and is disabled.

This change will invalidate one or more
pairs in the following tag maps.
Changing this data type would create one
or more tag pairs with both a string and
non-string tag.

To change the data type of this tag, you
must first delete any tag pairs that include
it.

The following tag maps use this tag:

tag map_list.

You see this message if the data type of a tag of type
STRING that is currently used in a tag map as a source or
destination is changed to a non-string type, or if the data type
of a tag of a non-string type that is currently used in a tag
map as a source or destination is changed to STRING
(whether the tag maps are active or not).

This change will invalidate one or more
pairs in the following tag maps.

You will not be able to activate these tag
maps until the invalid pairs are removed
or reconfigured.

tag map _list

Do you wish to continue?

You are attempting to delete a device with an active tag map.
If you go ahead and delete the device, all existing tags for the
device are deleted, and no longer displayed in the Tags table.
In tag map(s) containing the tags, the tags are listed as
blanks. Affected tag maps are also deactivated. If the device
is configured as an Inbound or Outbound device, traces are
also deleted.
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Message

Possible Cause/Fix

This device has an unconfigured address.

Tag Maps using tags belonging to this
device cannot be activated until an
address is selected/configured.

Do you wish to continue?

You see this message if you are changing a shared serial
address, the device protocol is set to ModbusTCP, the
Gateway Role is set to Server, the Address field is set to
Unconfigured, one or more tag maps have been configured
using tags belonging to the device, and you click 'Submit'.

This device has an unconfigured address.

Tag Maps using tags belonging to this
device cannot be activated until an
address is selected/configured.

The following tag map(s) use(s) tags on
the device:

tag map_list

Tag map is currently active and will be
deactivated.

Do you wish to continue?

You see this message if you are modifying a device and the
Address field is set to Unconfigured, and the device already
has tags used in tag maps. If any of the tag maps are active,
another message warns you that this is the case, and the listed
tag map will be deactivated.

The message also appears if the new protocol is an Ethernet
Server protocol and the address is Unconfigured when the
Submit button is clicked.

TSAP must be: {hex} {hex}.{hex} {hex}.

Re-enter the value using the required format.

Unable to connect to Gateway.

The connection between the web browser and the Gateway
could not be established.

Confirm you are entering the correct IP Address.

Confirm the Gateway has finished booting up (can take two
or three minutes).

Confirm that you have an Ethernet path between the PC and
the Gateway.

Confirm you are using a compatible web browser and
version. Google Chrome™ browser, Mozilla Firefox™,
Safari®, and Microsoft Edge® browsers are supported by
Gateway. Using Chrome is highly recommended. If needed,
download and install on your personal computer from
https://www.google.com/chrome/.

It's also possible that the address has changed somehow. In
that case, you would have to reset to defaults unless the
OLED is configured to show the current IP address(es) to get
a known address.

If you know the MAC address of the device, performing an
IP scan of the network can also provide the IP address.

Unable to reconnect to Gateway.

The connection to the Gateway was lost and the reason has
not been resolved.

Diagnose the reason the PC is not able to connect to the
Gateway and resolve the issue:

Check that the Gateway is powered up.
Check the network connection between the PC and Gateway.

Confirm the correct IP Address is in the web browser’s
address bar.
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Message

Possible Cause/Fix

Value must be between lower bound and
upper_bound.

Allowed integer number input values are: 0-9: 1-2 digits,
Range=1-12 Minutes: 2 digits, Range=00-59. Dropdown
menu values are: AM, PM. Allowed real numbers are 0-9
plus or minus numbers or e/E, after the decimal point. Must
match regular expressions: [-+]?[0-9]*\.?[0-9]+([eE][-+]?[0-
9]+)?. No characters are allowed.

Value must be between lower bound and upper bound of
range.

Warning: If your computer is not listed in
the whitelist, you will not be able to
access Gateway when the whitelist is
enabled.

Security selection is 'Blacklist' by default. If you select
"Whitelist', you are warned that you must have the IP address
for your computer in the list so that you do not lose access to
the Gateway.

Add your computer's IP address to the Whitelist.
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Message

Possible Cause/Fix

You are removing the Network ui. This
Network is being used for the web
browser connection.

This basic message appears when you are either changing a
static IP address the Gateway uses for the web browser
connection to a different static IP address or removing all
ports from the Network configured with the IP changing the
address to DHCP or the user interface is using to connect to
the Gateway.

You see additional, or different messages added to the initial
message when you change the IP address the user interface is
using to connect to the Gateway under different initial
conditions. The message sequences also change according to
the state of the network after the IP address is changed or
removed. These sequences are listed below with a description|
of the changes that trigger more specific additional
message(s).

All messages end with 'Do you wish to continue?'

The ip_address_list is a list of one or more IP addresses that
have a static IP address or a previously acquired DHCP
address which was configured after submission of a known
IP address:

If one or more other Networks still exist after submitting that
have a static IP address or a previously acquired DHCP
address, the message in the confirmation alert is followed by
the following message:

"You will need to reconnect at the new address.
ip_address_list'

If the only other Network(s) that still exist after submitting
is/are either changing to DHCP or being added as a DHCP
network, the message in the confirmation alert is followed by
the following message:

"You will need to reconnect at the DHCP address acquired
for (one of) the following Network(s):

network_list

If no DHCP address can be acquired for [this |any of these ]
Networks, you will need to reset the Gateway to factory
defaults using the hardware reset button. This will change the
IP address to 192.168.1.100'".

If the user interface network is removed and the other
network is set to the user interface's original address, the
message in the confirmation alert is followed by the
following message:

"You will need to refresh your browser to reconnect.'

You cannot configure a tag pair where the
source and destination are the same. The
following tag pair(s) must be corrected:
tag pair_list

You see this message if the tag mappings include a tag pair
where both the source and destination tags are the same.
You will have to configure the source and destination tags to
be different.
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Message

Possible Cause/Fix

You cannot copy between STRING and
non-STRING data types.

The following tag-pair(s) must be
corrected:

tag pair list

Change the tag copy to reflect an allowed copy type.

You entered an incorrect password.

You see this message when you make a mistake trying to log
onto the Gateway. The software will only allow you to try to
log on again after a brief wait.

You have nnn missing tag pairing(s) that
reference missing tags. The tag pairings
for these will be stripped from the list. Do
you want to continue?

Note which tag(s) are missing and either remove or replace
them with valid entries.

You have unsaved data. Are you sure you
want to leave this page?

If you click 'Leave' all changes are discarded. If you click
'Stay’' all fields maintain the values present before you
clicked 'Leave'.

You have xxx tag-pairing(s) that reference
missing tags. The tag-pairings for these
will be stripped from the list.

Do you want to continue?

You can generally save the map, but as the message says,
incomplete tag pairs will be removed. You are only
prevented from saving the map if all tag pairs are incomplete.
You should fix the tag issues if you want to keep the tags.

You may need to configure a gateway
address and DNS server address on the
Network page.

If the NTP time server is still
unreachable, make another selection or
click Submit to try again.

If the NTP server address is specified as a server name, you
need to determine if you also need to configure a gateway
address and DNS server for the network to function.

You may need to configure a gateway
address on the Network page.

If the NTP server address is specified as an IP address, you
need to determine if you also need to configure a gateway
address for the network to function.

If the NTP time server is still unreachable, make another
selection or click Submit to try again.

You must upgrade the protocol package
to use this protocol.

DF1-CIP, DF1-PCCC, PPI and S7comm are only available
on your device with an upgrade package. The package can be
purchased from Spectrum Controls, Inc.

Section 4.14
How Device Modifications

Affect Protocol Field Values

When you modify a device, the interactions between the protocol fields change.
This topic describes those changes.

There are no changes to fields that are not being directly modified, and no tags
are affected in the following circumstances:

e If you change any field on the Device Properties dialog, except for fields
on the Serial Port Setup dialog and/or the Protocol field.
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If you change the port number, the other port parameters change to the
default values.

Change of any of the serial port parameters: stop bits, data bits, parity,
baud rate or handshake.

Changing the Protocol field or Gateway Role field results in multiple changes
because the fields on the Device Properties dialog change to match the newly
selected protocol.

Serial-to-Ethernet/Ethernet-to-Serial Changes. When you modify a
device and change the value of the Protocol field from a serial protocol
to an Ethernet protocol or vice versa, all fields on the Device Properties
dialog change. If you change the protocol from Ethernet to Serial, all
properties on both forms are set to their default values.

Serial-to-Serial Changes. When a device is modified and you change the
value of the Protocol field from one serial protocol to another, the fields
in the Device Properties dialog that correspond to the new protocol are
set to their default values. There is one exception. If you change the
protocol field from ModbusASCII to ModbusRTU, the field values on
the Devices form do not change automatically. However, the serial port
field will no longer be valid.

Ethernet-to-Ethernet Changes. When a device is modified and you
change the value of the Protocol field from one Ethernet protocol to
another, the IP address field does not change automatically. Other fields
are set to their default values.
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Section 4.15
Modbus Server
and Device Tag
Map Connections

The following Gateway schematic shows the relationship between a Gateway
Modbus Server used to access a series of DF1 devices:

UG Tag = DF1_1_A PLC Address N7:0
UIG Tag = DF1_1_B PLC Address N7:1
UIG Tag = DF1_1_C PLC Address N7:2

UIG Tag = DF1_2_A PLC Address N7:0
UG Tag = DF1_2_B PLC Address N7:1

Tag Map
Source Destination
DF1_1 A MBS 1
DF1 1 C MBS 2
MBS3 DF1 2 A
DF1 3 A MBS 4
(S ol orapica |
serial | o oF1PLCZ —
Ethernet
MBTCR | B Port
Client ME TCP
Server
rid
1| DF1PLC3 —
UG Tag = MBS 1 Server address 40001
UIG Tag = MBS 2 Server address 40002
VIG Tag = MBS 3 Server Address 40003
UIG Tag = MBS 4 Server Address 40004
| M8 Tep server | | DF1 Full Duplex |

UG Tag = DF1_3_A PLC Address N7:0
UIG Tag = DF1_3_B PLC Address N7:1
UG Tag = DF1_3_C PLC Address N7:2

Se

ction 4.16

Network
Configuration
Guidelines

The Gateway is able to combine available ports into groupings that address
different, isolated subnets. This port collection, which may contain one or more
ports, is called a network group.
The following general rules for port access apply:
The user interface can access the device from any of the available

hardware ports within any network grouping, provided the IP address

associated with the group is not publicly routable because user interface

access is restricted to the following private segments:

255.0.0.0 mask.
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- 172.16.0.0 to 172.31.255.255, which is a 172.16.0.0 network
with a 255.240.0.0 mask.

- 192.168.0.0 to 192.168.255.255, which is a 192.168.0.0 network
with a 255.255.0.0 mask.

Only one MAC address may be shared among all ports of a network
grouping.

An IP address must be specific to a network grouping and may not be
shared with any other network grouping.

The Gateway can connect a network group as a DHCP client or via a
static IP address.

When more than one network grouping exists, (with multiple network
interfaces), the default interface is determined automatically. See General
Rules for Network Routing.

4.16.1 Default Network Configurationc
The Gateway ships with the following default configuration:

All ports belong to a single network grouping that includes all physical
Ethernet ports.

The network grouping assumes the properties as defined in the Static
Network Configuration described below with a pre-configuration default
static address of 192.168.1.100 for the group.

The default subnet mask is 255.255.255.0.

In this configuration, there is an assigned network gateway address of
192.168.1.1.

In this configuration, there is an assigned DNS address of 8.8.8.8.

Static and DHCP network configurations must also follow the specific guidelines
outlined below.

4.16.2 Static Network Configuration

One static IPV4 address/mask must be shared among all ports of a
network grouping.

The subnet mask, gateway address and the DNS address(es) must be
shared among all ports of a network grouping.

The configuration of IP address, mask, and DNS address must persist
across reboots.

4.16.3 DHCP Network Configuration

The same DHCP-assigned IP address/subnet mask must be shared among
all ports of a network grouping.

Default network gateway and primary DNS addresses must be provided
by DHCP unless overwritten during the user interface configuration
phase.

If the DHCP server fails to provision a DHCP IP address then the
Gateway DHCP client must not assume a fallback IP address.
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Section 4.17
Protocol Attribute List

Lists the relevant communication parameters for each individual protocol by
attribute. These attributes are not defined by the port connection configuration.

Protocols supported are:

Serial DF1-CIP

Slot Number (0-32)
Checksum CRC or BCC
ACK Timeout (1-255) x 20 ms
NAK Retries (0-10)

ENQ Retries (0-50)

Serial DF1-PCCC

Checksum CRC or BCC
ACK Timeout (1-255) x 20 ms
NAK Retries (0-10)

ENQ Retries (0-50)

Serial Modbus RTU (Client and
Server)

Slave ID (client and server)

Integer (1-247)

Response Timeout (client only)

(1-5) seconds

Min Response Delay (server only)

(0-65535) milliseconds

Retry Count (client only)

Integer (0-3)

End of Message Delay (client only)

(1-32) characters

Min Command Delay (client only

(100-1000) milliseconds

Min Response Delay (server only)

0-65535 milliseconds

One-Based Addressing (client and
server)

Range not applicable

Serial Modbus ASCII (Client and
Server)

Slave ID (client and server)

Integer (1-247)

Response Timeout (client only)

(1-5) seconds

Retry Count (client only)

Integer (0-3)

End of Message Delay (client only)

(1-32) characters

Min Command Delay (client only)

(100-1000) milliseconds

Min Response Delay (server only)

0-65535 milliseconds
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One-Based Addressing (client and
server)

Range not applicable

EtherNet/IP

TCP Port Integer (1-65535)
IP Address IP-V4

Slot Number (0-16)
EtherNet/IP-PCCC

TCP Port Integer (1-65535)
IP Address IP-V4

ModbusTCP (Client and Server)

Slave ID (client and server)

Integer (1- 247)

TCP Port (client and server)

Integer (1-65535)

IP Address (client and server)

Client: IP-V4/ Server: Unconfigured)

S7Comm

PLC Type S7200, S7300, S71200, S71500

Keep Alive Integer (1-99) seconds

TCP Port Integer (1-65535)

IP Address IP-V4

TSAP Applies to S7200 only. (Preconﬁgur'ed options are “4D.57”,
“10.00”, “11.00”, but you may specify other values

PPI

Node Address Integer (0-16), Default: 2

DirectNET/CCM/HostLink

Station Address Integer (1-90)

Timeout Short, Medium, or Long

Retries Normal or Short

Response Delay (0-500) milliseconds
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Section 4.18

S$7-1200 and S7-1500
Modbus Tag Values
Appear in Word-swapped
Order in Live Tag Viewer

For all protocols except Modbus, the architectural ordering of words for values
stored on the device is specified by the protocol. Some values require more than
one word of storage space (Examples: DINTs or REALSs). Depending on the
protocol, these values may be stored with the most significant word in the lower
of the word addresses OR with the least significant word in the lower of the word
addresses.

For example, if a protocol specifies that the least significant word is stored before
the most significant word, a numeric value of 012345678 would be stored as
follows:

e Lower address: 0x5678
e Higher address: 0x1234

However, the Modbus protocol specification does not require a particular word
ordering for values that require more than one word of storage space. As a result,
some devices store the most significant word first and others store the least
significant word first.

The Gateway expects tag values to have the most significant word first. If the
device stores the least significant word first, the Gateway will receive the value
in word-swapped order (with respect to the actual numeric value). In this case,
the Live Tag Viewer will display the values in word-swapped order. So for a
numeric value of 0x12345678, the Live Tag Viewer would display 0x56781234.
To correct this, you must check the Word Swap check box for all tags configured
for the device. This will ensure that the Gateway will do the word-swapping
when it receives a source value, thus converting the value to the format the
Gateway requires. It will also ensure that the Gateway will do the necessary
word-swapping before it sends a destination value to be written to the device tag
in the order the device requires.

For such devices, the Live Tag Viewer will display the correct numeric value of
the source tags because it does the word swapping before displaying and
processing the tag. However, the Gateway does the word-swaps for destination
tags, so the least significant word is first and displays it in the Live Tag Viewer
after this swap. This means that the Live Tag Viewer will display the destination
values in word-swapped order.

NOTE

Note that these tags are copied correctly; this is strictly a presentation
issue for the destination tags in the Live Tag Viewer.

For example, consider a tag copy from a Siemens S7-1200 running ModbusTCP
to a Siemens S7-1500 running ModbusTCP. Both of these PLCs store the least
significant word first, so they are not in the format the Gateway needs. In this
case, if you correctly checked the Word Swap check box for both tags, and a
source tag with a numeric value of 0x12345678 is read from the S7-1200, the
Gateway will swap the words as soon as it receives the value from the protocol
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library and the Live Tag Viewer will display the source tag’s value correctly as
0x12345678. It then does the word-swap before sending it to be written to the
destination device. This means it will display the destination’s tag value as
0x56781234 (storage order rather than correct numeric value) in the Live Tag
viewer; however, the tag is correctly copied to the S7-1500.

Device protocal Gateway protocol  Device
source tag library library destination tag
word = display = word display
lower address [5a78 swap source swa_p to destination <675 | lower address
—==| 3678 |—=== |t device — |78 | = -
higher address| 1234 1234 numeric 0x12345678 word 0x56781234 1234 1234 | higher address
value order

Section 4.19 Setting Up EtherNet/IP Server Function Between a Gateway
4- and Allen Bradley Logix PLCs

The Universal Industrial Gateway offers two types of connection when
communicating with Allen Bradley Logix PLCs:

e Communicating as an Ethernet client. Tag maps set up using the user
interface initiate and control communications between the Gateway and
the PLC. The Client role handles all aspects of the communication
session. This means that you only need to create the tag maps on the
Gateway and provide the needed data tags in the PLC. No other PLC
programming is required. For further information, see Configuring Tag
Maps.

e Communicating as an EtherNet/IP Server. This method also uses tag
maps, but it also uses message instructions in the PLC. The PLC acts as a
client to communicate with the Gateway, which is acting as a server.
This method does require PLC programming. However, it provides better
PLC control over messaging. Information about this method is provided
here.

The example provided here shows how to configure a CompactLogix 5069-
L306ERM PLC. However, the basic configuration applies to all Logix-based
PLCs.

Before you can make the connection:

e You must have RSLinx software installed and running on your personal
computer.

e You must have Studio 5000 installed and running on your personal
computer. This software is used to configure the controller.

e Your PLC must be able to access the Gateway.

e  Your Gateway must be installed with power and network connections up
and running.

e You must be able to access your Gateway via a web browser.

e Have the Company Name EDS file downloaded from the company’s
website.

To set up EtherNet/IP server function between a Gateway and a Logix PLC, add
the Gateway to the Logix PLC’s I/O Configuration tree as follows:
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1. Before you can add the Gateway to Configuration tree first install the
EDS file. From the personal computer’s Start menu, select Rockwell
Software:EDS Hardware Installation Tool:

- Roclowell Automation

- Rockwell Software

5] BootP-DHCP Tool

BootP-DHCP Tool Help
.
.‘ Diagnostics Viewer

-ﬂ*il EDS Hardware Installation Tool

The following dialog appears:

Rockwell Automation - Hardware Installation Tool 33.0.20.0

This tool allows you to change the hardware ¢ a5
information currently installed on your computer.

Launch the EDS ‘wizard and add selected hardware description files
ahly.

Launch the EDS Wizard and remove selected hardware description
= files only.

2. Select Add. The following dialog appears:

Rockwell Automation’s EDS Wizard X
Registration ‘
Bectronic Data Sheet file(s) will be added to your system for use in Rockwell Automation applications i

{* Register a single file
" Redgister a directory of EDS files r

Named:

[

( { * i there is an icon file (ico) with the same name as the file(s) you are registering
then this image will be associated with the device.

To perform an installation test on the file(s), click Next

Next > Cancel
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3. Browse to the location of the EDS files:

Select an EDS file %
"N » ThisPC » Desktop » v V] Search Gateway 2.02 Release
New folder e ™ @
A Name =
2B 30 Objects [ ] spectrum.eds
I Desktop
%] Documents
A Newnlaade s 2
File name: || v| | EDSFiles (*.eds) v
4. Select the Company Name.eds file and click Open. The following dialog
appears with the selected EDS file in the Named field:
Rockwell Automation’s EDS Wizard X
Registration
Blectronic Data Sheet file(s) will be added to your system for use in Rockwell Automation applications.
" Register a directory of EDS files I Loc
Named:
IC.\DedﬂOD\Gdeway 2.02 Release'spectrum eds Browse... |

f

i * i there is an icon file (ico) with the same name as the file(s) you are registering
then this image will be associated with the device.

To perform an installation test on the file(s), click Next
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5. Click Next. The following dialog appears. This confirms the file is
present. However, it does not validate the file itself.

Rockwell Automation's EDS Wizard X
EDS File Installation Test Results i
This test evaluates each EDS file for emors in the EDS file. This test does not guarantee EDS file validity. 1

=) Installation Test Results
| c:\desktop'gateway 2.02 release \spectrum eds

6. Click Next:
The installer displays the icon that will be associated with the Gateway
when the installation is complete. You can use the provided icon or
choose your own.

Rockwell Automation's EDS Wizard X
Change Graphic Image "‘i
You can change the graphic image that is associated with a device. (
Product Types

ml E] @ Communications Adapter

i Universal Industrial Gateway

Cancel
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7. Click Next. Review the Final Task Summary dialog to ensure that you
understand what you are going to install:

Rockwell Automation’s EDS Wizard X
Final Task Summary
This is a review of the task you want to complete.

"] You would like to register the following device
Universal Industrial Gateway

< Back Next > Cancel |

8. The following dialog informs you that you have successfully completed
EDS installation:
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9. Click Finish. The following dialog appears:

Rockwell Automation - Hardware Installation Tool 33.0.20.0

This tool allows you to change the hardware d >
information currently installed on your comg

Launch the EDS ‘Wizard and add selected hardware description files
only.

Launch the EDS Wizard and remove selected hardware description
- files only.

10. Click Exit.

4.19.1 Adding a Gateway to a PLC I/O Configuration Tree
1. To add a Gateway to the PLC’s I/O Configuration tree, start Studio 5000.

2. Navigate to the Ethernet port to which the Gateway will be connected
and right click on the port.

The following popup menu appears:

New Module...

Import Module...

Discover Modules...

[z Controller Organi

Paste Ctri+V

Print »

| 0Errors
3. Select New Module.

0 Messaqes
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The Select Module Type dialog appears:
Select Module Type
Catalog Module Discovery Favorites
|Enre.r' Search Text for Module Type... Clear Filters Hide Filters %
Module Type Category Filters ~ Module Type Vendor Filters ~
20-Comm-ER Advanced Energy Industries, Inc.
Analog Dialight
CIP Motion Safety Track Section Endress+Hauser
Communication o FANUC CORPORATION o
Catalog Number Description Vendor Category ~
1420-VIP-ENT Powermonitor 500 Rockwell Aut..  PowerMonitor 5000
0001_0073_010D 48MS-SN1PF1-M2 Rockwell Aut..  Rockwell Automation Misc...
0001_0073_010E 48MS-SN1PF2-M2 Rockwell Aut..  Rockwell Automation Misc...
0005_007B_0030 SPE00 Rockwell Aut.. DPlto EtherNet/IP
0005_007B_0038 SP600 ER 400V Rockwell Aut.. DPlto EtherNet/IP
0005_007B_0039 SP600 ER 200V Rockwell Aut.. DPlto EtherNet/IP
0005_007B_003A SP600 ER 600V Rockwell Aut.. DPlto EtherNet/IP
(0005_007B_0060 Liquiflo 2.0 Rockwell Aut.. DPlto EtherMet/IP
0005_007F_0027 MDE0 Rockwell Aut..  MDlto EtherMNet/IP
0005_007F_0028 MDES Rockwell Aut..  MDlto EtherMNet/IP
100-1167-001 SynapSense Industrial Gateway Panduit Corp... Communication
1305-ACDrive-EN1 AC Drive via 1203-EN1 Rockwell Aut.. Drive v
770 of 770 Module Types Found Add to Favorites
[]Close on Create Close Help

4. On the upper right side of the dialog, deselect all vendors and reselect
Spectrum Controls in the vendor list.
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6. The Universal Industrial Gateway Catalog entry appears:

Select Module Type

Catalog Module Discovery Favorites

|Em‘er Search Text for Module Type... Clear Filters Hide Filters #
Module Type Category Filters A | @] Module Type Vendor Filters ~
20-Comm-ER [] Rockwell Automation/Reliance Electric
Analog [] Rockwell Automation/Sprecher+Schuh
CIP Mation Safety Track Section |:| SMC Corporation
Communication w Spectrum Controls, Inc. v
* Catalog Number Description Vendor Category
WP-G-222 Universal Industrial Gateway Spectrum Co... Communications Adapter
1 of 770 Module Types Found Add to Favarites

[] Close on Create (Create Close Help

7. Click on the Universal Industrial Gateway to select:

Select Module Type

Catalog Module Discovery Favorites

|Spectrurn Controls Clear Filters Hide Filters
Module Type Category Filters A [[®] Module Type Vendor Filters ~
20- Comm-ER [] Rockwell Automation/Reliance Electric
Analog [[] Rockwell Automation/Sprecher+Schuh
CIP Motion Safety Track Section |:| SMC Corporation
Communication v Spectrum Controls, Inc. v

Vendor Category

» Catalog Number Description
Communications Adapter

Universal Industrial Gateway Spectrum Co...

1 of 770 Module Types Found Add to Favorites

[] Close on Create Create Close Help
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8. Click Create.
The New Module dialog opens to the General tab:

B | New Module X
- General General
Connection
Madule Info Type: WP-G-222 Universal Industrial Gateway
Internet Protocol
- Port Configuration Vendor: Spectrum Controls, Inc
Parent: EN2T
Name: ‘ Ethernet Address
() Private Network: 192 168.1 =
Description:
e
Oﬂostl\lame:
Module Definition
Reuvision: 2.002
Electronic Keying Compatible Module
Connections: Exclusive Owner1
Change ...
Status: Creating Cancel Help

9. View or specify the following General tab options:
e Type. Type and description of module. Not editable.
e Vendor. Vendor of module. Not editable.
e Parent. Name of parent module. Not editable.
e Name. Enter the name for module.
e Description. Enter user description of module.

e Module Definition Settings. (Settings include revision,
electronic keying, and connection information). No change

needed.

B | Module Definition *
Rewvision: 2 w ﬂﬁ'z. b
Electronic Keying Compatible Module ~
Connections

[Name | [size [Tag Suffix |

Input 48 | |TagsinMaps: 11
| 1 f 7]
Exclusive Owner Output]| 48 _WE[S’ [TagsinMaps 01

o
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10. Click t

Ethernet Address: Ethernet settings for Gateway:

- Private Network. Not used for this purpose.
- IP address. Enter IP address of the Gateway.

- HostName. Not used for this purpose.
he Connection tab:

B | New Module

- General®

i Module Info
Internet Protocol
i Port Configuration

Status: Creating

Connection

Requested Packet Interval | Connection over

tame RP) (ms) EtherhetlP Input Trigger

Exclusive Ownerl

100.0 210.0-1000.0  [Unicast | Cyclic ~

[ nhibit Module
[ Major Fault On

Module Fault

Controller If Connection Fails While in Run Mode

Cancel Help

11. View or specify the following Connection tab options. These options

define

controller-to-module behavior:

Requested Packet Interval (RPI) (ms). No change needed.
Range 10.00 — 1000.0 ms.

Connection over EtherNet/IP. No change needed. Type is
Unicast.

Input Trigger. If supported, select an input trigger. No change
needed. Type is Cyclic.

Inhibit Module. Choose whether to inhibit module. Leave
unselected.

Major Fault on Controller If Connection Fails While in Run
Mode. Choose whether a loss of connection to this module causes
a major fault in the controller. Leave unselected.

If you make changes, click OK.
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12. Select the Module Info tab:

General* Module Info
Connection
Identification Status
Internet Protocol
Port Configuration Vendor: Major Fault:
Minor Fault
Product Type: Internal State:
Product Name:
Configured:
Owned
Module Identity:
Revision:
Product Code: Protection Mode:
Serial Number:
-
Status: Offiine Cancel Apply

13. View the Gateway properties. This data comes directly from the module.
The data is not retrievable if the communication format is set to Listen-
Only. You can use this option to:

e Determine module identity.
e View module’s current operational status.

e View whether an owner controller is currently connected to the
module.

e Retrieve the latest information from the module.
e Reset a module to its power-up state.

e View the protection mode of the module.
14. Select the Port Configuration tab:

General' Port Configuration
Connection
Module Info
Internet Protocol Speed Duplex
Port Configuration Negatiate Diagnostics
B | = [ = =
-
Status: Offline Cancel Apply

15. View the Port Configuration settings. You use this option to view and
configure port properties. No change is needed to the module settings.

e  When online with the Gateway, you can refresh the
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communication settings to obtain the latest port configuration
setting information from the module.

4.19.2 Adding Message Instructions

NOTE

Any UIG EtherNet/IP Server tag used in a message instruction must be
part of an active tag map.

After adding the Gateway to the I/O Configuration tree, add the message
instructions.

The Gateway supports CIP Symbolic messaging and so the PLC can use CIP
Data Table Read messages and CIP Data Table Write messages to exchange data
with the Gateway.

The following ladder logic example shows two message instructions. The first
message triggers the second message when it receives a done or error bit.

Both instructions are identical except that one is using a CIP Data Table Read
command and the other is using a CIP Data Table Write command.

‘ Logix Designer - A5069_L30GERM in UIG_Project ACD [5069-L306ERM 32.14] = = X
FILE EDIT VIEW SEARCH LOGIC COMMUNICATIONS TOOLS WINDOW HELP
he w8 xadi > e vs R GBELIG GG
™ Run Mode l P db_d% 43 a0 4
= Controier OK Path: AF20211192.168.2.30% * & P 4 ) Favorites Add-On Alarms Bt TimerCounter InputOutput Compare
* Energy Storage OK
= 10 Ok Rem Run ™ No Forces +. No Edits @
jer Organizer MainProgram - MainRoutine * [LES SE
$een i ie i i aq e
* & Controller AS069_L306ERM Start/Stop READ MSG -
# < Tasks BITS2.0
20 MainTagk Message Control ~ MSGO1 .||
+ & MainProgram :
* Parameters and Local Tags
“ MainRoutine
Unscheduled READ MSG StarvStop
* = Motion Groups MSGO01.DN BITS2.1
Ungrouped Axes
» = Alarm Manager READ MSG
¥ = Assets MSGO01.ER
™ Logical Model
= = |40 Configuration
-
2ol Bk oo StarStop WRITE MSG
& [0] 5069-L306ERM AS5069_L306ERM BITS2.1 MSG
+& A1, Ethernet Message Contro MSGO02 ..
2 5069-L306ERM AS5069_L306ERM
! 003A_D00C_012A UIG23
+& A2, Ethernet
5 5069-L306ERM AS069_L306ERM
WRITE MSG READ MSG
MSGO02 DN MSGO1.EN
WRITE MSG
MSGO2.ER

Commumication

ware: RSL Rung 0 of 4

The first message instruction is the read instruction which means the “Source
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Element” is the address of a tag in the Gateway’s EtherNet/IP Server tag list.
The “Destination Element” is the tag within the Logix PLC to which you are
moving the data.

Message Configuration - MSGO1 b4
Configuration Communication Tag

Message Type: CiF Data Table Read ~

Source Element TAGO1

Mumber Of Elements: |1 =

Destination Element: | SETO01[0] v MNew Tag...

®Enable “Enable Waiting * Swart “Done Done Length: 0

~Error Code: Extended Error Code: [] Timed Out *

Error Path: UIG23

Error Text:

OK Cancel Apply Help

The second message instruction is a write instruction which means the
“Destination Element” is the address of a tag in the UIG’s EtherNet/IP Server tag
list. The “Source Element” is the tag within the Logix PLC from which you are

taking the data.

Message Configuration - M5G02

Configuration Communication Tag

Message Type: CIP Data Table Write ~
Source Eement: SETO1[0] ~ New Tag

Number Of Elements: |1 =
Destination Hement: | TAG02

3 Enable ) Enable Waiting 3 Start () Done Done Length: 1
{3 Emor Code: Extended Emor Code: [] Timed Out +
Emor Path: UIGZ3

Emor Text:

Cancel Zoply Help
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Section 4.20
Supported
Modbus
Commands

Section 4.21
System Tags List

The Gateway supports the following Modbus Commands. Additional
functionality returns the appropriate Modbus-specific code.

See also About One-Based Addressing.

When the Gateway functions as a Modbus server, it supports the following
Modbus commands:

e Read Coils (01)
e Read Discrete Inputs (02)
e Read Holding Registers (03)
e Read Input Registers (04)
e  Write Single Coil (05)
e  Write Single Register (06)
e Write Multiple Coils(15)
e Write Multiple Holding Registers(16)
Gateways supports the following commands in Server mode:
e Mask Write Register (22)
e Read/Write Multiple registers (23)
ModbusTCP (Client and Server) supports the commands listed above and:
e Also supports VLAN environments.

e Sets maximum server number to five to support five clients respectively.

The Gateway must have 272 Kbytes of RAM per server available.
e Does not specify the maximum client number.
ModbusRTU (Client and Server) supports the commands listed above and:

e Sets maximum server number to four to answer four clients respectively.
The Gateway must have 272 Kbytes of RAM per server available. (The

Gateway has only four serial ports.)

e Sets maximum Client number to four to enquire for data from four
servers respectively. (The Gateway has only four serial ports).
ModbusASCII (Client and Server) supports the commands listed above and:
e Sets maximum server size to four to answer four clients respectively

(272 Kbytes of RAM per server needed. (The Gateway has only four
serial ports.)

e Sets maximum Client number to four to enquire for data from four
servers respectively. (The Gateway has only four serial ports.)

System tags are read-only tags that provide information about lower-level
communications on the Gateway. Other tags are refreshed on a one-minute,

heartbeat interval. You may not add or delete system tags. Tags beginning with a

# sign are generated on request.
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Some UIG 1.0 $System tags have been removed in UIG 2.n.nnn. In some cases,
tag names and/or data types for tags that exist in both versions have changed in
2.0. These changes are accommodated when a 1.0 backup file that uses $System
tags is restored on a 2.0 device. A $System tag is considered to be in use if it is a
source tag in any tag map in the backup file. The actions in following table are
taken when restoring a 1.0 backup with in-use $System tags that have been
changed or removed.

Tag Description Data Type
#DATETIME Current date and time STRING
#HEARTBEAT Constant Value of 1 DINT
#RANDOM System-generated random number INT
Networkl IP Network 1 IP address STRING
Network2 IP Network 2 IP address STRING
serialNumber Gateway Serial Number STRING
Unit Name System Unit Name STRING

Restoring a backup taken from a 1.0 Gateway has the following rules for dealing
with §System tags that were present on a Gateway 1.0 but are no longer used by
a Gateway 2.0.

e Ifa $System tag that has been removed is not in use in the backup file,
the tag will be removed from the $System device with no notification to
you.

e [fa $System tag that has been renamed is not in use, the tag will be
renamed with no notification to you.

e Ifthe $System. #ARANDOM tag is not in use, the type of the 2.n.nnn
$System. #ARANDOM tag will be changed to INT with no notification to

the user.

Tag Used in Tag Map . .

Backup Tag Changes State Notification Message
Restore completed.

WebPort . Gateway is now rebooting. A

Rename as Unit Name No Change | sequence of messages for

Name . .
automatically reconnecting to
the Gateways appears.

ETH1 IP Rename as Network Groupl IP No Change Restore completed.

Gateway is now rebooting.
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Tag Used in
Backup

Tag Changes

Tag Map
State

Notification Message

#RANDOM

Change data type to INT. Rename
instances of tag in tag pair(s) to
$System. #ARANDOM (invalid)
Invalidate tag pair(s) using
$System. #RANDOM (this prevents
the tag map(s) from being activated
until you remove or repair any
affected tag pair).

Deactivate.

Disable

Restore completed.

The data type for the tag
$System. #/RANDOM has been
changed from STRING to INT.
Tag pairs using this tag are
now invalid.

The following tag maps use
this tag and have been
disabled:

tag map _list

Gateway is now rebooting.

A sequence of messages for
automatically reconnecting to
the Gateways appears.

Other
Removed
$System
Tags

Before the restore is started, the back
end must notify the user interface that
a 1.0 backup is being restored.

Deactivate.

Disable

The following tags no longer
exist:

tag list

Tag pairs using a non-existent
tag will be invalid after the
restore and will prevent the tag
map from being activated until
the tag pairs are removed or
repaired.

Do you wish to continue?

Yes No

The auto-reconnection popup
sequence appears.

Restore completed. Gateway is
now rebooting.

A sequence of messages for
automatically reconnecting to
the Gateways appears.

Once the restore operation completes and you have logged back in, you will see
the following message sequence that explains changes that occurred as a result of

the restore:

The following device(s) have an unconfigured IP address:

device_list

This has invalidated the following tag map(s):

tag map list

You will not be able to activate this (these) tag map(s) until you reconfigure the

affected device(s).

You should verify the connection of all devices to ensure that tag maps will work

correctly.

The restoration includes the following changes:

e device list. This list includes all service device(s) configured to use a

Network that is no longer configured.
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Section 4.22
Troubleshooting

Gateway Startup

Section 4.23

If there are multiple devices in the above list, the names are separated by
commas ().

tag map_list. This list includes all tag maps using tags belonging to
devices in the device list.

If there are multiple devices in the tag map_list, the names are separated
by commas (,).

The Address input displays Unconfigured when the Device Properties
dialog is opened for any device in the above list.

If the backup contains one or more Ethernet server devices where the 1P
address for an Ethernet server device exists in the network configuration
for the Gateway on which the backup was restored, but the Network ID
for that address in the backup differs from the Network ID for the
address in the current network configuration, the Address field for the
Ethernet server device reflects the new Network ID

The model number network configuration, including MAC addresses, the
password, and the serial number remain the same.

If you encounter difficulties when starting up your Gateway, check the following:

Check the wiring and test the output from the power supply. The output
should be 24 volts.

If the Gateway does not show a P1 address in the OLED display on the
front of the Gateway, connect the P1 cable to the network and reboot
again. If the problem persists, contact technical support.

When a power failure occurs, the Gateway reboots once power is
available again. All processes restart, and the software checks the
database integrity. If the database is missing or corrupt, a new default
database is created. This allows you to log-in and restore a back-up.

For more information on this topic, see Resetting the Gateway to Default
Configuration.

Troubleshooting illegal

data address errors for

Modbus strings

If you get an illegal data address error when attempting to read or write a tag on a
Modbus device that you have configured on the Gateway with the data type set to
STRING, this typically means that the space allocated for the string on the
Modbus device is not large enough.

The Gateway always attempts to read a fixed length of 200 characters. If the
string buffer allocated on the Modbus device is less than that, you will get an
illegal data address error.

If you cannot conveniently allocate 200 bytes on the Modbus device, as a
workaround, you can configure string tags to be arrays of INT on the Gateway.
For example, if you know that strings will always be shorter than 20 characters,
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you can configure the tag on the Gateway to be an array of 10 INTs. The values
will be copied correctly, but they will show up as integers in the Live Tag Map
Viewer, rather than as characters. If you check the Show as Hex check box, you
can view these values as hexadecimal character codes. As an alternative way to
check, you can configure a STRING tag on the $User device and add a tag pair to
your tag map that copies from your Modbus tag to the $User tag (or vice versa)
to verify that the value is copied correctly.

Section 4.24
Troubleshooting
Gateway Ethernet ports
The Gateway User Interface (running on a personal computer) uses TCP port 443

to communicate to the Gateway. If traffic is blocked on this port, the Gateway
User Interface will not open up on your personal computer.

Section 4.25

Troubleshooting

Gateway Power

Supplies
The Gateway uses a power supply for powering the Gateway.
Use the following information to help you troubleshoot Gateway power up
problems:

1. Ifyou use a power supply that fails to supply steady power, on startup,
the Universal Industrial Gateway may behave erratically. You may see
intermittent Gateway reboots, flickering LEDs, or the LEDs may not
illuminate at all.

2. If you have improperly wired the connector, the Gateway either will not
power up, or if you significantly exceed the input limit, you will observe
a puff of smoke.

Section 4.26

Troubleshooting
Serial Ports

When setting up serial ports, if you are configuring the port as RS-232, the
software actively prevents you from adding more than one device to a particular
port. RS-485 configuration allows multiple devices to share a port. The messages
you see are dependent on the error condition.

Related technical descriptions can be found at:
e Technical Reference Definitions

e Gateway Messages

Section 4.27
Viewing Data Types
Supported by Protocols

Individual protocols support a set of data types. When you select a protocol, the
data types are restricted to those supported by the selected protocol. This table
lists each protocol and shows you the supported data types for that protocol:
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DF1- | DF1- | Modbus | Modbus EtherNet/IP- | Modbus DirectNET/CCM/HostLi

Protocol CIP PCC RTU ASCII EtherNet/IP PCCC TCP S7Comm | PPI nk
SINT Yes Yes Yes Yes
INT Yes Yes Yes Yes Yes Yes
DINT Yes Yes Yes Yes Yes Yes
REAL Yes Yes Yes Yes Yes Yes Yes Yes Yes | Yes
BOOL Yes Yes Yes Yes Yes Yes Yes Yes Yes
STRING Yes Yes Yes Yes Yes Yes Yes Yes Yes | Yes
SIGNED 16-
BIT Yes Yes Yes Yes
(SHORT)
UNSIGNED
16-BIT Yes Yes Yes Yes
(USHORT)
SIGNED 32-
BIT (DINT) Yes Yes Yes Yes
UNSIGNED
32-BIT Yes Yes Yes Yes
(UDINT)

Section 4.28

Viewing Supported
Data Types

This table lists each tag data type supported by the Gateway. Not all types are
available for every device because each protocol supports a subset of these data

types:
Data Type Description
BOOL 1 bit (1 byte as a unit of storage)
SINT 1-byte integer
INT 2-byte integer

SHORT (SIGNED 16 BIT)

2-byte integer

USHORT (SIGNED 16 BIT)

2-byte unsigned integer

DINT (SIGNED 32 BIT)

4-byte integer

UDINT (UNSIGNED 32-BIT)

4-byte unsigned integer

REAL

4-byte IEEE float

STRING

ARRAY of bytes
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tags 3-42
Firmware
Updating 3-97
Front Panel Display
option 3-74
Gateway
get diagnostics 2-4
messages 4-12
User Interface components 3-3
Gateway

accessing hardware and software information 2-4

Gateway

hardware specifications 2-5
Gateway

using interface 3-1

User’'s Manual Pub. 0300297-05 Rev. A

Gateway

logging onto the GUI 3-1
Gateway

User Interface 3-2
Gateway

User Interface

access 3-5

Gateway

field 3-66
Gateway

file exports 4-5
Gateway

Setup between Gateway and PLC, 4-35
Gateway Overview 1-2
Gateway Role

field 3-14, 3-16, 3-22, 3-25, 3-30, 3-44, 3-47, 3-51, 3-67,

3-25, 3-29

General Public License

information 2-10
GMT Offset

field 3-72
GPL

general public license information 2-10
Handshake

field 3-69
Hardware specifications

2-5
Help 2-1
HostLink

configuring 3-20

field 3-10
Identifying

Universal Communications Gateway 3-62
IDLE status 3-80
Important Notes, ii
Importing

tags 3-40
IN PROGRESS status 3-80
Inbound Device

field 3-81
Information Links 2-1
Installing

Gateway 2-1
Introduction, ix
IP

field 3-66
IP Addresses

field 3-63
Is Array

field 3-37
Keep Alive n seconds

field 3-27
LED

serial LED operation 2-9
Limited Remedy

software return, ii
Logging

onto the Gateway User Interface 3-1



Index

MAC Address

field 3-75
MAC Addresses

field 3-63
Manual

option 3-71
Memory (bytes) 3-79
Messages

Gateway 4-12

Min Command Delay n milliseconds

field 3-15, 3-17

Min Response Delay n milliseconds

field 3-15, 3-17
Modbus

illegal data address errors for strings 4-51

supported commands 4-48
Modbus Server
connections 4-30
ModbusASCII
configuring 3-15
field 3-9
ModbusRTU
configuring 3-13
field 3-9
ModbusTCP
configuring 3-24
field 3-10
Model Number
field 3-63
Modifying
blacklistings 3-76
devices 3-28
tag map data traces 3-82
Tag Maps 3-52
tags 3-38
Module
field 3-86, 3-87, 3-89
Overview 1-1
NAK Retries
field 3-11, 3-13
Name
field 3-50, 3-63, 3-81
Navigation Bar
Gateway User Interface 3-3
Network
configuration guidelines 4-30
default configuration 4-31
DHCP configuration 4-31
static configuration 4-31
Network Settings
configuring 3-64
New Password
field 3-100
New Time
option 3-71
NGINX license information 2-11
Node Address
field 3-18

NTP
option 3-71
NTP Server Address
field 3-72
OLED Interface Information 2-9
On Change
field 3-50
One-Based Addressing
field 3-15, 3-17, 3-26
One-based addressing 4-7
Operations
configuring 3-90
Outbound Device
field 3-81
Parity
field 3-69
Password
changing 3-100
Password 2-2
Periodic
field 3-51
Polling Rate n milliseconds
field 3-50
Port
field 3-69
Port number
field 3-66
PPI
configuring 3-17
field 3-9
Product information
legal, ii
Protocol
attribute list 4-32
families 3-7
field 3-9
settings 4-9
Protocol field values
How device modifications affect 4-28
Protocols
upgrading 3-98
Read/Write tag errors 4-7
Reboot Log
viewing 3-88
Rebooting

Universal Communications Gateway 3-90

Resetting
to default configuration 3-91
Resource information
viewing 3-78
Response Delay n milliseconds
field 3-19, 3-20, 3-21
Response Timeout n seconds
field 3-14, 3-17
Restoring
data 3-95
Retries
field 3-19, 3-20, 3-21

User’'s Manual Pub. 0300297-05 Rev. A



-4 Index

Retry Count, 3-32
field 3-14, 3-17

S$7-1200 and S7-1500 Modbus tag values appear in word-

swapped order in Live Tag Viewer 4-34
S7comm
configuring 3-26
field 3-10
Security Options
field 3-73
Security Setup
configuring 3-72
Serial Communications Setup
configuring 3-67
Serial Port
field 3-11, 3-12, 3-14, 3-16, 3-18, 3-19, 3-21
Serial Port Pinouts 2-8
Show values in hex
option 3-60
Slave ID
field 3-14, 3-16, 3-26
Slot Number
field 3-11, 3-23
Station Address
field 3-19, 3-20, 3-21
Stop Bits
field 3-69
Subnet Mask
field 3-66
System Logs
viewing 3-84
System tags list 4-48
Tag
device tag map connections 4-30
field 3-50
Tag map data traces
deleting 3-82
downloading 3-83
Tag map data traces 4-8
Tag map trace data
viewing downloaded 3-84
Tag Maps
configuring 3-44
modifying 3-52
Tag Name
field 3-36
Tags
activating maps 3-56
adding 3-34
adding maps 3-46
deleting 3-38
deleting maps 3-53
exporting 3-42
exporting maps 3-54
importing 3-40
modifying 3-38
viewing live maps 3-57
TCP Port

User’'s Manual Pub. 0300297-05 Rev. A

field 3-22, 3-23, 3-25, 3-27
Technical support, ix
Test Connection

field 3-18

option 3-10, 3-11, 3-13, 3-15, 3-17, 3-19, 3-20, 3-21, 3-

23, 3-24, 3-26, 3-27

Testing

device connections 3-30
Testing device connections 4-8
Time Setup

configuring 3-70
Timeout

field 3-19, 3-20, 3-21
Timespan

field 3-80
Timespan n minutes

field 3-81
Trademarks

list of, iii
Trigger Tag Value

value 3-61
Troubleshooting

Gateway power supplies 4-52

Gateway startup 4-51

Modbus illegal data address errors for strings 4-51

serial ports 4-52
TSAP
field 3-27
Universal Communications Gateway
backing up data 3-93
identifying 3-62
rebooting 3-90
Universal Industrial Gateway Date/Time
field 3-70
Updating
firmware 3-97
Upgrading
protocols 3-98
User Interface
Gateway 3-2
Username 2-2
Viewing
Data Types supported by protocols 4-52
Engineering log data 3-86
Error log data 3-85
live tag maps 3-57
Reboot log 3-88
supported data types, 53
system logs 3-84
tag map data races 3-84
Warranty
limited, ii
limited 2-11
Whitelist
option 3-73
Word Swap
field 3-37



User’'s Manual Pub. 0300297-05 Rev. A



SILVER
¥ Technology Partner
AROCKWELL AUTOMATION PARTNER

©2020-2023 Spectrum Controls, Inc. All rights reserved. Specifications are subject to change
without notice. All product names, logos, brands, trademarks and registered trademarks are property
of their respective owners.

Corporate Headquarters

Spectrum Controls Inc.

1705 132" Avenue NE, Bellevue, WA 98005 USA
Fax: 425-641-9473

Tel: 425-746-9481

Web Site: www.spectrumcontrols.com

E SPECTRUM
C o

N T R (@] L S
An Adlied Motion Company

User’'s Manual Pub. 0300297-05 Rev. A



	Software User's Guide, Universal Industrial Gateway
	Important Notes
	Notice
	Limited Warranty
	Limited Remedy
	Trademarks

	Chapter 1  Gateway Overview
	Section 1.1  Start Here
	Section 1.2  Gateway Overview

	Chapter 2  Installing the Gateway
	Section 2.1  About Information  Links
	Section 2.2  Viewing Help  Information
	Section 2.3  Providing Diagnostics Information
	Section 2.4  Getting Hardware and  Software Information
	Section 2.5  Hardware  Specifications
	Section 2.6  Serial Port Pinouts
	Section 2.7  External Terminal  Block Connector Pinouts
	Section 2.8  Viewing  Serial LED Operation
	Section 2.9  Viewing OLED  Interface Information
	Section 2.10  General Public  License Information
	Section 2.11  NGINX
	Section 2.12  Limited Warranty

	Chapter 3  Using the Gateway Interface
	Section 3.1  Logging onto the  Gateway User Interface
	Section 3.2  About the Gateway User Interface
	3.2.1 Gateway User Interface Navigation Bar
	3.2.2 Gateway User Interface

	Section 3.3  Configuring  Devices
	3.3.1 Adding Devices
	Configuring a DF1-CIP Device on a Gateway
	Configuring a DF1-PCCC Device on a Gateway
	Configuring a ModbusRTU Device on a Gateway
	Configuring a ModbusASCII Device on a Gateway
	Configuring a PPI Device on a Gateway
	Configuring a DirectNET Device on a Gateway
	Configuring a CCM Device on a Gateway
	Configuring a HostLink Device on a Gateway
	Configuring an EtherNet/IP Device on a Gateway
	Configuring an EtherNet/IP-PCCC Device on a Gateway
	Configuring a ModbusTCP Device on a Gateway
	Configuring an S7comm Device on a Gateway

	3.3.2 Modifying Devices
	3.3.3 Deleting Devices
	3.3.4 Testing Connections
	3.3.5 Exporting Device and Tag Data
	3.3.6 Adding Tags
	3.3.7 Modifying Tags
	3.3.8 Deleting Tags
	3.3.9 Importing Tags
	3.3.10 Exporting Tags

	Section 3.4  Configuring Tag Maps
	3.4.1 Adding Tag Maps
	3.4.2 Modifying Tag Maps
	3.4.3 Deleting Tag Maps
	3.4.4 Exporting Tag Maps
	3.4.5 Activating Tag Maps
	3.4.6 Viewing Live Tag Maps

	Section 3.5  Setting Up a Gateway
	Section 3.6  Identifying the Gateway
	Section 3.7  Configuring Network  Settings for the  Gateway
	Section 3.8  Configuring Serial  Communications Setup
	Section 3.9  Configuring Time  Setup for the Gateway
	Section 3.10  Configuring Security  Setup for the Gateway
	3.10.1 Adding MAC Addresses
	3.10.2 Modifying MAC Addresses
	3.10.3 Deleting MAC Addresses

	Section 3.11  Accessing  Diagnostics  Information
	Section 3.12  Viewing  Gateway Resource  Information
	Section 3.13  Tracing Tag Map  Data
	3.13.1 Adding Tag Map Data Traces
	3.13.2 Modifying Tag Map Data Traces
	3.13.3 Deleting Tag Map Data Traces
	3.13.4 Downloading Tag Map Traces Data
	3.13.5 Viewing Downloaded Tag Map Trace Data

	Section 3.14  Viewing System  Logs Information
	Section 3.15  Viewing  Error Log Data
	Section 3.16  Viewing Engineering  Log Data
	Section 3.17  Viewing the  Reboot Log
	Section 3.18  Performing Maintenance Tasks
	3.18.1 Rebooting the Gateway
	3.18.2 Resetting the Gateway to Default Configuration
	3.18.3 Backing Up Gateway Data
	3.18.4 Restoring Gateway Data
	3.18.5 Updating Firmware
	3.18.6 Upgrading Protocols

	Section 3.19  Changing  Password

	Chapter 4  Technical Reference
	Section 4.1  About Bit  Copying Operations
	Section 4.2 About Bools and EtherNet/IP CIP
	Section 4.3  About Copy Triggers
	Section 4.4  About DirectNET  Addressing
	Section 4.5  About Gateway  File Exports
	Section 4.6  About 1-Based  Addressing
	Section 4.7  About Read/Write Tag Errors
	Section 4.8  About Tag Map Data Traces
	Section 4.9  About Testing  Connections
	4.9.1 Protocol Settings

	Section 4.10  Configuring Tag  Data Types
	Section 4.11  Array Length Limits
	Section 4.12  Endianness of Types
	Section 4.13  Gateway Messages
	Section 4.14  How Device Modifications  Affect Protocol Field Values
	Section 4.15  Modbus Server  and Device Tag  Map Connections
	Section 4.16  Network  Configuration  Guidelines
	4.16.1 Default Network Configurationc
	4.16.2 Static Network Configuration
	4.16.3 DHCP Network Configuration

	Section 4.17  Protocol Attribute List
	Section 4.18  S7-1200 and S7-1500  Modbus Tag Values  Appear in Word-swapped  Order in Live Tag Viewer
	Section 4.19 Setting Up EtherNet/IP Server Function Between a Gateway 4- and Allen Bradley Logix PLCs
	4.19.1 Adding a Gateway to a PLC I/O Configuration Tree
	4.19.2 Adding Message Instructions

	Section 4.20  Supported Modbus  Commands
	Section 4.21  System Tags List
	Section 4.22  Troubleshooting  Gateway Startup
	Section 4.23  Troubleshooting illegal  data address errors for  Modbus strings
	Section 4.24  Troubleshooting  Gateway Ethernet ports
	Section 4.25  Troubleshooting  Gateway Power  Supplies
	Section 4.26  Troubleshooting  Serial Ports
	Section 4.27  Viewing Data Types  Supported by Protocols
	Section 4.28  Viewing Supported  Data Types

	Index


